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Under st andi ng the Virus Threat and Devel opi ng Effective
Anti-Virus Policy
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According to recent I CSA statistics, your conmpany was
over 99%Ilikely to be confronted with the threat of a virus
infection in the year 2000, over 50% of which could be
classified as a virus disaster. WAs your conpany prepared
to deal with this threat?

Thi s paper focuses on providing the reader with an
overview of the current virus |l andscape and aids in
devel opi ng best practice anti-virus policies. After
presenting the threat, we’ll introduce you to today’'s nost
popul ar anti-virus tools. Using your know edge of the
threat and of the solutions will help you manage the risk
of infection, ensuring confidentiality, integrity, and
availability of conputer systens and data and mnimze the
cost of reactive nmanagenent in case your proactive mnmeasures
fail.

| nt roducti on

Conmput er Economi cs, a California-based research
advi sor, published 2001 figures that place the worl dw de
cost of malicious code attacks at an estimated $13.2
billion. The majority offenders were Love Bug at $8.75
billion, code Red at $2.62 billion, SirCamat $1.15
billion, and Ninda at $635 mllion. (Find the Cost of
(Virus) Freedom

Al though the exact figures are contested, one cannot
argue that the financial damage caused by virus activity is
substantial and on the rise. (Lies, dammed lies and anti -
virus statistics)

CERT/ CC reports an increase of over 50%in the nunber
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of viruses from 2000 to 2001. (CERT/CC Statistics 1988-
2001) SARC corroborates this by identifying an esti mated
60, 000 known viruses to date versus sone 30,000 at the end
of 2000. (Am | Protected?) ICSA wites that infections were
up 20%in 2000 versus the previous year, wth 99. 67% of
conpani es surveyed experiencing at |east one virus
encounter and 51%cl aimng at |east one virus disaster
during the twelve nonth period preceding the survey.
According to ICSA's survey, the rate of infection per 1000
PC s has doubl ed every year since 1996. (Conputer Virus
Preval ence 2000)

Mal i ci ous code has existed in theory or in the lab
since the 1960's. Only with the proliferation of personal
conputers in the 1980's have we seen the rapid devel opnent
and di ssem nation of virus code in the wild. Bootsector and
file infector viruses were the normin the 1980's and early
1990’ s, spread nostly via sharing of floppy disk or BBS
downl oads. The 1990’ s and 2000’ s saw an expl osion of file-
infector, macro, and ot her scripting | anguage viruses
brought on by a conbination of the rapidly devel opi ng
I nternet and overly conpl ex and unsecured operating systens
and appl ications.

Definition of a Virus

A conputer virus is a self-replicating programthat
wi t hout the user’s know edge or intervention attaches
itself to or replaces an executable file, a data file that
can contai n enbedded executabl e code, or system areas or
executables. At best, this type of malicious software
(mal ware) sinply utilizes conputer or network resources; at
worst it intentionally conprom ses the conputer systems
confidentiality, data integrity, or availability.

While trojans and worns are generally regarded to fall
under the broader unbrella of malicious code, we wll
include themin our discussion as either a delivery vector
over a network in the case of worns, or a payload in the
case of Trojans. A wormmay contain viral code, in which
case we will consider it a vector to the virus. Simlarly,
certain trojans nmay be hidden within a worm thus fitting
t he description of self-replicating and mali cious.

A conputer virus consists of three distinct parts, a
vector, a replicator/infector, and a payload. A vector is
the nmethod by which a virus propagates. Boot sector
viruses, for exanple, alter or replace the boot sector of
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boot abl e devices. Thus, by starting froman infected
device, the virus is |loaded into conputer nenory and
becones active. According to statistics published by

| eadi ng anti-virus (AV) researchers the nost popul ar vector
in use today is via e-mail attachnent. A close second
delivery mechanismis worns infecting unpatched or

m sconfigured web servers, Mcrosoft Internet Information
Server in particular, and a distant third is unprotected
shares on M5 Wndows boxes. To be sure, many other types
affecting all operating systens exist, but these |ead by
shear nunber and are a good representation of what is out
t here.

The replication code of a virus can be classified by
infection condition. Infector code relies on a set of rules
or conditions to propagate itself to other files on the
i nfected systemor to other systens across a networKk.
Exanpl e conditions include replicating after a
predet ermi ned nunber of infections, or over a given period
of time, spreading on a certain date, or in response to the
presence of a certain file or files. There is a further
di stinction between “slow and “fast” infectors, the
pur pose of which is to spread slowy to avoid detection or
to spread as quickly as possible to maxi m ze nunber of
infected systens. Notice that the goal of both is the
same, but the philosophy on how to best spread vari es.

Finally, a virus contains a payload. This mlitary
term denotes that portion of the virus we typically think
of as causing danage to a conputer system Types of
payl oads abound, but the nbst noteworthy and nost prolific
i ncl ude: damagi ng, destroying, or altering executable or
data files, thus leading to systeminstability or
availability, breached confidentiality, or conprom sed data
integrity.

For a nore conprehensive definition of virus types,

i ncluding stealth, polynorphic, and arnored viruses, please
refer to the alt.conp.virus and virus-L/conp.virus FAQ s.
([alt.conp.virus] FAQ Part 1/4) (VIRUS-L/conp.virus FAQ
v2.00)

Proactive Anti-Virus Strategies

As in all areas of conputer security, the object is to
mnimze risk. We can define risk as threat X opportunity.
Because we generally have little control over the threats,
we w il concentrate mainly on reducing opportunity. It is



Zi pfel 4

unrealistic to expect to elimnate all risk of infection,
but we stand a good chance of mtigating our exposure to
risk with the right policies and procedures.

On the extrene end, we would sinply disconnect our
conputer fromall external neans of program or data
transferal, including LAN and WAN, and fl oppy disk/drive
access. To prevent infection fromwthin, we mght renove
any tools that could be used to programa virus on our
system such as editors or conpilers or nmacro | anguage
interpreters. The open extrene would be total access with
no controls. Clearly, we seek to find the appropriate
m ddl e as defined by your systenis or data’s val ue.

The goal then of the IT professional is to inplenent a
plan that will ensure a conputer systems and data's
avai lability to legitimate users, the data's integrity, and
the systenmis and data’s confidentiality. An anti-virus
policy nmust be an integral part of the general “Defense in
Dept h” conputer security policies. Defense in depth inplies
a | ayered approach to achieving the above goal s by bl ocking
many possi ble paths, usually in order of priority, thus
i ncreasi ng your odds of success. AV policies are nost
effective as part of a conprehensive security policy, which
m ght include Firewalls, IDS, and redundant systens.

How do we al |l ocate resources to virus prevention? W
must first determne the cost of an infection versus the
val ue of our systens/data. This is the business case for AV
policy. Assigning value to your systemor data can be
tricky. Two proposed quantitative nmetrics are the Single
Loss Expectancy (SLE) and Annual i zed Loss Expectancy (ALE)
formul as. SLE determ nes the | oss caused by a single
incident. It is defined as: SLE = Asset Val ue X Exposure
Factor. Say for exanple that one worker, who is paid $20
per hour, can not use her workstation due to a virus
infection, and a consultant, who is paid $100 per hour,
spends three hours sanitizing and repairing the damge
caused by the virus. According to our formula, the worker
has incurred 3 X $20 = $60 + the consulting fees of 3 X
$100, to give us a SLE of $360. Note that this doesn’t take
into account nore subtle factors, such as potential val ue
that coul d have been added by the worker to the conpany
during that business day, and the conpany’ s better use of
t he $300 consultation fee towards inprovenents versus
i nci dent response, or perhaps that m ssed deadline that has
ot her serious consequences.

The ALE then is sinply the SLE X nunber of yearly
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occurrences. I magine a w despread infection using the above
scenario, or a recurrence several tines per year. It is
easy to see why prevention and planning are worthy

I nvest nent s.

Anot her nmet hod of assigning risk is through
qualitative analysis. By assigning a high, nedium or |ow
risk, you prioritize areas of need. This nmethod is probably
nore appropriate as a birds-eye view approach to target the
hot - spots nost qui ckly.

It’s fairly easy to make a business case for virus
protection after-the-fact. It is inportant that the IT
pr of essi onal nakes clear the inportance and ultimate cost-
savi ngs of a proactive approach.

Prot ecti on Met hodol ogi es

In order to protect our systens from attack, we need
to i nplenent nethods that |ower the opportunity for
infection. Al proactive neasures we will examne rely on
the ability to either close a vector of infection, e.g.
firewall ACL's and software updates, or identifying and
bl ocking the virus threat if an infection vector is
successful, e.g. antivirus software.

Looki ng back on our earlier statistics, the biggest
virus threat vector we currently face is via e-nai
attachnment. Mst viruses propagated via e-mail initially
require user interaction to run and becone active. Various
nmet hods of deception are used, including forging e-nmail
headers to appear as if they originate fromtrusted
sources, i.e. Melissa virus, or by appearing to contain
urgent or hunorous information or software, i.e.
VBS. St ages. The unsuspecting user runs the mal ware
attachnment which often grabs e-nmail addresses from vari ous
prograns and mails itself out and the cycle begins anew.

Firewal | s

Afirewall is software or hardware that acts like a
traffic cop allow ng or disallow ng access from one
conputer or network to another based upon a set of
predeterm ned rul es, al so known as an Access Control List
or ACL.

A hardware router utilizing Name Address Transl ation
(NAT) is an exanple of a sinple firewall. Wrns scanning
for vulnerabilities fromthe internet may hit upon your
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router, but unless you allowtraffic to pass through to
your internal network for a given service, such as Wb-
hosti ng, you have essentially blocked the threat. These
routers work on the packet |evel and are not capabl e of

di stingui shing safe versus unsafe packet content. Today’'s
sophi sticated routers offer nmuch nore granularity of

control in the creation of in-and-outbound ACLs and nany
are beginning to offer Stateful Pocket |Inspection, a type
of heuristics based analysis of traffic that m ght indicate
a possible attack and take steps to prevent it.

Personal firewalls that can be depl oyed on i ndivi dua
wor kstations are gaining in popularity. A few exanples on
W ndows platforns are Norton Internet Security or
Zoneal arm Both are application |ayer firewalls that cone
with a predefined set of traffic filtering rules that can
be custom zed as needed. Both essentially start with a
“deny all” policy and ask you which application should be
allowed to interact over your network. Uniquely useful at a
user level is the ability to allow specific outbound
traffic. If you are not sure if a particular application
shoul d be accessing the net, maybe it is tinme to research
what exactly it mght be doing. This is a wonderful way for
the user to becone aware of and protect thensel ves and
ot hers agai nst spy-, ad-, or malware that may be
conprom sing their system

Anti-Virus (AV) Software

Regardl ess of manufacturer type or OS platform AV
software works on a simlar basis. Once installed, AV
software nmonitors all read and wite attenpts from any
device, i.e. hard drive or network, calculating a file
signature that it conpares against a built-in database of
known virus signatures. Mdst AV software al so has sone
heuristics built in that checks agai nst possible virus
activity for un-catal ogued viruses.

The mai n weakness then of AV software is the constant
race to identify and protect against new viruses. The
consuner nust keep the AV signatures up-to-date in order to
stay optimally protected. Mst nobdern scanners offer a
subscription systemand utilities to automatically check
for and downl oad new signatures. If a virus is detected, AV
software attenpts to reverse the danmage and elimnate it.
This is not always possible, as is the case when files are
replaced or overwitten.
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There are three major categories of AV software,
centrally nmanaged, e.g. MAffee Sonicwall AV option, Norton
AV for Enterprise, and individual workstation sol utions,
e.g. Norton AV, PC G llan, and nore recently, Wb-based
scanners such as PandaSoftware Online scanner.

In alnost all cases, the centrally nanaged solution is
preferable. The main advantages are central depl oynent,
uni form policy enforcenment, the ability to push-out
updates, and the usually | ower cost of per-seat vol une
I i censi ng.

Sof t ware Updat es/ Setti ngs

W’ ve al ready nentioned the inportance of keeping our
AV software current through frequent update downl oads. The
| ast tool we' Il be discussing is application and operating
system updates. New infection vectors that utilize sonme
weakness in our OS or applications are constantly being
di scovered. The recent hol es discovered in Wndows XP UPnP
automati c execution of executable attachnments in Qutl ook,
scripting exploits that automatically downl oad and install
mal ware via Internet Explorer, or the ever-popul ar | SAPI
and directory traversal weaknesses that have given
Mcrosoft 11S a black-eye, all serve as undeni abl e exanpl es
of the inportance of patching your OS and applications.

Fortunately, nost vendors are diligent in offering
such updat es; but again, unless they are applied, you
remai n vul nerable. Mcrosoft offers an online autonated
update service that custom zes a list of recommendati ons
based on your OS and patch history. Generally, you want to
apply all critical hot patches and service rel eases as they
becone avail able. Mdre recently, Mcrosoft has rel eased
tools that automatically notify the user of updates. Future
tools promse to automatically downl oad and install updates
in the background. How rmuch you trust your software vendors
with the type of control over your systemis another topic.
| know many who woul d say the nedicine, although sonetines
bitter, is preferable to the ill ness.

|’d also like to refer the reader to the many
excellent articles on securing default installations.
Symantec, for exanple, speaks about turning off the
enbedded scripting features in M5 Qutl ook prograns.
(Prevent E-Mail Wrns) Mcrosoft is renewing its conm tnent
to secure conputing and many rel evant articles can be found
on their security websites. (Mcrosoft.com
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Creating a Corporate AV Policy

W’ ve di scussed the threat and have given concrete
exanples of howto deal wwth it. Policy, now the final tool
in our arsenal, ties the previous information together and
gives us a franework to operate in.

To reiterate, the point of this entire exercise is to
protect the confidentiality, integrity, and availability of
our resources. W therefore, need to identify the assets,
identify the threat, and then create proactive and reactive
strategies to mnimze risk and deal with incidents.

Qur proactive strategies aimto mnimze risks,
devel op contingency plans, create and assign
responsibilities to an incident response team Reactive
strategi es assess damage, inplenment the contingency pl an,
repair the damage, and docunent the incident so that our
policies can be re-exam ned and constantly inproved. This
is an ongoi ng and dynam c process.

Chri st opher Benson of Inobits Consulting (Pty) Ltd.

O fers an excellent flowhart outlining this process in his
paper entitled Security Strategies. (Security Strategies)
Note that the outline works for many types of threats and
can therefore be used to generate a conprehensive security

policy.
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Figure 1 — Security Strategy Flow Chart
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Usi ng the above flowchart, let’s step through an
exanpl e scenario. W' Il use the e-mail virus attachnent
since it is the nost preval ent.

Securty Strategy
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Figure 2 — Security Strategy Fl ow Chart Exanple — E-Mil
Vi rus

First, we predict the threat. 1In this case a denial
of service (DoS) of our e-mail server. Specific to this
exanple, the DoS is determned to be caused by a virus
using an e-mail attachment as a vector. Next, we begin our
proactive strategy. W try to predict the damage. Here, a
DoS hanpers productivity by stopping us from comruni cating
wth the outside world via e-mail. The identified
vul nerabilities leading to the possible incident are no
virus scanning at all or no signature for a particular
virus in the AV database. In order to mnimze the risk, we
i npl ement AV scanni ng or updating of the current AV virus
si gnature database. W al so recomend a backup e- nai
server for contingency purposes. |If our proactive strategy
fails us, we define our reactive options. The incident
handl i ng process consists of danage assessnent. Again, in
our scenario, it would be the |oss of productivity,
possi bly using an SLE fornula. W determ ne the extent of
the damage to our e-mail server brought on by the virus.
Qur proposed solution is to scan and eradicate the virus
using AV software. W will apprise the rel evant conpany
enpl oyees of the situation. W fully docunent the
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i ncident, and attenpt to strengthen our policy based upon
what we have | earned. W also place our backup server
online until the original server has been repaired. The
| ast section of the flowhart reiterates the concept of
| earning fromthe past to i nprove our chances in the
future. What have we | earned through this incident? How
can we inprove our security posture to prevent simlar
attack in the future? Wat revisions do we need to nake to
our policies to mtigate reoccurrence? Using this outline,
we can establish a long and wi de-ranging set of policies to
deal with any threat we can conceive of.

Several sources nmake sanple AV policies avail able
online. These may offer additional ideas or serve as
tenpl ates to create your own. (Symantec
Cor poration)(TruSecure Anti-Virus Policy Guide Version

3.6.0) (Emm

Future Threats

New vul nerabilities continue to be discovered in
current technol ogies. What risks do newer technol ogi es such
as wireless network access bring? Let’s exam ne three
fl edgling technol ogies that may offer the newest infection
vectors of today and tonmorrow. The w rel ess Ethernet
standard 802. 11b has expl oded into the honme and busi ness
mar kets during the past two years. Poorly configured access
points are an easy infection vector to what are essentially
open networks. Any standard network aware virus poses a
threat. Bluetooth, a conpeting standard of inter-device
W rel ess communi cati on and networki ng, poses simlar risks.
(Potential Threats to WAP Enabl ed Devi ces)

How much anplified is the threat of virus infection on
PDA' s when you take into consideration that they are the
perfect infection vector into many internal, secured
networks. A cross-platformvirus whose infection vector is
a PDA running Palm OS being synced wth Mcrosoft CQutl ook
on a desktop conputer running M crosoft Wndows XP is not
that far fetched. (Does Your Business have the Security to
Handl e t he Threat ?)

Handhel d devi ces, such as Pal m conputers or digital
cellular tel ephones using proprietary and Wrel ess Access
Protocol s and scripting (WAP and WAPScri pt) have al ready
seen pseudo virus attacks that corrupt data and cause
deni al of service conditions. (Virus Protection Com ng for
Wreless Users) (Malicious Threats to Personal Digita
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Assi st ant s)
I nsecurities in conputer systens that are inherently
networked, like the earlier nentioned WAP phones, may | ead

to unprecedented short infection tinmes. Al though currently
[imted in the opportunity or potential threat they
currently pose, once nore powerful devices incorporating
recent WAP extensions that allow JAVA and JAVA scri pt
becone avail able, powerful nobile viruses will becone a
reality. (Does Your Business have the Security to Handl e
the Threat?) Imagine a virus being released into the wld
on one cell phone, then that phone using the built-in
phonebook to call and spread itself, or perhaps tunbling
t hrough all known cell nunbers for a given carrier. How
long would it take to infect all active phones?

Anot her growi ng threat is posed by peer-to-peer
net wor ks. The concept of P2P networks is as old as
networking itself. Recently, the use of software that
al l ows hundreds or thousands of people to share files, i.e.
nmp3s, divx, software, has bl ossoned. Exanples of such
networ ks by popularity are Napster, Kazaa, Morpheus,
Ghutella, and FreeNet.

Eric Chien of Symantec nmakes an interesting point that
not only can malware easily be propagated, but the usually
publicly known protocols could be m sused to spread
communi cation of malware. Due to the ability of P2P
software to bypass traditional firewalls by opening
connections fromw thin the private network they coul d be
i deal vectors for trojan or virus delivery or even provide
a path for automatic virus code updates. (Malicious Threats

of Peer-to-Peer Networking)

Concl usi on

Virus control is an integral conponent in your
conpr ehensi ve tool box against the many threats to your
system The adage “Forewarned is Forearnmed” appropriately
applies to the area of AV policy creation. By understanding
the virus threat and identifying weaknesses in your own
system you can design appropriate pro-and reactive
counter-neasures which will preserve the integrity,
availability, and confidentiality of your resources. Using
the given flowhart, identify and create policy and
contingency plans that will aid you in managi ng the risk of
a virus infection.
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