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( checks i f  t he ' ent r y- poi nt  sect i on'  i s  t he l ast  sect i on) :  

/ /  - - -  sni p of  scanner  code - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  
. . . ( sni p) . . .  
sect i ons = pPE- >Fi l eHeader . Number Of Sect i ons;  
pSH = ( PI MAGE_SECTI ON_HEADER) ( ( DWORD) mymap+pMZ- >e_l f anew + si zeof ( I MAGE_NT_HEADERS) ) ;  
     
     
    whi l e ( sect i ons ! = 0)  {  
        i f  ( I sBadReadPt r ( &pSH, si zeof ( PI MAGE_SECTI ON_HEADER) )  == TRUE)   
              {  
            pr i nt f ( " [ - ]  Er r or :  Bad PE f i l e\ n" ) ;  
            got o er r or _mode4;  
        }  
 
        char  * secname=( char  * )  pSH- >Name;  
        i f  ( secname == NULL)  st r cpy( secname, " NONAME" ) ;  
 
        st ar t r ange=( DWORD)  pSH- >Vi r t ual Addr ess + pPE- >Opt i onal Header . I mageBase;  
        endr ange=( DWORD)  st ar t r ange + pSH- >Mi sc. Vi r t ual Si ze;  
 
        . . . ( sni p) . . .  
 
        i f  ( pSH- >Vi r t ual Addr ess <= pPE- >Opt i onal Header . Addr essOf Ent r yPoi nt  && \   
                   pPE- >Opt i onal Header . Addr essOf Ent r yPoi nt  < pSH- >Vi r t ual Addr ess +  
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           pSH- >Mi sc. Vi r t ual Si ze)   
                  {  
             
                      pr i nt f ( " [ +]  Checki ng cal l / j ump r equest s f r om %s sect i on ( EP) \ n" ,  
           secname) ;  
            pSHC = pSH;  
        }  
 
     
        pSH++;  
        sect i ons- - ;  
    }  
 
    pSH- - ;  
     
    i f  ( pSHC == NULL)   
       {  
        pr i nt f ( " [ - ]  Er r or :  i nval i d ent r ypoi nt \ n" ) ;  
        got o er r or _mode4;  
    }  
 
 
    pr i nt f ( " [ +]  St ar t i ng heur i st i cs scan on %s sect i on. . . \ n\ n" , pSHC- >Name) ;  
 
    i f  ( pSHC == pSH)   
       {  
        pr i nt f ( " [ ! ]  Al er t :  Ent r ypoi nt  poi nt s t o l ast  sect i on ( %s)  - > 0x%. 08x\ n" ,   
   pSH- >Name, pPE- >Opt i onal Header . Addr essOf Ent r yPoi nt  +  
       pPE- >Opt i onal Header . I mageBase) ;  
 
        pr i nt f ( " [ ! ]  Al er t :  The f i l e may be i nf ect ed! \ n" ) ;  
        pr i nt f ( " [ +]  No deep- scan act i on was per f or med\ n" ) ;  
        got o er r or _mode4;  
    }  
 
 
. . . ( sni p) . . .  
/ /  - - -  sni p of  scanner  code - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  
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t emp_l oc = ( DWORD) ( ( DWORD) pSHC- >Vi r t ual Addr ess + i  + ( * ( DWORD* ) l oc) )  + 5;  
i f  ( t emp_l oc >= pSH- >Vi r t ual Addr ess && t emp_l oc <= pSH- >Vi r t ual Addr ess + pSH-  
>Mi sc. Vi r t ual Si ze)  BAD_CALL = 1;  
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 �� � �
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Scanned i nst r uct i on:  
00401025  \ .  E8 58270000    CALL   
 
Cal cul at i on:  
t emp_l oc = 1025 ( v i r t ual  addr ess)  + 00002758 ( cal l  dest i nat i on)  + 5 ( s i ze of  cal l  i nst r uct i on)
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 � � � 
 � � �D� �	 � � � �� 	 � 
 �� � �+
 � � 	 � 
 � � 
 ��� �� � � 
 � %
 � � 
 � � � � � � �� �� � � "� , 
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 � � � � � 	 � � � �� � 
 	

 � 	 � � � 1� � � � 
 � � 
 � 0� �

( sear ches f or  cal l  and j ump i nst r uct i ons and checks t hei r s  dest i nat i ons) :  

/ /  - - -  sni p of  scanner  code - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  
. . . ( sni p) . . .  
     
pr i nt f ( " [ +]  St ar t i ng f r om of f set :  0x%. 08x\ n" , pPE- >Opt i onal Header . I mageBase +  
    pSHC- >Vi r t ual Addr ess) ;  
 

%) �� � � � $ $ � ) 	 � 0 1 � � ) $ $ � � � �
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    f or  ( i  = 0;  ( i  ! = pSHC- >Si zeOf RawDat a) ;  i ++)   
    {  
        l oc = ( DWORD) ( ( DWORD) mymap + pSHC- >Poi nt er ToRawDat a)  + i ;  
         
        i f  ( ( * ( BYTE* ) l oc)  == O_CALL | |  ( * ( BYTE* ) l oc)  == O_JMP )   
        {  
            l oc++;  
            t emp_l oc = ( DWORD) ( ( DWORD) pSHC- >Vi r t ual Addr ess + i  + ( * ( DWORD* ) l oc) )  + 5;  
         
            i f  ( t emp_l oc >= pSH- >Vi r t ual Addr ess && t emp_l oc <= pSH- >Vi r t ual Addr ess + \   
                          pSH- >Mi sc. Vi r t ual Si ze)   
            {  
                pr i nt f ( " [ ! ]  Al er t :  Det ect ed r equest  t o %s( 0x%. 08x)  sect i on at :  0x%. 08x\ n" ,
        pSH- >Name, pPE- >Opt i onal Header . I mageBase + t emp_l oc,  \  
                    pSHC- >Vi r t ual Addr ess + pPE- >Opt i onal Header . I mageBase + i ) ;  
 
                i f  ( wher e_ct x == NULL)   
                {  
                    wher e_ct x = ( DWORD) ( pPE- >Opt i onal Header . I mageBase + t emp_l oc) ;  
                    cal l er  = ( DWORD) ( pSHC- >Vi r t ual Addr ess + \   
                                              pPE- >Opt i onal Header . I mageBase + i ) ;  
 
                    upa = ( DWORD) ( pSH- >Vi r t ual Addr ess + pPE- >Opt i onal Header . I mageBase) ;  
 
                    sv = l oc -  1;  
                     
                }  
                count ++;  
            }  
            l oc- - ;  
        }  
 
    }  
     
    pr i nt f ( " [ +]  Scan f i ni shed,  %d suspect ed i nst r uct i on( s)  f ound. \ n" , count ) ;  
 
. . . ( sni p) . . .  
/ /  - - -  sni p of  scanner  code - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  
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( debugs pr ocess,  execut es v i r us cal l ,  hooks Get Pr ocAddr ess and obt ai ns cal l er  ( v i r us)  addr ess) :  

/ /  - - -  sni p of  scanner  code - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  
. . . ( sni p) . . .  
unsi gned char  pat ch[ 4]  = {  0x90,  0x90,  0xCC } ;  
_Get Pr ocAddr ess = ( DWORD)  Get Pr ocAddr ess( LoadLi br ar y( " KERNEL32. DLL" ) ,  " Get Pr ocAddr ess" ) ;
 
Get St ar t upI nf o( &si ) ;  
i f  ( ! Cr eat ePr ocess( NULL, t emp_name, NULL, NULL, FALSE, DEBUG_PROCESS +  
    DEBUG_ONLY_THI S_PROCESS,  NULL,  NULL,  &si ,  � ) )   
{      
    pr i nt f ( " [ - ]  Er r or :  cannot  cr eat e pr ocess,  er r or :  %d\ n" , Get Last Er r or ( ) ) ;  
    got o er r or _di ;  
}  
 
pr i nt f ( " \ n[ +]  Pr ocess cr eat ed,  pi d=0x%. 08x\ n" , pi . dwPr ocessI d) ;  
pr i nt f ( " [ +]  St ar t i ng emul at i on engi ne. . . \ n" ) ;  
     
whi l e ( 1)   
{  
    Wai t For DebugEvent ( &de, I NFI NI TE) ;  
    i f  ( de. dwDebugEvent Code == EXI T_PROCESS_DEBUG_EVENT)  {  
        pr i nt f ( " [ ! ]  Er r or :  ups pr ocess exi t ed. . . \ n" ) ;  
        got o er r or _t er m;  
    }  
 
    i f  ( de. dwDebugEvent Code == EXCEPTI ON_DEBUG_EVENT)   
    {  
        i f  ( de. u. Except i on. Except i onRecor d. Except i onCode == EXCEPTI ON_ACCESS_VI OLATI ON)  {
            i f  ( de. u. Except i on. dwFi r st Chance == TRUE)   
            {  
                pr i nt f ( " [ +]  Except i on occur ed at :  0x%. 08x,  passi ng t o 
        pr ogr am. \ n" , de. u. Except i on. Except i onRecor d. Except i onAddr ess) ;
 
                Cont i nueDebugEvent ( de. dwPr ocessI d, de. dwThr eadI d, \   
                    DBG_EXCEPTI ON_NOT_HANDLED) ;  
                }  
                el se  
                {  
                    pr i nt f ( " [ - ]  Har d er r or  occur ed,  t er mi nat i ng t he pr ogr am\ n" ) ;  
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                    pr i nt f ( " [ - ]  Di s i nf ect i ng f ai l ed\ n" ) ;  
                    got o er r or _t er m;  
                }  
 
            }  
 
            i f  ( de. u. Except i on. Except i onRecor d. Except i onCode == EXCEPTI ON_BREAKPOI NT)   
            {  
                i f  ( f e == NULL)   
                {  
                    f e = 1;  
                    pr i nt f ( " [ +]  Reached br eak poi nt  at  0x%. 08x\ n" ,  
         de. u. Except i on. Except i onRecor d. Except i onAddr ess) ;
 
                    pr i nt f ( " [ +]  Modi f i ng 4 byt es at  host  st ack\ n" ) ;  
                     
 
                    t c. Cont ext Fl ags = CONTEXT_CONTROL;  
                    i f  ( ! Get Thr eadCont ext ( pi . hThr ead,  &t c) )   
                    {  
                        pr i nt f ( " [ - ]  Fai l ed t o get  t hr ead cont ext ,  er r or :  %d\ n" ,   
       Get Last Er r or ( ) ) ;  
                        pr i nt f ( " [ - ]  Di s i nf ect i ng f ai l ed\ n" ) ;  
                        got o er r or _t er m;  
                    }  
 
                    ReadPr ocessMemor y( pi . hPr ocess,  ( voi d* ) t c. Esp,  &st ack_v, 4, NULL) ;  
 
                    i f  ( st ack_v == NULL)   
                    {  
                        pr i nt f ( " [ - ]  Er r or :  r eadi ng f r om st ack f ai l ed\ n" ) ;  
                        pr i nt f ( " [ - ]  Di s i nf ect i ng f ai l ed\ n" ) ;  
                        got o er r or _t er m;  
                    }  
 
                    t c. Esp = t c. Esp -  4;  
                    cal l er  += 5;  
 
                    i f  ( ! Wr i t ePr ocessMemor y( pi . hPr ocess,  ( voi d* ) t c. Esp,  &cal l er ,  4,   
      NULL) )   
                    {  
                        pr i nt f ( " [ - ]  Er r or :  wr i t i ng t o st ack f ai l ed\ n" ) ;  
                        pr i nt f ( " [ - ]  Di s i nf ect i ng f ai l ed\ n" ) ;  
                        got o er r or _t er m;  
                    }  
                    pr i nt f ( " [ +]  St ack modi f i ed,  0x%. 08x added cal l er  - > 0x%. 08x\ n" ,  \   
                        t c. Esp,  cal l er ) ;  
 
 
                    pr i nt f ( " [ +]  Redi r ect i ng EI P t o 0x%. 08x. . . \ n" , wher e_ct x) ;  
                    t c. Ei p = wher e_ct x;  
 
                    i f  ( ! Set Thr eadCont ext ( pi . hThr ead,  &t c) )   
                    {  
                         
                        pr i nt f ( " [ - ]  Fai l ed t o set  t hr ead cont ext ,  er r or :  %d\ n" ,  \   
                            Get Last Er r or ( ) ) ;  
 
                        pr i nt f ( " [ - ]  Di s i nf ect i ng f ai l ed\ n" ) ;  
                        got o er r or _t er m;  
                     
                    }  
 
                    Vi r t ual Pr ot ect Ex( pi . hPr ocess,  ( voi d* )  _Get Pr ocAddr ess,  s i zeof ( pat ch) ,  
      PAGE_READWRI TE,  &ol dp) ;  
 
                    Wr i t ePr ocessMemor y( pi . hPr ocess,  ( voi d* )  _Get Pr ocAddr ess,  &pat ch,   
      s i zeof ( pat ch) ,  NULL) ;  
 
                    Vi r t ual Pr ot ect Ex( pi . hPr ocess,  ( voi d* )  _Get Pr ocAddr ess,  s i zeof ( pat ch) ,  
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      ol dp,  &ol dp) ;  
 
                    pr i nt f ( " [ +]  Pl aced br eaker  at  0x%. 08x\ n" , _Get Pr ocAddr ess) ;  
 
                 
                    Cont i nueDebugEvent ( de. dwPr ocessI d, de. dwThr eadI d, DBG_CONTI NUE) ;  
                }  
             
             
                i f  ( ( DWORD)  de. u. Except i on. Except i onRecor d. Except i onAddr ess >  
                    _Get Pr ocAddr ess && ( DWORD)  de. u. Except i on. Except i onRecor d. Except i onAddr ess
         < _Get Pr ocAddr ess + s i zeof ( pat ch) )   
                {  
 
                    pr i nt f ( " [ +]  Vi r us r eached t he br eaker  at  0x%. 08x\ n" ,  \   
                        de. u. Except i on. Except i onRecor d. Except i onAddr ess) ;  
                     
 
                    t c. Cont ext Fl ags = CONTEXT_CONTROL;  
                    i f  ( ! Get Thr eadCont ext ( pi . hThr ead,  &t c) )   
                    {  
                        pr i nt f ( " [ - ]  Fai l ed t o get  t hr ead cont ext ,  er r or :  %d\ n" ,  \   
                                                   Get Last Er r or ( ) ) ;  
 
                        pr i nt f ( " [ - ]  Di s i nf ect i ng f ai l ed\ n" ) ;  
                        got o er r or _t er m;  
                    }  
                     
                    ReadPr ocessMemor y( pi . hPr ocess,  ( voi d* ) t c. Esp,  &st ack_v,  4,  NULL) ;  
                    pr i nt f ( " [ +]  Vi r us r equest  capt ur ed f r om 0x%. 08x\ n" , st ack_v) ;  
                                 . . . ( sni p) . . .  
 
 
. . . ( sni p) . . .  
        Cont i nueDebugEvent ( de. dwPr ocessI d, de. dwThr eadI d, DBG_EXCEPTI ON_NOT_HANDLED) ;  
 
. . . ( sni p) . . .  
/ /  - - -  sni p of  scanner  code - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  
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( sear ches t he vi r us body f or  t he or i gi nal  byt es by usi ng a s i gnat ur e,  i t  al so r epai r s t he cal l  by 
r eadi ng or i gi nal  byt es di r ect l y t o mapped f i l e) :  

/ /  - - -  sni p of  scanner  code - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  
. . . ( sni p) . . .  
unsi gned char  ct x_si g[ 15]  = {  0x6A,  0x00,  0x6A,  0x05,  0xE8,  0x05,  0x00,  0x00,  0x00,   
 0x90,  0x90,  0x90,  0x90,  0x90,  0x50 } ;  
unsi gned char  ct x_f l y[ 15] ;  
 
 
    ReadPr ocessMemor y( pi . hPr ocess,  ( voi d* ) t c. Esp,  &st ack_v,  4,  NULL) ;  
    pr i nt f ( " [ +]  Vi r us r equest  capt ur ed f r om 0x%. 08x\ n" , st ack_v) ;  
    pr i nt f ( " [ +]  Scanni ng backwar ds t o 0x%. 08x\ n" , upa) ;  
                 
 
    whi l e ( 1)   
    {  
        i f  ( ! ReadPr ocessMemor y( pi . hPr ocess,  ( voi d* ) st ack_v,  &ct x_f l y,  
      s i zeof ( ct x_si g) ,  NULL) )  br eak;  
 
        i f  ( st ack_v <= upa)  br eak;              
        f ound = 1;  
        f or  ( i nt  i i =0;  i i  < s i zeof ( ct x_si g) ;  i i ++)   
        {  
            i f  ( ct x_si g[ i i ]  ! = ct x_f l y[ i i ] )   
            {  
                i f  ( ct x_si g[ i i ]  ! = 0x90)   
                {  
                    f ound = 0;  
                    br eak;  
                }  
            }  
        }  
 
        i f  ( f ound == 1)   
        {  
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            pr i nt f ( " [ +]  Or gi nal  byt es wer e f ound at  0x%. 08x\ n" ,  st ack_v + 9) ;  
 
            pr i nt f ( " [ ! ]  Repai r i ng t he br oken i nst r uct i on. \ n" ) ;  
            ReadPr ocessMemor y( pi . hPr ocess,  ( voi d* ) ( st ack_v + 9)  , ( voi d* )  sv,  5,  NULL) ;  
 
            pr i nt f ( " [ ! ]  The f i l e was di s i nf ect ed! \ n" ) ;  
            get ch( ) ;  
            got o er r or _t er m;  
        }  
 
        st ack_v- - ;  
    }  
 
    i f  ( f ound == 0)   
    {  
        pr i nt f ( " [ - ]  Er r or :  no s i gnat ur e was f ound. \ n" ) ;  
        pr i nt f ( " [ - ]  Di s i nf ect i ng f ai l ed\ n" ) ;  
        got o er r or _t er m;  
    }  
 
. . . ( sni p) . . .  
/ /  - - -  sni p of  scanner  code - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -  
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