L% $" ! %

(! )
" & | g
& *+ )
"ok & &
L g & &
) & .) &
& e % &
"H#$ %
!
& ) "
&
% () & &"
$ ' $
0" #$" " o"#w " &
&
% " )
0

(checks if the "entry-point section' is the |ast section):

[l --- snip of scanner code --------------“---“--“------ oo

...(snip)...
sections = pPE->Fi| eHeader. Nunber O Secti ons;
pSH = (Pl MAGE_SECTI ON_HEADER) ( ( DWORD) nmymap+pMZ- >e_| f anew + si zeof (1 MAGE_NT_HEADERS) ) ;

while (sections !'=0) {
i f (1sBadReadPtr (&pSH, si zeof (Pl MAGE_SECTI ON_HEADER)) == TRUE)

{
printf("[-] Error: Bad PE file\n");
goto error_node4;

}

char *secname=(char *) pSH >Nane;
if (secname == NULL) strcpy(secnane, "NONAME");

startrange=(DWORD) pSH >Virtual Address + pPE->Opti onal Header. | mageBase;
endrange=( DWORD) startrange + pSH >M sc. Virtual Si ze;

...(snip)...

if (pSH >Virtual Address <= pPE->Opti onal Header. Addr essCOf EntryPoi nt && \
pPE- >Opt i onal Header . AddressCOf EntryPoi nt < pSH >Vi rtual Address +
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pSH >M sc. Virtual Si ze)

{
printf("[+] Checking call/junp requests from% section (EP)\n",
secnane) ;
pSHC = pSH;

}

pSH++;

sections--;
}
pSH -;

if (pSHC == NULL)

printf("[-] Error: invalid entrypoint\n");
goto error_node4;

printf("[+] Starting heuristics scan on % section...\n\n", pSHC- >Nane) ;
if (pSHC == pSH)

printf("[!] Alert: Entrypoint points to |last section (%) -> 0x% 08x\n",
pSH >Nane, pPE- >Opt i onal Header . Addr essOf Ent r yPoi nt  +
pPE- >Opt i onal Header . | mageBase) ;

printf("[!] Alert: The file may be infected!\n");
printf("[+] No deep-scan action was perforned\n");
goto error_node4;

}
...(snip)...
/] --- snip of scanner Code -----------mmmm oo
& & & " (
1 "
& 2 3 & "
& & % "
!
1
(" 4 / % "
% & "/ 5
&
) "6 7! 8 & & & ) "
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aa4a1a828
aad4a1821
BEdE1822
BE4E16822
BE4E 16825
BE4E1682A0
BE4E1682F
ga4818:34
aa4a1832
BE48183E
BE4E1842
BE4E1842
BE4E1840
BE4E1652
BE4E1657
aa4a1asc
Ba4E1861
BE4E ] BEE
BE4E 1857
BE4E1852
BE4E1859
BE46185R

aa4a1a828
aa4a18:=1
aa4a1a:22
BE4E1822
BE4E 1625
BE4E182H
BE4E1682F
BE461624
gE4818:39
BE48183E
aa4a1a4:2
BE481a843
BE4E1840
BE4E 1652
BE4E1657
BE4E165C
BE4E1851
BE4E 1855
gE481887
BE4E1863
BE481852

BE4E1 B8R

AE4E1856
aE4a1a59
AE4E185H
BE4E185E
AE4E1850c
AE4E185F
BE4E 165
BE4E 1867
BE4a1889
BE46186F

BE481856
BE4E1852
BE4E185H
BE4E185E
BE4E1850
BE4E185F
ge481854
BE481 865
BE48 1860
BE4E18a0

206
L]

0xE& - borland linker style

CreateFileR
Beep
ExitThread
LTerminateProcess
LUirtualAl Loz
LUlirtualFree

ExitCode = A&

ExitProcess
LHeszageBoxA
CloseHandle

LHeapAl Lo
LG lobalAL Loc
LFReadFile
L_ lopen
: 38 HBE Potencial target area
Y i HOP for CTX.Phage
. oA HOF
6 s - 59 '- 0:)7:::; <-=504 5<(->"
=Lt Hap
L HOF ;  Patched by
28 HEF | the virus

LHeszageBoxA
CloseHandle
CreateFileR
Beep
ExitThread
LTerminateFrocess
irtualAl loc
UirtualFree

I)********I+
LR
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HeapAl loc
GlobalAl loc
LReadFile
L_ lopen
28 HOP
28 HOP
ap HOFP
2 HOP
6 L - 59 - 0:)7:::; <-= 504 5<(-> "
. S3EC 58 sUE ESF, 58
. 53 PUSH EES ) _
. G& RLISH—EE T 0xFF - Microsoft linker style
PUSH EDI
kernel32.GetUersion
. 2AD04 MOL 0L, AH = Potencial target area
. 2915 C4544688| HOU DWORD PTR DS:[4654041, ED
EECE MOL ECH, EAX for the virus
6 " - 59 - 0:)7: .; <-=50/'#5 * 6 "
L e
. EE FUSH ESI Injected call (patched)
T by virus
. D28A D43915C4|ROR BYTE PTR DS: CEDX+C41539041, 0L
. 54 FUSH ESF
. ag IMC EQY
6 8" - 59 - 0:)7: . ; <-=50/'#5 * 6 "
& & # $" & %" (
& n ( + &
2
% )
?& ) "
& 2 "
# $|| 2 @6
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) #( <<

k% k% k% k%

4 & 1 + & % & 0
7" 2 & & "
P 2 ) & &
( % & & ) A
& ? ? )
a9 $$ )] o1 yss |
( A
B & 1& & & % &
& "9 0& A
& ) cC- &
& 0

tenp_|l oc = ( DWORD) (( DWORD) pSHC- >Vi rt ual Address + i + (*(DWORD*)loc)) + 5;
if (tenp_loc >= pSH->Virtual Address && tenp_l oc <= pSH >Virtual Address + pSH
>M sc. Virtual Si ze) BAD CALL = 1;

Scanned i nstruction:
00401025 \. E8 58270000 CALL

Cal cul ati on:
tenp_l oc = 1025 (virtual address) + 00002758 (call destination) + 5 (size of call instrti

(searches for call and junp instructions and checks theirs destinations):

[l --- snip of scanner code ---------------“--“--“------ oo
...(snip)...

printf("[+] Starting from of fset: O0x% 08x\n", pPE->Opti onal Header . | rageBase +
pSHC- >Vi r t ual Addr ess) ;
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for (i =0; (i !'= pSHC >Si zeOf RawDat a); i ++)
|l oc = (DWORD) (( DAORD) mymap + pSHC- >Poi nt er ToORawbData) + i ;
if ((*(BYTE*)loc) == OCALL || (*(BYTE*)loc) == O JMP )
{

| oc++;
tenp_l oc = ( DWORD) ( ( DWORD) pSHC- >Vi rt ual Address + i + (*(DWORD*)loc)) + 5;

if (tenp_loc >= pSH >Virtual Address && tenp_l oc <= pSH >Virtual Address + \
pSH >M sc. Virtual Si ze)

{
printf("[!] Alert: Detected request to %(0x% 08x) section at: O0x% 08x\n
pSH >Name, pPE- >Opt i onal Header . | nageBase + tenp_|«
pSHC- >Vi r t ual Addr ess + pPE->Opti onal Header . | mageBase + i);
if (where_ctx == NULL)
{
where_ctx = ( DWORD) ( pPE->Opt i onal Header . | mageBase + tenp_| oc);
caller = (DWORD) (pSHC- >Vi rt ual Address + \
pPE- >Opt i onal Header . | mrageBase + i);
upa = (DWORD) (pSH >Virtual Address + pPE->Opti onal Header. | nageBase) ;
sv = loc - 1;
}
count ++;
}
|l oc--;
}
}
printf("[+] Scan finished, % suspected instruction(s) found.\n",count);
...(snip)...
/] --- snip of scanner Code -----------mmmm oo
& ' 1
2 "
& 4 & (
* 2 & - & &
& & 2 " & % &
7" 2 & ) &
8 F"
| n 9 % I) ) n &
n &
&
" 3
% 2 & ) & G
( 1 ( 1 ) n < % G
G ( "6 & ) 2
& " & & 6 H"
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:)8:1(6 & "
C, & 6 "
6 ">
% % G ( & ¢
& " & & > (" "
4 & G (
i I D) ## : % % $# ' -E45 (= '-
? % 7 0
(debugs process, executes virus call, hooks GetProcAddress and obtains caller (virus) ac
/] --- snip of scanner code -----------------““-““-“--“------- -~

...(snip)...
unsi gned char patch[4] = { 0x90, 0x90, OxCC };

_Get ProcAddress = (DWORD) Get ProcAddress(LoadLi brary("KERNEL32. DLL"), "GetProcAddress");

Get Startupl nfo(&si);
if (!CreateProcess(NULL,tenp_nane, NULL, NULL, FALSE, DEBUG PROCESS +
DEBUG ONLY_THI S_PROCESS, NULL, NULL, &si, ))

printf("[-] Error: cannot create process, error: %\ n", GetlLastError());
goto error_di;

}

printf("\n[+] Process created, pid=0x% 08x\n", pi.dwProcessld);
printf("[+] Starting emulation engine...\n");

while (1)

Wi t For DebugEvent (&de, | NFI NI TE) ;

i f (de.dwbebugEvent Code == EXI T_PROCESS DEBUG EVENT) {
printf("[!] Error: ups process exited...\n");
goto error_term

}
i f (de.dwDebugEvent Code == EXCEPTI ON_DEBUG EVENT)

if (de.u.Exception. Excepti onRecord. Excepti onCode == EXCEPTI ON_ACCESS VI OLATI ON)
i f (de.u. Exception.dwFirstChance == TRUE)
{

printf("[+] Exception occured at: 0x% 08x, passing to
program\n", de. u. Excepti on. Excepti onRecor d. Excep

Cont i nueDebugEvent (de. dwPr ocessl d, de. dwThr eadl d, \
DBG_EXCEPTI ON_NOT_HANDLED) ;
}

el se

printf("[-] Hard error occured, term nating the programn");
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printf("[-] Disinfecting failed\n");
goto error_term

}
if (de.u.Exception. Excepti onRecord. Excepti onCode == EXCEPTI ON_BREAKPO NT)

if (fe == NULL)
{
fe = 1;
printf("[+] Reached break point at 0x% 08x\n",
de. u. Excepti on. Excepti onRecor d. Excepti ot

printf("[+] Mdifing 4 bytes at host stack\n");

tc. Cont ext Fl ags = CONTEXT_CONTRQOL;
if (!GetThreadContext(pi.hThread, &tc))

printf("[-] Failed to get thread context, error: %\n",
GetLastError());

printf("[-] Disinfecting failed\n");

goto error_term

}
ReadPr ocessMenory( pi . hProcess, (void*)tc.Esp, &stack_v, 4, NULL);
if (stack_v == NULL)
printf("[-] Error: reading fromstack failed\n");
printf("[-] Disinfecting failed\n");
goto error_term

}

tc.Esp = tc.Esp - 4;
caller += 5;

if (!WiteProcessMenory(pi.hProcess, (void*)tc.Esp, &caller, 4,
NULL))

printf("[-] Error: witing to stack failed\n");
printf("[-] Disinfecting failed\n");
goto error_term

}

printf("[+] Stack nodified, 0x% 08x added caller -> 0x% 08x\n", \
tc.Esp, caller);

printf("[+] Redirecting EIP to 0x% 08x...\n",where_ctx);

tc.Eip = where_ctx;

if (!SetThreadContext(pi.hThread, &tc))

{
printf("[-] Failed to set thread context, error: %\ n", \
Get LastError());
printf("[-] Disinfecting failed\n");
goto error_term
}

Virtual Protect Ex(pi.hProcess, (void*) _GetProcAddress, sizeof(patch)
PAGE_READWRI TE, &ol dp);

WiteProcessMenory(pi.hProcess, (void*) _GetProcAddress, &patch,
si zeof (patch), NULL);

Virtual Protect Ex(pi.hProcess, (void*) _GetProcAddress, sizeof(patch)
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ol dp, &ol dp);

printf("[+] Placed breaker at 0x% 08x\n", _Get ProcAddress);

Cont i nueDebugEvent (de. dwPr ocessl d, de. dwThr eadl d, DBG_CONTI NUE) ;

if ((DWORD) de. u. Exception. Excepti onRecord. Excepti onAddress >
_Get ProcAddress && (DWORD) de. u. Excepti on. Excepti onRecor d. Excepti onA
< _Cet ProcAddress + sizeof (patch))

printf("[+] Virus reached the breaker at 0x% 08x\n", \
de. u. Excepti on. Excepti onRecor d. Except i onAddr ess) ;

tc. Cont ext Fl ags = CONTEXT_CONTRQOL;
if (!GetThreadContext(pi.hThread, &tc))

{
printf("[-] Failed to get thread context, error: %\n", \
GetLastError());
printf("[-] Disinfecting failed\n");
goto error_term
}

ReadPr ocessMenory(pi . hProcess, (void*)tc.Esp, &stack_v, 4, NULL);
printf("[+] Virus request captured from 0x% 08x\ n", stack_v);

...(snip)...
...(snip)...
Cont i nueDebugEvent (de. dwPr ocessl d, de. dwThr eadl d, DBG_EXCEPTI ON_NOT_HANDLED) ;
...(snip)...
[l --- snip of scanner Code -----------mm oo
- & & & & " #
1 &
/ (' & J (" &
& 1" % /
6 F"
6 F'a % /
( 4 H (
) "4 % & 6 A"
6 A# %
? 2 ) % 0
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(VU"' non 0/0+ ll3 ) ll3"" o k% kk kk kk k% 3"

0
%t " " :
%+ " 3 H
) "3 KDH
3" )
6 n
' &
:)8:1(6
&
:)8:1(6 +

@<

readi ng

/Il ---'s
...(snip
unsi gned

unsi gned
prin

whi |
{

nip of scanner code -------------------“-““-“-“““-“-“------o----------

). ..

(searches the virus body for the origina
original bytes directly to napped file):

bytes by using a signature,

also repairs tfF

char ctx_sig[15] = { Ox6A, 0x00, Ox6A, 0x05, OxE8, 0x05, 0x00, 0x00, 0x00

0x90, 0x90, 0x90, 0x90, 0x90, 0x50 };

char ctx_fly[15];

ReadPr ocessMenor y( pi . hProcess,
tf("[+] Virus request captured from 0x% 08x\n", stack_v);
printf("[+] Scanning backwards to 0x% 08x\n", upa);

e (1)

if (!ReadProcessMenory(pi.hProcess
si zeof (ctx_sig),

if (stack_v <= upa) break;

found = 1;

(voi d*)tc. Esp,

for (int ii=0; ii < sizeof(ctx_sig);

{

if (ctx_sig[ii] !'=ctx_fly[ii])

if (ctx_sig[ii]

found = 0;
br eak;
}
}
}
if (found == 1)
{

I = 0x90)
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(voi d*) st ack_v,
NULL)) break;
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printf("[+] Oginal bytes were found at 0x% 08x\n",

printf("[!] Repairing the broken instruction.\n");

stack_v + 9);

ReadPr ocessMenory(pi . hProcess, (void*)(stack_v + 9) ,(void*) sv, 5, NULL);
printf("[!] The file was disinfected!'\n");
getch();
goto error_term
}
stack_v--;
}
if (found == 0)
printf("[-] Error: no signature was found.\n");
printf("[-] Disinfecting failed\n");
goto error_term
}
...(snip)...
[l --- snip of scanner code ------------oommm oo
& I"# $"
" & -
6 7
5 6& 5
2 n
2 &
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2 % %
1 & %
;
7 033 3 3 3 &’ I") & |
* 4+
! 033 ) )" 3. 3. 83. 8! G 9 3!
2 # J 5 > ? * 4
+
4 * ¥ J 5 &
) "1
5 " &
&
* 6 1&
# LiiH * 6
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