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Abstract

Malwareis softwarewith maliciousintent. Besidesvirusesandworms,spyware,adware,andother
newerformsof malwarehaverecentlyemergedaswidely-spreadthreatsto systemsecurity. It is di� cult
to detectmalwarereliably becausenew andpolymorphiconesappearfrequently. It is alsodi� cult to
remove malwareandrepairits damageto thesystembecausesomemalwareprogramscanextensively
modify asystem.

We proposea novel framework for automaticallyremoving malwareandrepairingits damageto a
system.The primary goal of our framework is to preserve systemintegrity. Our framework monitors
andlogsuntrustedprograms'operations.Usingtheselogs,it cancompletelyremovemalwareprograms
andtheir e� ectson thesystem,andreliably restorethe infecteddata. Our framework doesnot require
signaturesor otherprior knowledgeof malwarebehavior. We implementedthis framework onWindows
andevaluatedit with seven spyware, trojan horses,andemail worms. Comparingour tool with two
popularcommercialanti-malwaretools,we foundthatour tool detectedall themalware'smodi�cations
to thesystemdetectedby thecommercialtools,but thecommercialtoolsoverlookedup to 97%of the
modi�cationsdetectedby our tool. Theruntimeoverheadandlog spaceoverheadof our prototypetool
are acceptable.Our experiencesuggeststhat this framework o� ers an e� ective new defenseagainst
malware.

1 Intr oduction

Malware is softwarewith maliciousintent. Besidestraditionalmalwaresuchasvirusesandworms,
newer formsof malware,suchasspywareandadware,have emergedrapidly andspreadwidely. A recent
studyshowedthata signi�cant numberof computersrunningWindows in a majorresearchuniversitywere
infectedwith oneor moremalwareprograms[20]. Anotherrecentstudyshowedthatonein threecomputers
hasmaliciouscodeon them[16].

The most commondefenseagainstmalware is detection. However, sincemost detectorssearchfor
maliciouscodepatterns(also known as signatures)of known malware, they cannotreliably detectnew
malware or variantsof known malware (also known as polymorphicmalware). Moreover, someuseful
programsarepiggybacked with maliciouscode. For example,many P2Papplicationscarrycodethatwill
install adwareor spywarethat is very di� cult to remove [9]. As thesemalwareprogramsaccumulate,the
computeroftenbecomesunusabledueto slow responsetime, exhaustedstorage,andfrequentapplication
crashes.In short,evengoodmalwaredetectorscannotprotecttheuserfrom runningmalwareprograms.

Given that the usercannotavoid running malware on his system,the next defenseis to remove the
malwareoncetheusernoticesits adversee� ecton his computer. Typically, removing a malwareprogram
involves removing all the components(suchas �les and registry entries)installedby this programand
restoringall the datamodi�ed or deletedby this program. Commonapproachesfor removing a malware
programinclude:
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� Runningananti-malwareprogramto remove all thecomponentsof themalware. However, because
its relianceon known malwaresignatures,this approachcannotreliably remove new or polymorphic
malware,norcanit restoreinfecteddata.

� Takingperiodicsnapshotsof thesystem,andrestoringtheinfectedsystemto thelastcleansnapshot.
However, thisapproachwill destroy all thenew datacreatedafterthesnapshot,evenif they areclean.
Althoughtheusermayavoid thisproblemby saving thenew datathatareclean,manuallydetermining
whichdataarecleanis laboriousandunreliable.

� Formatingthe disk andreinstallingthe operatingsystem.This drasticapproachwill destroy all the
userdataandcon�gurations,andthereforeshouldonly beusedasthelastresort.Unfortunately, since
mostotherapproachesoftenfail to remove all thecomponentsof themalwareprogramreliably, this
approachis oftenadvisedandfollowed.

Theseproblemscall for a betterapproach,one that can remove all the componentsof both known
and unknown malware, that can restoredatainfectedby malware while preservingcleandata,and that
requiresno userintervention. We introduceBack to the Future, a framework for achieving thesegoals.
Theframework monitorsandlogsoperationsof untrustedprogramsdesignatedby theuser, andcanremove
all the componentsof the untrustedprogramsandrestorethe infecteddataat the user's request.In other
words,this framework allows theuserto rununtrustedprogramswithout compromisingtheintegrity of the
system. If an untrustedprogramturnsout to be spyware, the framework canremove all the components
of themalwareautomaticallyandreliably; if theuntrustedprogramturnsout to bea virus, theframework
canalsorestoreall the infected�les automatically. We namethis framework Back to the Future because
conceptuallywehave �rst rolledbackthesystemto aprior goodstate(beforethemalwareran).Fromthere,
we thenbring only thetrustedprocessesbackto their pre-recovery state(for theprior goodstatethis is the
future).

Theprimarysecuritygoalof our framework is integrity: Wewantto preserve theintegrity of thesystem
while theuseris runningmalwareprograms.In somecases,our framework canalsoprovide availability:
by completelyremoving malwarefrom thesystem,it will free theresourcesusurpedby themalware. Our
framework doesnot aim at providing con�dentiality. However, if theusercanindicatecon�dential infor-
mationon hissystem,our framework canincorporatethis informationandprovide con�dentiality. Without
this information,oncetheuserbeginsto runamalware,it is verydi� cult to preservecon�dentiality. Never-
theless,our approachmayhelpprotectcon�dentiality in somecases:By stoppingrunningmalwarebefore
it violatessystemintegrity, our approachcanprevent the leak of con�dential information that may hap-
penafterward. Our framework may seemsimilar to sandboxingenvironments;however, unlike a typical
sandboxingenvironment,our framework doesnot requiresystemor applicationspeci�c rulesaboutwhat
operationsareallowed(seeSection6 for furtherdiscussions).

Our framework monitorsuntrustedprocesses,andremovesthemandtheir e� ectson the systemauto-
maticallyat theuser's request.However, ourframework needstheuserto decidewhichprogramsaretrusted
andwhich areuntrusted.On the surface,this requirementseemsasdi� cult asmalwaredetection,but in
fact,ourframework only expectstheuserto evaluatethetrustworthinessof aprogramconservatively: When
in doubt,theusershouldconsidertheprogramasuntrusted.In practice,thereareoftensoundheuristicsfor
decidingif aprogramis trusted.It is oftenreasonableto considerprogramsfrom reliablesourcesastrusted,
suchasall pre-installedapplicationson a new computerfrom a reputablevendor. Thereis no harmin mis-
classifyingannon-malwareprogramasuntrusted,exceptfor incurringsomeperformancepenalty. (Wewill
discussperformanceissuesin Section4.)

Our framework needsto solve two challenges.First, it needsto prevent trustedprogramsfrom being
contaminatedby untrustedprograms,i.e., whena trustedprogramreadsdatafrom an untrustedprogram.
Second,it needsto de�ne a semanticsfor systemrecovery, i.e., removing malware programsand their
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e� ects. Intuitively, after recovery, thesystemshouldlook asif only the trustedapplicationshave run, and
the untrustedapplicationshave never beeninstalledor run. We will describeour solutionsto both these
challengesin Section2.

Wesummarizethemajorcontributionsof ourpaper:

� Weproposeanew framework for preservingsystemintegrity while allowing theuserto rununtrusted
programs.Theframework monitorsandlogsuntrustedprograms'operations,andusestheselogsfor
removing theuntrustedprogramsandtheire� ectscompletelyandautomatically. Sincethisframework
doesnot needany prior knowledgeaboutthe untrustedprogram,it candefendagainstboth known
andunknown malware.

� Our framework permitsan untrustedprogramrun as long aspossibleuntil it may interferewith a
trustedprogram.Whenthis happens,our framework o� erstheuser�e xible choices:The usermay
terminatethe untrustedprogramand undo its e� ectson the system,terminatethe a� ectedtrusted
program,or let theuntrustedprogramcontinuebut reclassifythea� ectedtrustedprogramasuntrusted.

� Our framework providesa transparentenvironmentfor runningbothtrustedanduntrustedprograms.
Theuserdoesnot needto modify any existing programs.No programshouldnoticethatit is running
in our framework.

� We have implementeda prototypeof our framework on Windows, wherethe threatof malware is
greatest,andevaluatedit with seven spyware,trojanhorses,andemailworms. Comparingour tool
with two popularcommercialanti-malwaretools,we found that our tool detectedall themalware's
modi�cations to the systemdetectedby the commercialtools,but thecommercialtools overlooked
up to 97%of themodi�cationsdetectedby our tool. Theruntimeoverheadandlog spaceoverheadof
ourprototypetool areacceptable.

Therestof thispaperis organizedasfollows. Section2 describestheframework andfocusesonsystem
integrity and systemrecovery. Section3 describeshow we implementedthis framework on Windows,
andSection4 evaluatesthis framework with respectto its e� ectivenessandperformance.In Section5,
we discussthe securityandcorrectnessof our prototype. Section6 reviews relatedwork, andSection7
concludeswith adiscussionof futurework.

2 Framework

2.1 Overview

Figure1 illustratesthe threecomponentsof Back to the Future: a monitor, a logger, anda recovery
agent.Themonitorinterposesbetweenprocessesandtheoperatingsystemfor interceptingall thereadand
write operationsof the processes.The logger recordssomewrite operationsof the untrustedprocesses.
Whenthemonitordeterminesthatanuntrustedprocessmayharma trustedprocess,it invokestherecovery
agentto restoresystemintegrity.

Our framework needsto solve two challenges.First,how doesit determinewhenanuntrustedprogram
mayviolatetheintegrity of thesystem?Second,how doesit removeall thee� ectsof anuntrustedprogram?
Thenext two sectionsdescribeoursolutionsto thesetwo challenges.

2.2 SystemIntegrity

This sectionde�nesthenotionof systemintegrity, describesa criterionfor checkingwhenanuntrusted
programmayviolatesystemintegrity, anddiscusseshow to preserve systemintegrity.
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Figure1: Framework for monitoring,loggingandrecovery.

2.2.1 Integrity Model

We startwith Biba's integrity model[3], which saysthatno subjectcanreadobjectsof lower integrity
levels, and no subjectcanwrite objectsof higher integrity levels. Our framework de�nes two integrity
levels: trustedanduntrusted. Applying Biba's model,our framework would requirethat trustedprocesses
shouldnot readuntrusteddata,anduntrustedprocessesshouldnotwrite trusteddata.

Strictly following Biba's model,however, considerablylimits the user's ability to run untrustedpro-
grams.For example,theframework wouldhave to stopanuntrustedprocessimmediatelywhentheprocess
tries to overwrite trusteddata. If no trustedprocesswill ever readthis dataagain(e.g.,this datais a tem-
poraryscratch),stoppingtheuntrustedprocessis unnecessary. Even if sometrustedprocesswill readthis
data,theframework doesnothave to interveneuntil justbeforethereadoperationhappens.

Hence,we adopta relaxedintegrity model.Ourmodelonly requiresthatno trustedprocessshouldread
untrusteddata,but untrustedprocessescanfreelywrite (or overwrite)any datathey desire.This modelcan
beviewedasalazyBiba'smodel:It doesnotenforceintegrity until thepointwhereuntrusteddatawill �o w
into trustedprocesses.Thelazinessin ourmodelallows theuserto runmoreuntrustedapplicationsandrun
themfor longerperiodsof time.

2.2.2 Preserving SystemIntegrity

To preserve systemintegrity, the framework must intervenewhen a trustedprocessis aboutto read
untrusteddata.Wearguethatagoodinterveningapproachshouldsatisfythefollowing properties:

� Preservingtheconsistencyof processes: Theapproachshouldpreserve theconsistency of bothtrusted
and untrustedprocesses.This meansthat if the approachallows a processto continue,it should
not changethe process's behavior. For example,the approachshouldnot selectively deny certain
operationsof theprocess.

� Allowingprocessesto run aslong aspossible: Theapproachshouldallow aprocessto runaslongas
possibleuntil it cannotpreserve systemintegrity or theconsistency of someprocesses.

Weproposethefollowing optionsfor preservingsystemintegrity.

� Denytheoperation: Thisoptionpreservessystemintegrity bydenying thisreadoperation.Topreserve
theconsistency of thetrustedprocessthatissuedthereadoperation,theframeworkmustalsoterminate
thetrustedprocess.
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� Allow the operation: We canallow this readoperationbut still preserve systemintegrity with the
following approaches:

– Terminatethe untrustedprocess: We terminatethe untrustedprocessthat haswritten the un-
trusteddata,andrestoretheold dataat thesamelocation.If therestoreddatad is still untrusted,
we terminatetheprocessthathaswritten d, restoretheold data,andkeepthis procedureuntil
thedatathatwe have restoredis trusted.This solutionpreservessystemintegrity by replacing
untrusteddatawith trusteddata.

– Mark thetrustedprocessasuntrusted: Webegin to treatthetrustedprocessasuntrusted.Notice,
however, thatwe do not needto remove thedatawritten by this processin thepast.Sincethis
processis now untrusted,we allow the readoperationto continue,asuntrustedprocessescan
readany data.This solutionpreservessystemintegrity by reducingthesetof trustedprocesses.

Sometimeswe maywant to preserve goode� ectsof untrustedapplications.Undersuchcases,we can
mark the untrusteddataas trustedand let the readoperationcontinue. As an example,considermedia
�les downloadedby malware-ladenP2Papplications.If theuseris con�dent that themedia�les will not
a� ecttrustedapplications,we canallow a trustedapplication,saya mediaplayer, to play thesemedia�les.
However, if theuseris mistaken,systemintegrity maybeviolated.

2.3 SystemRecovery

This sectiondescribeshow theframework removesall thee� ectsof untrustedprogramson thesystem.

2.3.1 BasicApproachfor SystemRecovery

We �rst describeabasicapproachfor systemrecovery thatis conceptuallysimpleandservesasa refer-
encefor reasoningaboutthecorrectnessof a moree� cientbut complex approach.During monitoring,the
framework logsall theoperationsof both trustedanduntrustedprocesses;duringrecovery, theframework
�rst undoesall the loggedoperationsof both trustedanduntrustedprocessesreverse-chronologically, and
thenredoesall theloggedoperationsof only thetrustedprocesseschronologically.

Wenext elaborateon thisapproach.Givenade�nition of thestateof asystem(e.g.,thestateconsistsof
the�le systemandtheregistry),we candivide theoperationsof all theprocessesinto two categories:read
operations(which donotchangethesystemstate)andwrite operations(whichdochangethesystemstate).
Sinceour goal is to remove all the e� ectsof the untrustedprocesseson the system,the framework needs
to log only thewrite operations.This approachrequirestheframework to log thewrite operationsof both
trustedanduntrustedprocesses.Moreover, sincetheframework needsto undothewrite operationsduring
therecovery phase,it needsto log theold dataoverwrittenby eachwrite operationduring themonitoring
phase.

Onecanarguethat after recovery this basicapproachbringsthe systemto a statethat looks asif the
untrustedprocesseshave never run. However, this approachis ine� cient, becauseduring recovery it �rst
undoeseachwrite operationby the trustedprocessesandlater redoesthesameoperation.For mostwrite
operations,undoingthemfollowedby redoingthemwill havenonete� ect.Wecouldsave timeby avoiding
undoingandredoingthesewrite operations,andsave spaceby not loggingthesewrite operations.

2.3.2 Re�ned Approachfor SystemRecovery

We re�ne thebasicapproachby avoiding undoingandredoingthewrite operationssuchthatundoing
themfollowedby redoingthemhasnonete� ect.Wemotivatethere�ned approachby two examples,where
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a trustedprocessT andanuntrustedprocessU write to thesamedatalocation,but in di� erentordersin the
two examples:

� Example 1: T writesbeforeU writes. During recovery, theframework only needsto undoU's write
operation;it doesnot needto undoandthento redoT's write operation,andit doesnot needto log
thisoperationduringmonitoring.

� Example 2. U writesbeforeT writes. During recovery, theframework doesnot needto undoeither
U'swrite or T's write, becauseT's trusteddatahasoverwrittenU'suntrusteddata.

Thesetwo examplessuggestthatwe candetectunnecessaryundoingandredoingby trackingtheorder
in whichtrustedprocessesanduntrustedprocesseswrite to thesamedatalocation.In fact,it su� cesto track
whethereachlocationcontainstrustedor untrusteddata.In this re�ned approach,duringmonitoring:

� Whena trustedprocesswritesto adatalocation,markthenew datain thelocationastrusted.

� Whenanuntrustedprocesswritesto a location:

– If thelocationcontainstrusteddata,log thiswrite operation,savetheold data,andmarkthenew
datain this locationasuntrusted.

– If thelocationcontainsuntrusteddata,donothing.

– If thelocationcontainsno data,log this write operation,andmarkthenew datain this location
asuntrusted.

During recovery, theframework examineseachloggedwrite operationreverse-chronologically. Recall
thattheframework only logswrite operationsby untrustedprocesses.For eachloggedwrite operation:

� If its locationcurrentlycontainsuntrusteddata,restoretheold dataat thisoperationfrom thelog.

� If thelocationcontainstrusteddata,donothing.

Proof of Correctness Weprove thatthis re�ned approachachievesthesameresultasthebasicapproach.
Given a datalocation, let the entiresequenceof write operationsat this locationbeforesystemrecovery
beO1; : : : ;On. We considertwo cases,dependingon whetherthe lastoperationOn is from a trustedor an
untrustedprocess:

� Case1: ThelastwriteoperationOn is fromatrustedprocess.Usingthebasicapproach,theframework
will �rst undoOn; : : : ;O1, in thisparticularorder, andthenredoonly theoperationsin O1; : : : ;On that
arefrom trustedprocesses,in thatorder. SinceOn is from a trustedprocessandis the lastoperation
performedduringrecovery, this locationwill containthedatawrittenby On afterrecovery. Usingthe
re�ned approach,theframework will noticethat the locationalreadycontainstrusteddata,soit will
do nothingon this location. Sincebeforerecovery this locationalreadycontainsdatawritten by On,
afterrecovery usingthere�ned approach,this locationwill containthesamedataaswhenusingthe
basicapproach.

� Case2: The last write operationOn is from an untrustedprocess.Let Ot be the last write opera-
tion by a trustedprocessin this sequence.Now the sequenceis O1; : : : ;Ot;Ot+1; : : : ;On whereall
Ot+1; : : : ;On arefrom untrustedprocesses.Using thebasicapproach,the framework will �rst undo
On; : : : ;Ot+1;Ot; : : : ;O1, andthenredoonly the operationsin O1; : : : ;Ot that are from trustedpro-
cesses.SinceOt is from a trustedprocess,it will be the lastoperationthat theframework redoeson
this location,so this locationwill containthe datawritten by Ot after recovery. Using the re�ned
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approach,duringmonitoringthe framework will log Ot+1, but will not log any operationafterOt+1,
becauseOt+1 writesuntrusteddatainto this location.During recovery, theframework will �rst undo
Ot+1 by replacingthedatain this locationwith thedatathatwasin this locationbeforeOt+1, which
wasexactly thedatawrittenby Ot. After that,this locationcontainstrusteddatabecauseOt is from a
trustedprocess,sotheframework will not changethedatain this locationany more.Therefore,both
thebasicandthere�ned approachrestorethesamedatainto this location.

3 Implementation

To evaluateour framework, we have developeda prototypeimplementationfor theWindows XP oper-
atingsystem.Theimplementationconsistsof thethreeessentialcomponentsof theframework: a monitor,
logger, andrecoveryagent.Ourmonitoris aWindows kerneldriver thathooksrelevantsystemservicesand
canthereforecapturemostof theinteractionsbetweenuserprocessesandtheoperatingsystem.Thelogger
andrecovery agentareuserapplicationsthatinteractwith thedriver.

3.1 Monitoring

3.1.1 SystemService Hooking

In Windows NT 4, 2000,andXP, userapplicationsrely on theinterfaceexposedfrom a setof libraries,
suchaskernel32.dllanduser32.dll, to accessoperatingsystemservices. This interfaceis known as the
Win32 API. Sincethefunctionsin this interfaceplay a similar role assystemcalls in Unix, we will usethe
termssystemservicesandsystemcalls interchangeably. Thesefunctionscall lower level systemservices
to completethe serviceseventually. For example,if a userapplicationintendsto seta registry value, it
would generallycall theWin32 RegSetValue functionprovided by the library advapi32.dll. This function
is a wrapperfor anunderlyingcall to NtSetValueKey, which is implementedin ntdll.dll. Functionswhose
namesstartwith Nt or Zwareknown astheNativeAPI. SinceMicrosoftonly documentsasmallpercentage
of theNative API, applicationsgenerallydonotcall thesefunctions,althoughthey can[15].

Whenthe kernel trapssystemcall interrupts,it usesa uniqueidenti�er found in the call to look up a
functionpointerin theservicedispatchtable.Kerneldriverscanmodify this tableto wrapsystemcallswith
arbitrarycode.This technique,known asAPI hooking,allows usto interceptall thesystemcallsmadeby
any process[14, 22].

Althoughsystemcall hooksallow the framework to monitor all systemcalls, the framework needsto
monitor only the systemcalls that accessthe �le systemandthe registry, andthat createnew processes.
Systemcalls thataccessthe�le systemincludeZwCreateFile, ZwOpenFile, ZwDeleteFile, ZwQueryInfor-
mationFile, ZwSetInformationFile, ReadFile, andWriteFile. Systemcalls that accessthe registry include
ZwCreateKey, ZwOpenKey, ZwDeleteKey, ZwSetValueKey, ZwDeleteValueKey, ZwRestoreKey, ZwQuery-
ValueKey, andZwSetInformationFile. Systemcallsthatcreatenew processesincludeZwCreateProcessand
ZwCreateProcessEx.

3.1.2 Tracking Untrusted Data

A signi�cant componentof the monitor trackswhich dataareuntrustedasboth trustedanduntrusted
processesproceed,becauseour integrity modelrequiresthatno trustedprocessshouldreaduntrusteddata.
In theimplementationof thiscomponent,two key issuesaregranularityandmetadata:At whichgranularity
doesthiscomponenttrackuntrusteddata,andhow to recordthetrustworthinessinformationin metadata?

Todeterminethebestgranularity, weneedto strikeabalancebetweenprecisionandoverhead,assmaller
granularitiesimprove precisionbut increaseoverhead.We implementeddi� erentgranularitiesfor registry
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Process Process's Operation Old Statusof TargetData Monitor' s Action

Trusted

Delete�le
Trusted —
Untrusted Remove �le from watchlist

Write data
Trusted —
Untrusted Mark new dataastrusted

Readdata
Trusted —
Untrusted Warnintegrity violation

Createprocess Any —

Untrusted

Delete�le
Trusted Mark �le asdeleted
Untrusted Mark �le asdeleted

Write data
Trusted Mark new dataasuntrusted
Untrusted —

Readdata
Trusted —
Untrusted —

Createprocess Any Monitor new processasuntrusted

Table1: Trackinguntrusteddataandnew processes.

valuesand�les. Thegranularityof registry is oneregistryvalue,becausemostregistryvaluesaresmall.On
theotherhand,�les canbecomevery large, so usinga �le-le vel granularitywould be too coarse-grained.
Thus,wetrackthetrustworthinessof eachbytein �les by recordingtherangesof untrusteddatain each�le.

Our implementationmaintainsa tableof all �les andregistry entriesthatcontainuntrustedvalues.For
each�le, anassociateddatastructuredescribeswhichrangesin this �le containuntrusteddata.Themonitor
usesthis tableto determineif a trustedprocesswill readuntrusteddata. The logger(Section3.2) andthe
recovery agent(Section3.3) will alsousethis table. Table1 summarizestheactionstaken by themonitor
for variousoperations.

In additionto trackinguntrusteddata,themonitoralsotracksandmonitorsprocessesspawnedby un-
trustedprocesses,whicharealsoconsideredasuntrusted.

3.2 Logging

Thesecondcomponentof the implementationis logging. During recovery, theframework useslogged
informationfor removing malwareprogramsandto restoreinfecteddataon the system.As discussedin
Section2.3,theframework only needsto log write operationsfrom untrustedprocesses.

Our loggingmechanismis locatedin userspace.Themonitormakesappropriatebackupsandforwards
information to the logger. An alternateapproachcould have beento managelog �les directly from the
monitor (and, therefore,from a kernel driver). We decidedthat minimizing the footprint of the kernel
portion of our framework was important. In addition, keepingthe logging outsideof the kernel allows
potentialfutureupgradesto loggingmechanisms(i.e.,compression,XML, etc.).

3.3 Recovery

The�nal portionof an implementationis recovery. Giventhedatacreatedby the loggingmechanism,
therecovery tool will roll backthee� ectsof eachentryuntil thedesiredsystemstateis reached.Thetool
also usestrustworthinessinformationaboutdatafrom the monitor to determinewhat portionsof datait
shouldrestore.Similar to theloggingtool, therecovery tool runsin userspace.
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4 Experiments

We evaluatedour tool's e� ectivenessin detectingmalware,removing malware,andrestoringinfected
data,andits performanceduringmonitoringandrecovery. Wetestedourtoolonasuiteof malwareprograms
consistingof:

� Adware andspyware: eZula, Gator, andBonziBuddy. They arenormallybundledwith otherbenign
programs,suchas a P2Papplication. When the user installs the benignprograms,the installers
furtively installsthesemalwareprograms.

� Trojan horse: NetBus. Trojanhorsesarenormallypackagedwith innocuousdecoy programs.When
thedecoy programsareexecuted,they install andrun thebundledTrojanhorses.NetBuscon�gures
thesystemto allow remoteaccessandcontrol.

� Email worms: Netsky andBeagle. Email wormsdependon deceived usersto executeemail attach-
mentsto installandpropagatetheworms.Netsky andBeaglecausedtwo majoremailwormoutbreaks
in 2004.

� Hybrid malware: Happy99. Happy99actsbothasa trojanhorseanda worm, sinceit purportsto be
anentertainingscreensaver, andit propagatesvia emailbehindthescenes.

4.1 Recovery

During recovery, our tool shouldremove all the�les andregistry entriesinstalledby themalware,and
restoretheoriginaldatain theinfected�les andregistryentries.Weevaluatedthee� ectivenessof ourtools's
recovery function by comparingit with two popularcommercialtools: Spybot[2] andSymantecNorton
AntiVirus[1]. Spybot handleseZula, Gator, andBonziBuddy, andSymantecNortonAnti-Virus handlesthe
restof themalwareprogramsusedin ourexperiments.Wecomparedthemin two experiments:

� First experiment:afterrunninga malwareprogram,we �rst invoke therecovery functionof our tool,
andthenwerunacommercialtool to detectany residualtracesof thismalware.

� Secondexperiment:after runninga malwareprogram,we �rst run a commercialtool to detectand
remove theprogram,andthenwe examinewhetherthecommercialtool hasremovedall the�les and
registryentriescreatedby themalwareprogramasloggedby our tool.

In the �rst experiment,for eachmalwareprogram,we foundthatneithercommercialtool coulddetect
themalwareafterweranourtool to removeit. Sincebothcommercialtoolscoulddetectthemalwarebefore
we removed it usingour tool, we concludethat our tool hasremoved the malware to the satisfaction of
the commercialtools. In the secondexperiment,we found that the commercialtools failed to remove all
the �les andregistry entriesthat themalwareprogramshadcreated.Table2 comparesthenumberof �les
andregistry entriesmodi�ed by themalwareprogramsthatweredetectedby our tool with thosethatwere
detectedby thecommercialtools. Thetableshows that,for somemalware,our tool canidentify more�les
andregistryentriesmodi�ed by themalwarethancommercialtoolscan.Theseinclude:

� Original �les andregistry keys thatmalwarehasdeletedfrom thesystem.E.g.,W32.Netsky deleted
a registrykey associatedwith acomponentof Microsoft InternetExplorer.

� Temporary�les createdby malwareduringits installation.E.g.,eZulacreatedtemporary�les while
it wasretrieving datafrom thenetwork. These�les werenot deletedevenafter thecommercialtool
claimedto have removedeZula.
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Malware
OurTool CommercialTool

DetectedModi�cations DetectedModi�cations FalseNegative
File RegistryKey File RegistryKey File RegistryKey

eZula 242 195 42 61 83% 69%
Gator 385 129 151 4 61% 97%

BonziBuddy 112 2135 24 59 79% 97%
NetBus 2 1 2 1 0% 0%

Happy99.Worm 2 0 2 0 0% 0%
W32.Beagle.AC 44 1 44 1 0% 0%

W32.Netsky 336 8 330 1 2% 88%

Table2: Comparisonof our tool andcommercialtools' ability to detect�les andregistry keys modi�ed by
malware

� Modi�cations madeby othersystemcomponentson behalfof themalware.E.g.,BonziBuddyasked
Microsoft Agent Servicesto modify the �le system,but the commercialtool failed to detectthe
modi�ed �les.

4.2 Usability

Our tool monitorsreadandwrite operationsof both trustedanduntrustedprocesses.Whena trusted
processreadsdatathatwerewrittenby anuntrustedprocess,ourtool will stoptheprocessandalerttheuser.
If this alertnever happens,our tool will allow anuntrustedprocessto run to completion(theusercanstill
useour tool to remove theprogramandits e� ectsat any later time). However, if this alerthappensoften,
theusabilityof our tool will su� er, becauseeachalertrequiresuserintervention.

We never saw an alert whenwe usedour tool to run the seven malwareprogramsmentionedearlier.
Examiningof thelogscarefully, wefoundthatNetBus,W32.Beagle.AC, andW32.Netsky shouldhave trig-
geredalerts.They all write to theregistry key HKEY_LOCAL_MACHINE\SOFTWARE\Micros oft \Windows\
CurrentVersion\Run , which is readby Windows duringits boot. This modi�ed key allows themalware
to survive a systemreboot,becausethesystemwill automaticallyrestartall theprogramslistedin this reg-
istry key. Thesemalwareprogramsviolateour integrity model,becausethey write untrusteddatainto this
registry key, andthe systemwill readtheseuntrusteddataduring the next reboot. Our framework would
detectthis violation, if our monitordriver is loadedearly in thebootsequence.Even in this caseour tool
will alerttheuseronly once,whichwe still considerto have goodusability.

4.3 Performance

Our tool monitorstheexecutionof all theprocesseson thesystem.It interceptsandoptionallylogsall
thesystemservicesfrom untrustedprocesses,andit alsomonitorstrustedprocessesto prevent themfrom
readinguntrusteddata.However, mostsystemservicecallspassthroughourmonitorvery fast,andonly the
callsthatmodify thesystemstate(suchasthe�le systemandtheregistry) maynoticedelays.

The timings in Table3 revealsthatwhile theoverheadof our implementationdoesincreaseexecution
time for the tasks,the e� ect is reasonablewhencomparedwith the resourceusageof a commercialanti-
spywareof anti-virusprogram. Moreover, the performancenumbersfor unzip shouldbe interpretedasa
stresstestof our systemsinceit mainly consistsof �le operations.All measurementswereconductedon
anIntel Pentium4 2GHzdesktopwith 256MB RAM anda 7200rpmIDE harddisk runningWindows XP
WorkstationSP1.
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Program
CPUTime

Log Size
Not monitored Monitoredastrusted Monitoredasuntrusted

eZulainstaller 3.953s 4.516s 6.338s 4959KB
Kazaainstaller 48.965s 59.824s 101.466s 12552KB
Happy99.Worm 4.858s 4.963s 4.937s 6 KB
unzip(5MB �le) 0.535s 0.666s 1.013s 336KB

Table3: CPUtime anddisk spaceoverheadof our tool while runningbenignandmalwareprograms.The
installersandunzipprogramshallbeconsideredstresstestsfor our tool sincethey primarily readandwrite
�les.

5 Discussions

5.1 Security

5.1.1 Security of the Framework

Security Goals Securityhasthreemaingoals:con�dentiality, integrity, andavailability [3]. Our frame-
work focuseson maintainingintegrity: It allows theuserto run untrustedprogramswithout compromising
systemintegrity, andit canremove the untrustedprogramsandall their e� ectson the systemcompletely
andautomatically. Our framework doesnotensureavailability directly, becauseit doesnotcontrolresource
usageby untrustedprograms;however, sinceour framework canremove untrustedprogramsandtheir ef-
fectsonthesystem,it providesavailability indirectly. Our framework doesnotprovidecon�dentiality, since
it doesnot preventuntrustedprogramsfrom readingcon�dential information,nor doesit monitoroutgoing
network tra� c. As we discussedin Section1, oncethe userstartsto run untrustedprograms,it is very
di� cult to maintaincon�dentiality in a usableway. However, we canenhanceour framework to provide
con�dentiality. If theusercanindicatewhat informationis con�dential on his system,we canincorporate
this informationby disallowing untrustedapplicationsfrom readingcon�dential information. Our frame-
work andimplementation,however, donotcurrentlysupportthiscapability, whichweleave for futurework.

Security of the Logging Mechanism Ourframework logswrite operationsby untrustedprocessessothat
it canreversetheseoperationsin the future. An adversarialuntrustedprocessmay try to DOS attackour
loggingsystemby makingnumerouswrite operations.However, our systemdoesnot log eachwrite opera-
tion by untrustedprocesses;it only logsthosewrite operationsthatreplacetrusteddata.More speci�cally,
wedivide thewrite operationsby untrustedprocessesinto threecategories:

� Theoperationreplacestrusteddata.Oursystemlogsthisoperationandtheold data.

� Theoperationreplacesuntrusteddata(i.e.,datawritten earlierby anuntrustedprocess).Our system
logsnothing.

� Theoperationwritesnew data.Oursystemlogsonly thisoperation,becausethereis noold data.

Thelog sizein the�rst casemaybelargebecauseof potentiallylargeold data,thelog sizein thethird case
is small, andthe log sizefor the secondcaseis zero. Therefore,an adversarialuntrustedprocesscannot
e� ectively DOSattackour loggingsystemby writing largeamountof new data,or repeatedlyoverwriting
thesamelocation.Theonly e� ective attackis to overwritelargeamountof trusteddata,which wecandeal
with by limiting themaximumamountof datathatanuntrustedprocessmayoverwrite.
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Security of the Dichotomy of Trustworthiness Weassumethatoncetheuserconsidersaprocesstrusted,
it remainstrusteduntil theuserexplicitly reclassi�esit asuntrusted.Thisignoresthepossibilitythatatrusted
but vulnerableprocessmaybecomeuntrustedbecausemaliciouscodehasbeeninjectedinto it.

5.1.2 Security of the Implementation

Wediscussthesecurityof ourprototypeimplementedon Windows:

� Readandwrite operations: We needto decidewhatoperationsarereadandwrite asde�ned in our
framework. Our currentprototypeonly considersreadandwrite operationson theWindows registry
andon the�le system.It considersIPCs,suchassendingWindows messagesto otherprocesses,as
combinedreadandwrite operations.Therefore,whenan untrustedprogramsendsa messageto a
trustedprogram,this messagepassingviolatesthe integrity model. Sincewe cannoteasilymonitor
devicedriversinstalledby untrustedprograms,weconsidertheir installationasviolating theintegrity
property. We alsoassume,optimistically, thatafteranuntrustedprogramwritesdatato thenetwork,
the datawill not be readby sometrustedprogramsfrom the network later; therefore,we do not
monitorreador write operationon thenetwork.

� Securityof themonitoringmechanism: The principleof completemediationrequiresthat untrusted
programsshouldbe unableto attackor circumvent the monitoringmechanism[19]. We install our
monitorasakerneldriverbeforewerununtrustedprograms.Therefore,ourmonitorcaninterceptand
control all the API calls madeby untrustedprogramsfrom theuserspace.Sinceour prototypecan
prohibituntrustedprogramsfrom installingkerneldriversby observingcertainsystemcalls,untrusted
codecannotrun in the kernel space. Our prototypetreatsall the processesspawned by untrusted
processesasuntrustedandtransitively monitorsthe spawnedprocesses.Therefore,we believe that
ourmonitoris securefrom tamperingor circumvention.

� Securityof thelogging mechanism: We have discussedthesecurityof theloggingmechanismof the
framework in Section5.1.1. In the implementation,we needto ensurethatno untrustedprocesscan
tamperwith thelogs. Sinceour framework hooksinto all theAPI callsthataccessthe�le system,it
protectsthelogsby denying accessto it from all excepttheloggingprocess.

� Securityof the recovery mechanism: Sinceour framework maintainssystemintegrity, recovery can
always succeed.In particular, beforethe monitor begins recovery, it abortsthe untrustedprocess
(andany processspawnedby it). Therefore,the processcannotinterferedirectly with the recovery
mechanism.

5.2 Corr ectness

Within our framework, thecorrectnessof an implementationrelieson our ability to captureaccurately
the semanticsof the interactionsbetweena processandthe operatingsystem. For example,the monitor
mustunderstandtheprecisee� ectsof eachsystemcall. If a systemcall hasunknown sidee� ects,we may
not ensurethe correctnessof our recovery mechanism.In general,we believe that we caninterpretsuch
semanticscorrectlythroughacarefulimplementation.
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6 RelatedWork

6.1 SafeExecutionEnvir onments

Perhapsthemostcloselyrelatedwork to oursis SEE[21, 13], whichproposedtheideaof usingone-way
isolationto createasafeexecutionenvironment.It createsatemporary�le systemfor storingdatawrittenby
untrustedprograms.Whenanuntrustedprogramopensa�le for writing for the�rst time,SEEcopiesthe�le
to thetemporary�le systemandredirectsall subsequentaccessesto the�le by untrustedprogramsto the�le
in thetemporary�le system.Whentheuntrustedprogram�nishes, theuserdecideswhetherto committhe
datain thetemporary�le systembackinto theoriginal �le system.Weview SEEasadualto ourapproach:
SEEallows all the untrustedprogramsto run throughcompletion,but it may not be ableto commit data
written by certainuntrustedprogramsbackto the original �le system.On theotherhand,our framework
allows untrustedprogramsto write datainto the �le systemimmediately(we do not keepa temporary�le
system),but our framework mayprohibitsomeuntrustedprogramsfrom runningthroughcompletion.From
a morepracticalperspective, SEEimplementedits approachon Linux andtestedit on trustedprograms,
while we implementedour framework on Windows andtestedit on realmalwareprograms.Becausemost
malwareprogramstargetWindows, our prototypeis a moreconvincing demonstrationof this framework's
e� ectivenessin containingmalware.

Our work is alsorelatedto the generalisolationstrategy with virtual machines,which provide an ef-
fective, reliablemechanismfor isolatinguntrustedapplications.Therearetwo typesof virtual machines.
Type1 virtual machinemonitorsrun on thehardwaredirectly. They achieve high performancebut provide
lessisolationandsecurity. Type2 virtual machinemonitorsrun on theoperatingsystem,which o� ersex-
cellentisolationbut su� ersfrom poorperformance.King et al. addedsupportfor Type2 virtual machines
monitorsinto the Linux kernel for achieving high performance[12]. However, usingvirtual machinesto
executeuntrustedprogramshasits shortcomings.First,untrustedprogramsrunninginsideavirtual machine
cannotaccessresourcescreatedby programsrunningoutsidethevirtual machine,which maybreakmany
programs.Second,virtual machinesareexpensive. To run eachuntrustedprogram,oneneedsto setup
a new virtual machineandinstall a completeoperatingsysteminsideeachone,which takesconsiderable
humantime andsystemresources.

6.2 Logging and Recovery

Ourframework is inspiredby recovery-orientedcomputing(ROC),which is aframework for recovering
from systemcomponentfailure andoperatorerrors[17, 4]. It containsthreestages:rewind, repair, and
replay. Its threatmodel is that any componentin the systemmay fail, andthat the operatormay make a
mistakeatany time. Sinceourgoalis to rununtrustedprogramssafely, weneedadi� erentthreatmodel:we
assumethatmostapplicationson thesystemaretrustworthy, sowe canfocuson monitoringandlogginga
few untrustedapplications.Therefore,ourframework hasamuchsmalleroverheadfor loggingandrecovery.
Our framework alsoavoidspossiblyexpensive snapshotsrequiredin ROC.

Logginghasbeenusedfor replayingsystemevents.ReVirt usesloggingfor intrusiondetection.It runs
applicationsinsidea virtual machineandlogs their events. Then, it analyzesintrusionsby replayingthe
loggedevents[7]. King et al. useslogging for debuggingoperatingsystems[11]. They run an operating
systeminsidea virtual machine,log all its events,andusethe logs to debug the operatingsystem. We
uselogging for a di� erentpurpose:we want to recover the systemto a safestate,ratherthanreplaythe
events. This di� erencerequiresthat we designour loggingsystemdi� erently. If logging is for replaying
all theevents,oneneedsto take a snapshotof thesystemandlog all theeventsafterward. During replay,
hesetsthesystemstateto thesnapshotandreplaysall theevents. In contrast,if logging is for recovering
the systemto a safestate,we do not needto take a snapshotof the system;we just needto log all the
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events.During recovery, we startfrom thecurrentstateof thesystemandundoeacho� endingeventin the
reversechronologicalorder. In thisapproach,wehaveavoidedtakingasystemsnapshot,whichmaybevery
expensive. Logginghasalsobeenusedfor systemrecovery. A log-structured�le system[18] takesthis idea
even further: The entire�le systemis in a log-like structure,which speedsup both �le writing andcrash
recovery. It in�uencedthedesignof �le systemrecovery in our framework.

In Windows,ausercantake asnapshotof theregistry, andrestoretheregistry to thesnapshotlater. The
user, however, cannottakeasnapshotandrestorethe�le system.Our framework logssu� cientinformation
for recoveringall thereversiblesystemresources,suchastheregistryandthe�le system.A moreprominent
di� erenceis thatWindow's snapshot-basedapproachis toocoarse-grained,becauseit rolls backthee� ects
of all theapplicationsthatrun afterthesnapshot.However, a usertypically runstrustedanduntrustedpro-
gramsin aninterleavedfashion,thereforehedoesnotwantto roll backthee� ectsof thetrustedapplications.
Our framework o� ersa �ne-grainedsolution: It canroll backeachindividual applicationwithout a� ecting
otherapplications.

Reparable�le service(RFS)[23] usesa similar ideaof logging andrecovery to repaircompromised
network �le servers,suchasNFS servers. It interposesa RFSserver betweentheNFS server andclients
for logging �le updateoperations,and theselogs canbe usedlater for rolling back theseoperations.It
is usedfor a di� erentpurposefrom that of our approach,andassuch,it is morecomplicated:It requires
modifyingall theNFSclientsaswell asinterposingtheRFSserver betweentheNFSserver andits clients.
Moreover, it logsall thewrite operationsby untrustedprocesses.Becauseof this,anadversarialprocesscan
DOSattackthesystemby repeatedlyrewriting thesamedatalocationmany timesto causenumerouslogs.
In comparison,our framework will only log the �rst suchwrite operationby the adversarialprocess,and
thereforeis immunefrom suchaDOSattack.

Our logging mechanismemploys a simple tainting analysisto track trustworthinessof data. Similar
ideashave beenusedfor many otherpurposes.Chow et al. proposedto usewhole-systemsimulationwith
taintinganalysisto analyzehow sensitivedataarehandledin largeprograms,suchasApacheandEmacs[5].
Newsomeetal. useddynamictaintanalysisfor automaticdetectionof overwriteattacksin processes.Back-
Tracker [10] identi�ed automaticallypotentialsequencesof stepsthat occurredin an intrusion. Starting
with a singledetectionpoint, it identi�ed �les andprocessesthatcouldhave a� ectedthatdetectionpoint.
In comparison,our framework tracksthepropagationof untrusteddatafor preservingsystemintegrity and
removing malware.

6.3 Malwar eDetectionand Recovery

Securitymechanismshave threegoals:prevention,detection,andrecovery [3]. Malwareis hardto de-
tect, becauseit is di� cult to decideif a softwareprogramis malicious. Onemight staticallyanalyzethe
programto searchfor known patternsof malware,but this approachsu� ersfrom two inherentlimitations:
(1) It cannotdetectnew malware; and(2) sophisticatedmalwarewriters cancraft polymorphicmalware
to escapesignature-baseddetection.Althoughonecanderive morerobust signaturesfor detectingcertain
polymorphicmalware,thisis invariablyanarmsracebetweenthemalwarewritersandthedefenders[6]. Al-
ternatively, onecanmonitormalwareat runtimeandwatchout for maliciousbehaviors. Sincethisapproach
needsruntimesignaturesof malware,it su� ersfrom similar limitationsasstaticdetection.Recovery-based
approachesovercometheselimitationsbecausethey requireneitherstaticnor runtimemalwaresignatures.
They monitor an untrustedprogram's execution,log the program's operations,andrecover the systemby
reversingtheseoperationsusingtheir logs.

Thereare many commercialsolutionsfor protectionfrom malware. They focus on signature-based
detectionandrecovery. While suchsolutionsfor wormsandviruseshave beenaroundfor a while, anti-
spywaretoolshave only recentlybecomewide-spread.Now, thereareliterally hundredsof toolsavailable
on theInternet[9]. Unfortunately, many of thesetoolsinstall spywarethemselves.Howeshasconductedan
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in-depthsurvey of themorelegitimateanti-spywaretools[9]. He evaluatedthesetoolsagainsta testsetof
malwareprograms,andfoundthatno tool could �nd andrecover from theentiretestset. In fact,eventhe
besttoolsmisseda quarterof the�les installedby thespywareapplications.Like all signature-basedtools,
thesecurrentcommercialapplicationslack theability to detectunknown malware.

HijackThisis afreewaretool for helpingdiagnosemalwareinfections[8]. It inspectsasystem'ssettings
in orderto helpdeterminewhatmalwareapplicationsareresidenton it. It enumeratesregistrykeys,con�g-
uration�les, andbrowserhelperobjects,amongothers.Throughvisual inspectiontheusercandetermine
if thesesettingsarelegitimateor if they aredueto malware. This approachhaslimitationsandthe tool is
mostlyusefulfor helpingassesscurrentsystemstate.

7 Conclusionsand Futur eWork

We have describedBack to the Future,a novel framework for automaticallyremoving malware and
reparingits damageto the system. The framework preserves systemintegrity while the useris running
untrustedprograms,andallows untrustedprogramsto run aslong aspossibleuntil they mayharmtrusted
programs.Theframework achievesthesegoalsby monitoringuntrustedprograms,loggingtheiroperations,
andusing the logs to remove malwareandto restoreinfecteddata. We implementedthis framework on
Windowsandtestedourprototypeonrealspyware,adware,Trojanhorses,andemailworms.Comparingour
tool with two popularcommercialanti-malwaretools,we foundthatour tool coulddetectall themalware's
modi�cationsto thesystemthatweredetectedby thecommercialtools,but thecommercialtoolsoverlooked
up to 97% of themodi�cations thatweredetectedby our tool. TheCPU andstorageoverheadcausedby
our tool is acceptable.

Thereareinterestingdirectionsfor future work. Our framework currentlydividesall the applications
into two categories: trustedanduntrusted.It doesnot trackdata�ow amongdi� erentuntrustedprograms.
Therefore,oncetheuserdecidesto remove oneuntrustedprogram,all theotheruntrustedprogramsmust
be removed aswell. Undercertainsituations,however, the usermay desirea �ner-grainedcontainment
mechanism,wheretheframework wouldplaceuntrustedapplicationsinto di� erentcategoriessothatit may
remove all the programsin onecategory without having to remove any programsin the othercategories.
We areworking on extendingour framework to achieve this goal. In addition,althoughwe have focused
on recovery in this paper, theframework alsoprovidesa foundationfor developingotherdefenses.We are
studyinghow to usethelogsgeneratedby theframework for analyzinganddetectingmalware.
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