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Abstract

Malwareis softwarewith maliciousintent. Besidesvirusesandworms,spyware,adware,andother
newerformsof mawarehave recentlyemegedaswidely-spreadhreatdo systemsecurity It isdi  cult
to detectmalwarereliably becausaew and polymorphiconesappearfrequently It is alsodi cult to
remove malWwareandrepairits damageo the systembecausesomemalware programscanextensiely
modify asystem.

We proposea novel framework for automaticallyremoving malwareandrepairingits damageto a
system. The primary goal of our framework is to presere systemintegrity. Our framewvork monitors
andlogsuntrustedorograms'operationslsingtheseogs,it cancompletelyremove malwareprograms
andtheir e ectson the systemandreliably restorethe infecteddata. Our framework doesnot require
signature®r otherprior knowledgeof malwarebehaior. We implementedhis framewvork on Windows
and evaluatedit with seven spyware, trojan horses,and email worms. Comparingour tool with two
popularcommercialnti-maivaretools,we foundthatour tool detectedill the malware's modi cations
to the systemdetectedy the commercialtools, but the commerciatools overlookedup to 97% of the
modi cations detectedy our tool. Theruntimeoverheadandlog spaceoverheadf our prototypetool
are acceptable.Our experiencesuggestghat this framewvork 0 ersan e ective newv defenseagainst
malware.

1 Intr oduction

Malwareis software with maliciousintent. Besidestraditional malware suchas virusesandworms,
newer forms of malware,suchasspywareandadware,have emegedrapidly andspreadwidely. A recent
studyshavedthata signi cant numberof computersunningWindows in a major researchuniversitywere
infectedwith oneor moremalwareprogramg20]. Anotherrecentstudyshavedthatonein threecomputers
hasmaliciouscodeonthem[16].

The mostcommondefenseagainstmalware is detection. However, since mostdetectorssearchfor
malicious code patterns(also known as signatures)f knovn malware, they cannotreliably detectnen
malware or variantsof knovn malare (also known as polymorphic malware). Moreover, someuseful
programsare piggybacled with maliciouscode. For example,mary P2Papplicationscarry codethat will
install adwareor spywarethatis very di cult to remore [9]. As thesemalwareprogramsaccumulatethe
computeroften becomesinusabledueto slow responsdime, exhaustedstorage and frequentapplication
crashesln short,evengoodmalwaredetectorcannotprotectthe userfrom runningmaklwareprograms.

Given that the usercannotavoid running malare on his system,the next defenseis to remove the
malvare oncethe usernoticesits adversee ecton his computer Typically, remoring a malware program
involves remaving all the componentgsuchas les and registry entries)installed by this programand
restoringall the datamodi ed or deletedby this program. Commonapproache$or removing a malware
programinclude:



Runningan anti-malvare programto remove all the component®f the maware. However, because
its relianceon knowvn malwaresignaturesthis approactcannotreliably remove new or polymorphic
mablvare,nor canit restoreinfecteddata.

Taking periodicsnapshotsf the systemandrestoringthe infectedsystento thelastcleansnapshot.
However, this approactwill destry all thenew datacreatedafterthe snapshotevenif they areclean.
Althoughtheusemayavoid this problemby saving thenew datathatarecleanmanuallydetermining
which dataarecleanis laboriousandunreliable.

Formatingthe disk andreinstallingthe operatingsystem. This drasticapproachwill destry all the
userdataandcon gurations,andthereforeshouldonly be usedasthelastresort.Unfortunately since
mostotherapproachesftenfail to remorve all the component®f the malwareprogramreliably, this
approachs oftenadvisedandfollowed.

Theseproblemscall for a betterapproach,one that canremove all the componentof both known
and unknavn malare, that can restoredatainfectedby malare while preservingcleandata, and that
requiresno userintervention. We introduceBad to the Future, a framewvork for achieving thesegoals.
Theframavork monitorsandlogs operationf untrustedorogramsiesignatedby the user andcanremove
all the component®f the untrustedprogramsandrestorethe infecteddataat the users request.In other
words,this framework allows the userto run untrustedporogramswithout compromisinghe integrity of the
system. If an untrustedprogramturnsout to be spyware, the framavork canremove all the components
of the malware automaticallyandreliably; if the untrustedorogramturnsoutto beavirus, the frameavork
canalsorestoreall the infected les automatically We namethis framevork Bad to the Future because
conceptuallywe have rst rolledbackthesystento a prior goodstate(beforethemalwareran). Fromthere,
we thenbring only thetrustedprocessebackto their pre-recoery state(for the prior goodstatethisis the
future).

Theprimarysecuritygoal of ourframework is integrity: We wantto presere theintegrity of thesystem
while the useris runningmalware programs.In somecasespur framevork canalsoprovide availability:
by completelyremaving malwarefrom the system|t will freethe resourcesisurpedoy the malware. Our
framewvork doesnot aim at providing con dentiality. However, if the usercanindicatecon dential infor-
mationon his systempur framewnork canincorporatethis informationandprovide con dentiality. Without
thisinformation,oncetheuserbeginsto runamalare,it isverydi cultto presere con dentiality. Never
thelesspur approachmay help protectcon dentiality in somecasesBYy stoppingrunningmalwarebefore
it violatessystemintegrity, our approachcan prevent the leak of con dential information that may hap-
penafterward. Our framevork may seemsimilar to sandboxingervironments;however, unlike a typical
sandboxingervironment,our framewvork doesnot requiresystemor applicationspeci ¢ rulesaboutwhat
operationsareallowed (seeSection6 for furtherdiscussions).

Our framewvork monitorsuntrustedorocessesandremovesthemandtheir e ectson the systemauto-
maticallyattheusers requestHowever, our framevork needgheuserto decidewhich programsaretrusted
andwhich areuntrusted.On the surface, this requiremenseemsasdi cult asmalware detection,but in
fact,ourframewvork only expectstheuserto evaluatethetrustworthinesof aprogramconseratively: When
in doubt,theusershouldconsidetthe programasuntrustedin practice thereareoften soundheuristicsfor
decidingif aprogramis trusted.It is oftenreasonabléo consideprogramgrom reliablesourcesastrusted,
suchasall pre-installecapplicationson a nev computerfrom areputablevendor Thereis no harmin mis-
classifyingan non-malvareprogramasuntrustedgxceptfor incurringsomeperformanceenalty (We will
discusgperformancéssuesn Sectiord.)

Our frameavork needsto solve two challenges.First, it needsto prevent trustedprogramsfrom being
contaminatedy untrustedprograms,.e., whena trustedprogramreadsdatafrom an untrustedprogram.
Second,it needsto de ne a semanticdor systemrecovery, i.e., removing malware programsand their



e ects. Intuitively, afterrecorery, the systemshouldlook asif only the trustedapplicationshave run, and
the untrustedapplicationshave never beeninstalledor run. We will describeour solutionsto both these
challengesn Section2.

We summarizehe major contrikutionsof our paper:

We proposea new framework for preservingsystemintegrity while allowing theuserto rununtrusted
programs.Theframavork monitorsandlogs untrustedporograms'operationsandusestheselogsfor
removing theuntrustegrogramsandtheire ectscompletelyandautomatically Sincethisframework
doesnot needary prior knovledgeaboutthe untrustedprogram,it candefendagainstboth knowvn
andunknavn malware.

Our frameavork permitsan untrustedprogramrun aslong as possibleuntil it may interferewith a
trustedprogram. Whenthis happensour framavork o ersthe user e xible choices:The usermay
terminatethe untrustedprogramand undoits e ectson the system,terminatethe a ectedtrusted
programgor lettheuntrustedorogramcontinuebut reclassifithea ectedrustedprogramasuntrusted.

Our framevork providesa transparengnvironmentfor runningbothtrustedanduntrustedorograms.
Theuserdoesnot needto modify ary existing programsNo programshouldnoticethatit is running
in our framework.

We have implementeda prototypeof our framewvork on Windows, wherethe threatof mawareis
greatestandevaluatedit with seven spyware, trojan horsesandemailworms. Comparingour tool
with two popularcommercialanti-malvare tools, we found that our tool detectedall the malware's
modi cations to the systemdetectedby the commercialtools, but the commercialtools overlooked
upto 97%of themodi cationsdetectedy ourtool. Theruntimeoverheadandlog spaceoverheadf
our prototypetool areacceptable.

Therestof this papers organizedasfollows. Section2 describesheframevork andfocuseson system
integrity and systemrecovery. Section3 describeshov we implementedthis framevork on Windows,
and Section4 evaluatesthis framewvork with respecto its e ectvenessand performance.In Section5,
we discussthe securityand correctnes®f our prototype. Section6 reviews relatedwork, and Section7
concludeswith adiscussiorof futurework.

2 Framework

2.1 Overview

Figure 1 illustratesthe threecomponent®f Back to the Future: a monitor, a logger anda recovery
agent.Themonitorinterposedetweerprocesseandthe operatingsystenmfor interceptingall thereadand
write operationsof the processes.The logger recordssomewrite operationsof the untrustedprocesses.
Whenthe monitordetermineshatanuntrustedorocessnay harma trustedprocessit invokestherecovery
agentto restoresystemintegrity.

Our framavork needgo solve two challengesFirst, how doesit determinevhenanuntrustedorogram
mayviolatetheintegrity of thesystem?Secondhow doesit remove all thee ectsof anuntrustedorogram?
Thenext two sectiongdescribeour solutionsto thesewo challenges.

2.2 Systemintegrity

This sectionde nesthenotionof systemintegrity, describes criterionfor checkingwhenanuntrusted
programmay violate systemintegrity, anddiscusse$fion to presere systemintegrity.
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Figurel: Framavork for monitoring,loggingandrecovery.

2.2.1 Integrity Model

We startwith Biba's integrity model[3], which saysthatno subjectcanreadobjectsof lower integrity
levels, and no subjectcanwrite objectsof higherintegrity levels. Our framevork de nes two integrity
levels: trustedanduntrusted Applying Biba's model,our frameavork would requirethattrustedprocesses
shouldnotreaduntrusteddata,anduntrustedorocesseshouldnot write trusteddata.

Strictly following Biba's model, however, considerablylimits the users ability to run untrustedpro-
grams.For example theframeavork would have to stopanuntrustedprocessmmediatelywhenthe process
triesto overwrite trusteddata. If no trustedprocesswill ever readthis dataagain(e.g.,this datais a tem-
poraryscratch)stoppingthe untrustedorocesss unnecessaryEvenif sometrustedprocesswill readthis
data,the framavork doesnot have to interveneuntil just beforethereadoperatiorhappens.

Hence we adoptarelaxedintegrity model. Our modelonly requireshatno trustedprocesshouldread
untrusteddata,but untrustedorocessesanfreely write (or overwrite) ary datathey desire.This modelcan
beviewedasalazy Biba's model: It doesnotenforceintegrity until the pointwhereuntrusteddatawill ow
into trustedprocessesThelazinessn our modelallows the userto run moreuntrustedapplicationsandrun
themfor longerperiodsof time.

2.2.2 Presewring Systemintegrity

To presere systemintegrity, the framavork mustintervenewhen a trustedprocessis aboutto read
untrusteddata.We arguethata goodinterveningapproactshouldsatisfythe following properties:

Preservingheconsistencyf processesTheapproactshouldpresere theconsisteng of bothtrusted
and untrustedprocesses.This meansthat if the approachallows a processto continue,it should
not changethe process behaior. For example,the approachshouldnot selectvely dery certain
operationof the process.

Allowing processeto run aslong aspossible Theapproacltshouldallow aprocesdo runaslongas
possibleuntil it cannotpresere systemintegrity or the consisteng of someprocesses.

We proposehefollowing optionsfor preservingsystemintegrity.

Denytheopemtion: Thisoptionpreseressystemntegrity by derying thisreadoperation.To presere
theconsisteng of thetrustedprocesshatissuedhereadoperationtheframavork mustalsoterminate
thetrustedprocess.



Allow the opeiation. We canallow this readoperationbut still presere systemintegrity with the
following approaches:

— Terminatethe untrustedprocess We terminatethe untrustedprocesshat haswritten the un-
trusteddata,andrestoretheold dataatthe samedocation.If therestoreddatad is still untrusted,
we terminatethe procesghat haswritten d, restorethe old data,andkeepthis procedureuntil
the datathatwe have restoreds trusted. This solutionpreseres systemintegrity by replacing
untrusteddatawith trusteddata.

— Mark thetrustedprocessasuntrusted We begin to treatthetrustedprocesssuntrusted Notice,
however, thatwe do not needto remove the datawritten by this processn the past. Sincethis
procesds now untrustedwe allow the readoperationto continue,asuntrustedprocessesan
readary data.This solutionpreseressystemintegrity by reducingthe setof trustedprocesses.

Sometimesve maywantto presere goode ectsof untrustedapplications.Undersuchcasesye can
mark the untrusteddataas trustedand let the readoperationcontinue. As an example, considermedia
les downloadedby malware-laderP2Papplications.If the useris con dent thatthe media les will not
a ecttrustedapplicationswe canallow atrustedapplication,saya mediaplayer to play thesemedia les.
However, if theuseris mistalen, systemintegrity maybeviolated.

2.3 SystemRecovery

This sectiondescribedow the frameavork removesall thee ectsof untrustedorogramson thesystem.

2.3.1 BasicApproachfor SystemRecovery

We rst describea basicapproacHor systenrecovery thatis conceptuallysimpleandsenesasarefer
encefor reasoningaboutthe correctnessf amoree cientbut comple approach During monitoring,the
framework logsall the operationsof bothtrustedanduntrustedorocessesiuringrecovery, the framewnork

rst undoesall the loggedoperationsof both trustedand untrustedprocesseseverse-chronologally, and
thenredoesall theloggedoperation®f only thetrustedprocesseshronologically

We next elaborateon this approachGivenade nition of the stateof a system(e.g.,the stateconsistof
the le systemandtheregistry), we candivide the operationsf all the processemto two cateories:read
operationgwhich do not changehe systemstate)andwrite operationgwhich do changethe systemstate).
Sinceour goalis to remove all the e ectsof the untrustedprocessesn the system the framevork needs
to log only the write operations.This approactrequiresthe framewnork to log the write operationsf both
trustedanduntrustedorocessesMoreover, sincethe framevork needso undothe write operationsiuring
therecovery phasejt needdo log the old dataoverwrittenby eachwrite operationduring the monitoring
phase.

Onecanamguethat after recorery this basicapproachoringsthe systemto a statethatlooks asif the
untrustedprocessefiase never run. However, this approachs ine cient, becauseluringrecovery it rst
undoeseachwrite operationby the trustedprocesseandlater redoesthe sameoperation. For mostwrite
operationsundoingthemfollowed by redoingthemwill have nonete ect. We couldsave time by avoiding
undoingandredoingthesewrite operationsandsare spaceby notloggingthesewrite operations.

2.3.2 Re ned Approachfor SystemRecovery

We re ne the basicapproachby avoiding undoingandredoingthe write operationssuchthatundoing
themfollowedby redoingthemhasnonete ect. We motivatethere ned approactby two exampleswhere



atrustedprocessl andanuntrustedorocessJ write to the samedatalocation,butin di erentordersin the
two examples:

Example 1. T writesbeforeU writes. During recovery, the frameavork only needgo undoU's write
operation;it doesnot needto undoandthento redoT's write operation,andit doesnot needto log
this operationduringmonitoring.

Example 2. U writesbeforeT writes. During recovery, the framewvork doesnot needto undoeither
U'swrite or T'swrite, becausd 'strusteddatahasoverwrittenU's untrustediata.

Thesetwo examplessuggesthatwe candetectunnecessaryndoingandredoingby trackingthe order
in whichtrustedprocesseanduntrustedrocessewrite to thesamedatalocation.In fact,it su cesto track
whethereachlocationcontaingrustedor untrusteddata.In thisre ned approachgduringmonitoring:

Whenatrustedprocesswritesto a datalocation,markthe new datain thelocationastrusted.
Whenanuntrustedorocesswritesto alocation:

— If thelocationcontaindrusteddata,log thiswrite operationsave theold data,andmarkthenew
datain thislocationasuntrusted.

— If thelocationcontainsuntrusteddata,do nothing.

— If thelocationcontainsno data,log this write operationandmarkthe new datain this location
asuntrusted.

During recovery, the framewvork examineseachloggedwrite operatiornreverse-chronologally. Recall
thattheframawvork only logswrite operationdy untrustedorocessed-or eachloggedwrite operation:

If its locationcurrentlycontainsuntrusteddata,restorethe old dataat this operationfrom thelog.
If thelocationcontaingrusteddata,do nothing.

Proof of Correctness We prove thatthisre ned approactachievesthe sameresultasthe basicapproach.
Given a datalocation, let the entire sequencef write operationsat this location beforesystemrecovery

untrustedprocess:

Casel: Thelastwrite operatiorO, is from atrustedprocessUsingthebasicapproachtheframewvork

arefrom trustedprocessedn thatorder SinceQ, is from atrustedprocessandis the lastoperation
performedduringrecovery, this locationwill containthe datawrittenby O, afterrecovery. Usingthe
re ned approachthe framavork will noticethatthelocationalreadycontainstrusteddata,soit will
do nothingon this location. Sincebeforerecorery this locationalreadycontainsdatawritten by O,
afterrecovery usingthe re ned approachthis locationwill containthe samedataaswhenusingthe
basicapproach.

Case?2: The lastwrite operationOy, is from an untrustedprocess.Let O; be the last write opera-

cessesSince(Q is from atrustedprocessit will bethelastoperationthatthe framevork redoeson
this location, so this locationwill containthe datawritten by O, after recorery. Usingthe re ned
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approachduring monitoringthe framewvork will log O.1, but will notlog ary operationafter O 1,
becausd..1 writesuntrusteddatainto this location. During recovery, the framewvork will rst undo
Ow+1 by replacingthe datain this locationwith the datathatwasin this locationbeforeOy.1, which
wasexactly thedatawritten by Oy. After that,this locationcontaingrusteddatabecausé®; is from a
trustedprocesssothe frameavork will notchangehedatain thislocationary more. Therefore poth
thebasicandthere ned approachrestorethe samedatainto this location.

3 Implementation

To evaluateour framework, we have developeda prototypeimplementatiorfor the Windows XP oper
ating system.Theimplementatiorconsistof the threeessentiatomponent®f the framevork: a monitor,
logger andrecovery agent.Our monitoris a Windows kerneldriver thathooksrelevantsystemservicesand
canthereforecapturemostof theinteractionsbetweeruserprocesseandthe operatingsystem.Thelogger
andrecovery agentareuserapplicationghatinteractwith thedriver.

3.1 Monitoring
3.1.1 SystemSewice Hooking

In Windows NT 4, 2000,andXP, userapplicationgely on the interfaceexposedirom a setof libraries,
suchaskernel32.dlland user32.dll to accesoperatingsystemservices. This interfaceis knowvn asthe
Win32 API. Sincethefunctionsin this interfaceplay a similar role assystemcallsin Unix, we will usethe
termssystemservicesand systemcalls interchangeablyThesefunctionscall lower level systemservices
to completethe serviceseventually For example,if a userapplicationintendsto seta registry value, it
would generallycall the Win32 RegSet¥lue function provided by the library advapi32.dll This function
is awrapperfor anunderlyingcall to NtSetdluekey, which is implementedn ntdll.dll. Functionswhose
namesstartwith Nt or Zw areknown asthe Native API. SinceMicrosoftonly document& smallpercentage
of the Native API, applicationggenerallydo not call thesefunctions,althoughthey can[15].

Whenthe kerneltrapssystemcall interrupts,it usesa uniqueidenti er foundin the call to look up a
functionpointerin the servicedispatchtable. Kerneldriverscanmodify this tableto wrap systemcallswith
arbitrarycode. This techniqgueknown asAPI hooking,allows usto interceptall the systemcalls madeby
ary procesg14, 22].

Although systemcall hooksallow the framavork to monitor all systemcalls, the framewvork needsto
monitor only the systemcalls that accesghe le systemandthe registry, andthat createnew processes.
Systemcallsthataccesghe le systemincludeZwCreateHe, ZwOpenHe, ZwDeletele, ZwQuerylnfor
mationkle, ZwSetinformationife, Readie, andWriteFle. Systemcallsthataccesghe registry include
ZwCreatelkey, ZwOpenky, ZwDeletelsy, ZwSetdluekey, ZwDelete¥"luekey, ZwRestoeKey, ZwQuery-
ValueKey, andZwSetinformationife. Systemcallsthatcreatenew processescludeZwCreatePocessand
ZwCreatePocessEx

3.1.2 Tracking Untrusted Data

A signi cant componenbf the monitor trackswhich dataare untrustedas both trustedand untrusted
processeproceedpecaus@ur integrity modelrequiresthatno trustedprocesshouldreaduntrusteddata.
In theimplementatiorof thiscomponenttwo key issuesaregranularityandmetadataAt which granularity
doesthis componentrack untrusteddata,andhow to recordthetrustworthinessnformationin metadata?

To determinghebestgranularity we needto strike abalancebetweerprecisionrandoverheadassmaller
granularitiesmprove precisionbut increaseoverhead.We implementeddi erentgranularitiesfor registry



Process | Processs Operation | Old Statusof TargetData | Monitor' s Action

Delete le Trusted —
Untrusted Remoe le from watchlist
. Trusted —
Trusted Write data Untrusted Mark new dataastrusted
Trusted —
Readdata Untrusted Warnintegrity violation
Createprocess Any —
Delete le Trusted Mark le asdeleted
Untrusted Mark le asdeleted
Write data Trusted Mark new dataasuntrusted
Untrusted Untrusted —
Trusted —
Readdata Untrusted —
Createprocess Any Monitor newv processasuntrusted

Tablel: Trackinguntrusteddataandnew processes.

valuesand les. Thegranularityof registry is oneregistry value,becausenostregistry valuesaresmall. On
the otherhand, les canbecomevery large, so usinga le-le vel granularitywould be too coarse-grained.
Thus,wetrackthetrustworthinesof eachbytein les by recordingtherangesof untrustediatain eachle.

Ourimplementatiormaintainsa tableof all les andregistry entriesthatcontainuntrustedvalues.For
eachle, anassociatedatastructuredescribesvhichrangesn this le containuntrustediata. The monitor
usesthis tableto determineaf a trustedprocesswill readuntrusteddata. The logger(Section3.2) andthe
recovery agent(Section3.3) will alsousethis table. Table1l summarizeshe actionstaken by the monitor
for variousoperations.

In additionto trackinguntrusteddata,the monitor alsotracksand monitorsprocessespavnedby un-
trustedprocessesyhich arealsoconsidereasuntrusted.

3.2 Logging

The secondcomponenbf theimplementatioris logging. During recovery, the framewvork useslogged
informationfor remaving malware programsandto restoreinfecteddataon the system. As discussedn
Section2.3,theframavork only needdo log write operationgrom untrustedorocesses.

Our loggingmechanisnis locatedin userspace.The monitormakesappropriatdbackupsandforwards
informationto the logger An alternateapproachcould have beento managelog les directly from the
monitor (and, therefore,from a kernel driver). We decidedthat minimizing the footprint of the kernel
portion of our framevork was important. In addition, keepingthe logging outsideof the kernel allows
potentialfuture upgradego loggingmechanisméi.e., compressionXML, etc.).

3.3 Recoery

The nal portionof animplementatioris recovery. Giventhe datacreatedby the logging mechanism,
therecorery tool will roll backthee ectsof eachentry until the desiredsystemstateis reached.Thetool
also usestrustworthinessinformation aboutdatafrom the monitor to determinewhat portionsof datait
shouldrestore Similar to theloggingtool, therecovery tool runsin userspace.



4 Experiments

We evaluatedour tool's e ectivenesdn detectingmalware,removing maware, andrestoringinfected
data,andits performanceluringmonitoringandrecovery. Wetestedurtool onasuiteof malwareprograms
consistingof:

Adwae and spywae: eZula Gator, andBonziBuddy They arenormally bundledwith otherbenign
programs,suchas a P2P application. When the userinstalls the benign programs,the installers
furtively installsthesemalwareprograms.

Trojan horse NetBus Trojanhorsesarenormally packagedwvith innocuousdecqy programs.When
thedecy programsareexecuted they install andrun the bundledTrojan horses.NetBuscon gures
the systemto allow remoteacces@ndcontrol.

Email worms Netslk andBeajle. Email wormsdependon deceved usersto executeemail attach-
mentsto installandpropagatéheworms. Netsk andBeagle causedwo majoremailworm outbreaks
in 2004.

Hybrid malwae: Happy99 Happy99actsbothasa trojanhorseanda worm, sinceit purportsto be
anentertainingscreersaver, andit propagatesia emailbehindthescenes.

4.1 Recovery

During recovery, our tool shouldremove all the les andregistry entriesinstalledby the maware,and
restoretheoriginaldatain theinfected les andregistry entries.We evaluatedhee ectvenes®f ourtools's
recovery function by comparingit with two popularcommercialtools: Spybot[2] and Symanted\orton
AntiVirus[1]. SpybothandlessZulg Gator, andBonziBuddyandSymantedNorton Anti-Virus handleghe
restof the malwareprogramausedin our experiments We comparedhemin two experiments:

First experiment:afterrunninga mawareprogramwe rst invoke therecovery functionof our tool,
andthenwe runacommerciatool to detectary residualracesof this malware.

Secondexperiment: after runninga maklware program,we rst run a commercialtool to detectand
remove the program andthenwe examinewhetherthe commerciatool hasremovedall the les and
registry entriescreatecby the malwareprogramasloggedby our tool.

In the rst experiment.for eachmalware program,we foundthat neithercommerciatool could detect
themalareafterweranourtool to removeit. Sincebothcommerciatoolscoulddetecthemalwarebefore
we removed it using our tool, we concludethat our tool hasremoved the malwareto the satishction of
the commercialtools. In the secondexperiment,we found thatthe commercialtools failed to remorve all
the les andregistry entriesthatthe malwareprogramshadcreated.Table2 comparegshe numberof les
andregistry entriesmodi ed by the malware programshat weredetectedy our tool with thosethatwere
detectedby the commerciakools. Thetableshavs that,for somemalware,our tool canidentify more les
andregistry entriesmodi ed by the malwarethancommerciakoolscan. Thesenclude:

Original les andregistry keys thatmalwarehasdeletedfrom the system.E.g.,W32.Netsk deleted
aregistry key associateavith acomponenbf Microsoft InternetExplorer

Temporaryles createdoy mawareduringits installation. E.g.,eZulacreatedemporary les while
it wasretrieving datafrom the network. Theseles werenot deletedeven afterthe commercialtool
claimedto have removedeZula.



Our Tool CommercialTool
Malware DetectedModi cations | DetectedModi cations FalseNegatve
File | RegistryKey | File | RegistryKey File | Registry Key
eZula 242 195 42 61 83% 69%
Gator 385 129 151 4 61% 97%
BonziBuddy | 112 2135 24 59 79% 97%
NetBus 2 1 2 1 0% 0%
Happ/99.Worm | 2 0 2 0 0% 0%
W32.Beagle.& | 44 1 44 1 0% 0%
W32.Netsly 336 8 330 1 2% 88%

Table2: Comparisorof our tool andcommercialtools' ability to detect les andregistry keys modi ed by
malare

Modi cations madeby othersystemcomponent®n behalfof the malware. E.g.,Bonzi Buddyasled
Microsoft Agent Servicesto modify the le system,but the commercialtool failed to detectthe
modi ed les.

4.2 Usability

Our tool monitorsreadand write operationof both trustedand untrustedprocessesWhena trusted
processeaddatathatwerewritten by anuntrustedprocessopurtool will stoptheprocessandalerttheuser
If this alertnever happenspur tool will allow anuntrustedorocesgo runto completion(the usercanstill
useour tool to remaove the programandits e ectsat ary latertime). However, if this alerthappensften,
theusability of ourtool will su er, becauseachalertrequiresuserintervention.

We never sav an alert whenwe usedour tool to run the sezen malware programsmentionedearlier
Examiningof thelogscarefully we foundthatNetBus,W32.Beagle. &, andW32.Netsl shouldhave trig-
geredalerts. They all write to theregistry key HKEY_LOCAL_MACHINE\S@G¥EMI cros oft \Windows
CurrentVersion\Run , whichis readby Windows duringits boot. This modi ed key allows the malware
to survive a systemreboot,becausehe systemwill automaticallyrestartall the programdistedin this reg-
istry key. Thesemalwareprogramsviolate our integrity model,becausehey write untrusteddatainto this
registry key, andthe systemwill readtheseuntrusteddataduring the next reboot. Our framewvork would
detectthis violation, if our monitor driver is loadedearlyin the bootsequenceEvenin this caseour tool
will alerttheuseronly once,whichwe still considerto have goodusability

4.3 Performance

Our tool monitorsthe executionof all the processesn the system.It interceptsandoptionallylogsall
the systemservicesirom untrustedprocessesandit alsomonitorstrustedprocesseso preventthemfrom
readinguntrusteddata.However, mostsystemservicecallspasshroughour monitorvery fast,andonly the
callsthatmodify the systemstate(suchasthe le systemandtheregistry) maynoticedelays.

Thetimingsin Table 3 revealsthatwhile the overheadof our implementatiordoesincreasesxecution
time for the tasks,the e ectis reasonablevhencomparedwith the resourceusageof a commercialanti-
spyware of anti-virusprogram. Moreover, the performancenumbersfor unzip shouldbe interpretedasa
stresgtestof our systemsinceit mainly consistsof le operations.All measurement&ere conductedbn
anIntel Pentium4 2GHz desktopwith 256 MB RAM anda 7200rpmIDE harddisk runningWindows XP
WorkstationSP1.
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CPUTime

Program Not monitored| Monitoredastrusted| Monitoredasuntrusted Log Size
eZulainstaller 3.953s 4.516s 6.338s 4959KB
Kazaainstaller 48.965s 59.824s 101.466s 12552KB
Happ/99.Worm 4.858s 4.963s 4.937s 6 KB
unzip(5MB le) 0.535s 0.666s 1.013s 336KB

Table3: CPUtime anddisk spaceoverheadof our tool while runningbenignandmalware programs.The
installersandunzip programshallbe consideredtresgestsfor ourtool sincethey primarily readandwrite
les.

5 Discussions

5.1 Security
5.1.1 Security of the Framework

Security Goals Securityhasthreemain goals: con dentiality, integrity, andavailability [3]. Our frame-
work focuseson maintainingintegrity: It allows the userto run untrustedorogramswithout compromising
systemintegrity, andit canremore the untrustedprogramsandall their e ectson the systemcompletely
andautomatically Our frameavork doesnot ensureavailability directly, becausé doesnot controlresource
usageby untrustedorograms;however, sinceour framevork canremove untrustedorogramsandtheir ef-
fectsonthesystemit providesavailability indirectly. Ourframewvork doesnotprovide con dentiality, since
it doesnot preventuntrustedorogramsrom readingcon dential information,nor doesit monitoroutgoing
network tra c. As we discussedn Sectionl, oncethe userstartsto run untrustedprogramsiit is very
di cult to maintaincon dentiality in a usableway. However, we canenhanceour framevork to provide
con dentiality. If the usercanindicatewhatinformationis con dential on his systemwe canincorporate
this information by disalloving untrustedapplicationsfrom readingcon dential information. Our frame-
work andimplementationhowever, do notcurrentlysupporthis capability which we leave for futurework.

Security of the Logging Mechanism Ourframevork logswrite operationdy untrustedprocessesothat
it canreversetheseoperationdn the future. An adwersarialuntrustedprocessmay try to DOS attackour
logging systemby makingnumerouswrite operationsHowever, our systemdoesnot log eachwrite opera-
tion by untrustedorocessest only logsthosewrite operationghatreplacetrusteddata. More speci cally,
we divide thewrite operationy untrustedorocessesto threecatgories:

Theoperatiorreplacegrusteddata.Our systemogsthis operationandtheold data.

The operationreplacesuntrusteddata(i.e., datawritten earlierby an untrustedprocess) Our system
logs nothing.

Theoperationwvritesnew data.Our systemlogsonly this operationpecausehereis no old data.

Thelog sizein the rst casemaybelarge becaus®f potentiallylarge old data,thelog sizein thethird case
is small, andthe log sizefor the secondcaseis zero. Therefore,an adwersarialuntrustedprocesscannot
e ectvely DOS attackour logging systemby writing large amountof new data,or repeatedlyoverwriting

thesamelocation. Theonly e ectie attackis to overwrite large amountof trusteddata,which we candeal
with by limiting the maximumamountof datathatanuntrustedorocessnay overwrite.
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Security of the Dichotomy of Trustworthiness We assumehatoncetheuserconsideraprocessrusted,
it remaingrusteduntil theuserexplicitly reclassi esit asuntrusted.Thisignoreshepossibilitythatatrusted
but vulnerableprocessnaybecomeuntrustedoecausenaliciouscodehasbeeninjectedinto it.

5.1.2 Security of the Implementation

We discusghe securityof our prototypeimplementedn Windows:

Readand write opemations We needto decidewhatoperationsarereadandwrite asde ned in our
framewvork. Our currentprototypeonly considergeadandwrite operationson the Windows registry
andonthe le system.lt considerdPCs,suchassendingWindovs messageto otherprocessesas
combinedreadand write operations. Therefore,when an untrustedprogramsendsa messagéeo a
trustedprogram,this messag@assingviolatesthe integrity model. Sincewe cannoteasily monitor
device driversinstalledby untrustedorogramswe considettheir installationasviolating the integrity
property We alsoassumegpptimistically thatafteran untrustedprogramwrites datato the network,
the datawill not be readby sometrustedprogramsfrom the network later; therefore,we do not
monitorreador write operationon the network.

Securityof the monitoringmedanism The principle of completemediationrequiresthat untrusted
programsshouldbe unableto attackor circumwent the monitoringmechanisni19]. We install our

monitorasakerneldriver beforewe run untrustegorograms.Therefore purmonitorcaninterceptand

control all the API calls madeby untrustedorogramsfrom the userspace.Sinceour prototypecan

prohibituntrustecprogramdgrom installingkerneldriversby observingcertainsystencalls,untrusted
codecannotrun in the kernel space. Our prototypetreatsall the processespavned by untrusted
processessuntrustedandtransitively monitorsthe spavned processesTherefore we believe that

our monitoris securdrom tamperingor circumwention.

Securityof thelogging medianism We have discussedhe securityof thelogging mechanisnof the
framawvork in Section5.1.1. In theimplementationwe needto ensurehat no untrustedorocessan
tamperwith thelogs. Sinceour framewvork hooksinto all the API callsthataccesshe le system|t
protectsthelogshby derying accesgo it from all excepttheloggingprocess.

Securityof the recorery medianism Sinceour framewvork maintainssystemintegrity, recovery can

always succeed. In particular beforethe monitor begins recovery, it abortsthe untrustedprocess
(andary processspavnedby it). Thereforethe processcannotinterferedirectly with the recorery

mechanism.

5.2 Correctness

Within our framework, the correctnes®f animplementatiorrelieson our ability to captureaccurately
the semanticsof the interactionsbetweena processandthe operatingsystem. For example,the monitor
mustunderstandhe precisee ectsof eachsystemcall. If asystemcall hasunknavn sidee ects,we may
not ensurethe correctnes®f our recorery mechanism.In general,we believe that we caninterpretsuch
semanticgorrectlythrougha carefulimplementation.
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6 RelatedWork

6.1 SafeExecution Environments

Perhapshe mostcloselyrelatedwork to oursis SEE[21, 13], which proposedheideaof usingone-way
isolationto createa safeexecutionernvironment.lt createatemporaryle systenfor storingdatawrittenby
untrustedgprogramsWhenanuntrustedorogramopensa le for writing for the rst time, SEEcopiesthe le
tothetemporaryle systemandredirectsall subsequerdccesset the le by untrustedorogramdgo the le
in thetemporaryle system.Whentheuntrustedporogram nishes, the userdecidesvhetherto committhe
datain thetemporaryle systembackinto theoriginal le systemWe view SEEasadualto ourapproach:
SEEallows all the untrustedprogramsto run throughcompletion,but it may not be ableto commit data
written by certainuntrustedprogramsbackto the original le system.On the otherhand,our framewvork
allows untrustedprogramso write datainto the le systemimmediately(we do not keepatemporary le
system)ut our framewnork may prohibit someuntrustecprogramsrom runningthroughcompletion.From
a more practicalperspectie, SEE implementedts approachon Linux andtestedit on trustedprograms,
while we implementedbur framewvork on Windows andtestedit on realmalwareprograms.Becausemost
malware programgarget Windows, our prototypeis a morecorvincing demonstratiorof this framevork's
e ectivenessn containingmalare.

Our work is alsorelatedto the generalisolation stratgy with virtual machineswhich provide an ef-
fective, reliable mechanisnfor isolatinguntrustedapplications. Therearetwo typesof virtual machines.
Type 1 virtual machinemonitorsrun on the hardwaredirectly. They achieve high performanceout provide
lessisolationandsecurity Type 2 virtual machinemonitorsrun on the operatingsystemwhich o ersex-
cellentisolationbut su ersfrom poor performanceKing et al. addedsupportfor Type 2 virtual machines
monitorsinto the Linux kernelfor achiering high performancg12]. However, usingvirtual machineso
executeuntrustedorogramshasits shortcomingsFirst, untrustedorogramsunninginsideavirtual machine
cannotaccesgesourcesreatedoy programsrunningoutsidethe virtual machine which may breakmary
programs. Second yvirtual machinesare expensve. To run eachuntrustedprogram,one needsto setup
a new virtual machineandinstall a completeoperatingsysteminside eachone,which takes considerable
humantime andsystenresources.

6.2 Logging and Recovery

Ourframework is inspiredby recovery-orienteccomputing(ROC), whichis aframework for recovering
from systemcomponenffailure and operatorerrors[17, 4]. It containsthreestages:rewind, repair and
replay Its threatmodelis thatany componenin the systemmay fail, andthatthe operatormay male a
mistale atary time. Sinceour goalis to rununtrustedprogramssafely we needadi erentthreatmodel:we
assumehatmostapplicationson the systemaretrustworthy, sowe canfocuson monitoringandlogginga
few untrustedapplicationsTherefore purframenvork hasamuchsmalleroverheador loggingandrecorvery.
Our framavork alsoavoids possiblyexpensve snapshotsequiredin ROC.

Logginghasbeenusedfor replayingsystemevents.ReMrt usedoggingfor intrusiondetection.lt runs
applicationsinside a virtual machineandlogs their events. Then, it analyzesntrusionsby replayingthe
loggedevents[7]. King et al. useslogging for deluggingoperatingsystemdq11]. They run an operating
systeminside a virtual machine,log all its events,and usethe logs to dehug the operatingsystem. We
uselogging for adi erentpurpose:we wantto recover the systemto a safestate,ratherthanreplaythe
events. Thisdi erencerequiresthat we designour logging systemdi erently If loggingis for replaying
all the events,oneneeddo take a snapshotf the systemandlog all the eventsafterward. During replay
he setsthe systemstateto the snapshoaindreplaysall the events. In contrast,if loggingis for recosering
the systemto a safe state,we do not needto take a snapshobf the system;we just needto log all the
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events.During recovery, we startfrom the currentstateof the systemandundoeacho endingeventin the
reversechronologicabrder In thisapproachwe have avoidedtakinga systensnapshotwhichmaybevery
expensve. Logginghasalsobeenusedfor systenrecovery. A log-structuredle systenm18] takesthisidea
even further: The entire le systemis in alog-like structure which speedsip both le writing andcrash
recovery. It in uencedthedesignof le systenrecoveryin ourframework.

In Windows, a usercantake a snapshoof theregistry, andrestoretheregistry to thesnapsholater The
user however, cannotiake asnapshotndrestorehe le system.Qurframeavorklogssu cientinformation
for recoreringall thereversiblesystenresourcessuchastheregistry andthe le system.A moreprominent
di erencas thatWindow's snapshot-basepproachs too coarse-graineecauset rolls backthee ects
of all theapplicationghatrun afterthe snapshotHowever, a usertypically runstrustedanduntrustedpro-
gramsin aninterlearedfashion thereforehedoesnotwantto roll backthee ectsof thetrustedapplications.
Ourframenvork o ersa ne-grainedsolution: It canroll backeachindividual applicationwithouta ecting
otherapplications.

Reparablele service(RFS)[23] usesa similar ideaof logging andrecovery to repaircompromised
network le seners,suchasNFS seners. It interposesa RFSsener betweenthe NFS sener andclients
for logging le updateoperationsandtheselogs canbe usedlater for rolling back theseoperations. It
is usedfor adi erentpurposefrom that of our approachandassuch,it is morecomplicated:It requires
modifying all the NFSclientsaswell asinterposingthe RFSsener betweerthe NFS sener andits clients.
Moreover, it logsall thewrite operationdy untrustedorocessesBecausof this,anadwersarialprocessan
DOS attackthe systemby repeatedlyewriting the samedatalocationmary timesto causenumerousogs.
In comparisonpur framewnork will only log the rst suchwrite operationby the adwersarialprocessand
therefords immunefrom sucha DOSattack.

Our logging mechanismemplo/s a simple tainting analysisto track trustworthinessof data. Similar
ideashave beenusedfor mary otherpurposesChow et al. proposedo usewhole-systensimulationwith
taintinganalysig¢o analyzehow sensitve dataarehandledn large programssuchasApacheandEmacq5].
Newsomeetal. useddynamictaintanalysisfor automatiadetectiorof overwriteattacksin processesBack-
Tracler [10] identi ed automaticallypotentialsequencesf stepsthat occurredin anintrusion. Starting
with a singledetectionpoint, it identi ed les andprocesseshatcould have a ectedthatdetectionpoint.
In comparisonpur framevork tracksthe propagatiorof untrusteddatafor preservingsystemintegrity and
removing maware.

6.3 Malwar e Detectionand Recovery

Securitymechanisméave threegoals: prevention,detectionandrecovery [3]. Malwareis hardto de-
tect, becauset is di cult to decideif a software programis malicious. One might staticallyanalyzethe
programto searchfor known patternsof malware,but this approactsu ersfrom two inherentlimitations:
(1) It cannotdetectnen malare; and (2) sophisticatednalware writers can craft polymorphicmalware
to escapssignature-basedetection. Although one canderive morerobust signaturedor detectingcertain
polymorphicmalware,thisis invariablyanarmsracebetweerthemalwarewritersandthedefender$6]. Al-
ternatvely, onecanmonitormalwareat runtimeandwatchout for maliciousbehaiors. Sincethis approach
needsuntimesignature®f malware,it su ersfrom similar limitations asstaticdetection.Recwery-based
approachesvercometheselimitations becausehey requireneitherstaticnor runtimemalwaresignatures.
They monitor an untrustedorograms execution,log the programs operationsandrecorer the systemby
reversingtheseoperationsisingtheirlogs.

Thereare mary commercialsolutionsfor protectionfrom malware. They focus on signature-based
detectionandrecorery. While suchsolutionsfor wormsand viruseshave beenaroundfor a while, anti-
spywaretools have only recentlybecomewide-spread Now, thereareliterally hundredsof tools available
onthelnternet[9]. Unfortunatelymary of thesetoolsinstall spywarethemseles. Howeshasconductedn
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in-depthsuney of the morelegitimateanti-sgywaretools[9]. He evaluatedthesetools againsia testsetof
malware programsandfoundthatno tool could nd andrecorer from the entiretestset. In fact, eventhe
besttools misseda quarterof the les installedby the spywareapplicationsLike all signature-basetbols,
thesecurrentcommerciabpplicationdack the ability to detectunknavn malware.

HijackThisis afreawaretool for helpingdiagnosemalwareinfections[8]. It inspectsa systems settings
in orderto helpdeterminevhatmalwareapplicationsareresideninit. It enumeratesegistry keys, con g-
uration les, andbrowserhelperobjects,amongothers. Throughvisualinspectionthe usercandetermine
if thesesettingsarelegitimateor if they aredueto malware. This approacthaslimitations andthetool is
mostly usefulfor helpingassessurrentsystenstate.

7 Conclusionsand Futur e Work

We have describedBack to the Future,a novel framevork for automaticallyremoving maware and
reparingits damageto the system. The framewvork preseres systemintegrity while the useris running
untrustedorograms andallows untrustedorogramso run aslong aspossibleuntil they may harmtrusted
programs.Theframavork achievesthesegoalsby monitoringuntrustedorograms|oggingtheir operations,
andusingthe logs to remose malware andto restoreinfecteddata. We implementedhis framewvork on
Windows andtestedburprototypeonrealspyware,adware, Trojanhorsesandemailworms. Comparingour
tool with two popularcommercialnti-malvaretools,we foundthatourtool could detectall the malware's
modi cationsto thesystemthatweredetectedy thecommerciatools,but thecommerciatoolsoverlooked
up to 97% of the modi cations thatwere detectedoy our tool. The CPU andstorageoverheadcausecdy
ourtool is acceptable.

Thereareinterestingdirectionsfor future work. Our frameavork currentlydividesall the applications
into two cateyories: trustedand untrusted.It doesnot track data ow amongdi erentuntrustedprograms.
Therefore,oncethe userdecidesto remave one untrustedorogram,all the otheruntrustedorogramsmust
be removred aswell. Under certainsituations,however, the usermay desirea ner-grainedcontainment
mechanismwheretheframavork would placeuntrustedapplicationsnto di erentcateyoriessothatit may
remove all the programsin one cateyory without having to remove ary programsin the other cateyories.
We areworking on extendingour framework to achiere this goal. In addition,althoughwe have focused
onrecovery in this paperthe framevork alsoprovidesa foundationfor developingotherdefensesWe are
studyinghow to usethelogsgeneratedby the framavork for analyzinganddetectingmalare.

References

[1] NortonAntiVirus. http://www.symantec.com/ avcenter/ .
[2] Spybot. http://www.safer-  networki ng.org/e n/i ndex.html .
[3] Matt Bishop. ComputerSecurity:Art and Science Addison-Wésley, 2003.

[4] AaronB. Brown andDavid A. Patterson.Undofor operators:Building an undoables-mail store. In
Proceeding®f the 2003AnnualUSENIXTednical Confeence 2003.

[5] Jim Chow, BenPfa , Tal Gar nkel, Kevin ChristopherandMendelRosenblum.Understandinglata
lifetime via whole systemsimulation. In Proceedingf the USENIXSecuritySymposiumAugust
2004.

[6] M. ChristodorescandS. Jha. Testingmawaredetectorsin Proceeding®f the InternationalSympo-
siumon Softwae Testingand Analysis(ISSTA 2004) 2004.

15



[7] GeogeW. Dunlap,Samuell. King, SukruCinar, MurtazaBasrai,andPeterM. Chen.Revirt: Enabling
intrusionanalysighroughvirtual-machindoggingandreplay In Proceeding®fthe2002Symposium
on Opemting System®esignand ImplementatiofOSDI), 2002.

[8] HijackThis! http://www.spychecker.com/ progranthij ackthis .html ,2005.
[9] EricL. Howes. Anti-spywaretesting.InternetArticle, 200.

[10] SamuelKing and PeterChen. Backtrackingintrusions. In Proceedingsf the 2003 Symposiunon
Opemating System#®rinciples(SOSP)2003.

[11] SamuelKing, Geoge Dunlap, and PeterChen. Dehugging operatingsystemswith time-traveling
virtual machinesIn Proceeding®f the 2005AnnualUSENIXTecnical Confeence 2005.

[12] SamuelT. King, Geoge W. Dunlap,and PeterM. Chen. Operatingsystemsupportfor virtual ma-
chines.In Proceeding®f the 2003AnnualUSENIXTednical Confeence June2003.

[13] Z.Liang,V.N. VenkatakrishnargndR. Sekar Isolatedprogramexecution:An applicationtransparent
approachor executinguntrustedorograms. In AnnualComputerSecurityApplicationsConfeence
2003.

[14] Mark Russin@ich andBryce Cogswell. Descriptionof regmontool. http://www.sysinternals
com/ntw2k/source/regmon. shtml .

[15] GaryNebbett.WindowsNT/2000Native AP Refeence Que,2000.

[16] Onein ThreeComputerdHasMaliciousCode.http://www.marketingvox.co  m/archi ves/ 2004/
10/06/one_in_three_compu ters _has_madici ous_code, 2004.

[17] D. A. PattersonA. Brown, P. Broadwell,G. CandeaM. Chen,J. Cutler, P. Enriquez A. Fox, E. Kici-
man,M. MerzbacherD. OppenheimemN. SastryW. Tetzla , J. TraupmanandN. Treuhaft.Recorery-
orientedcomputing(roc): Motivation, de nition, techniques.and casestudies. TechnicalReport
UCB//CSD-02-1175,UC Berkeley ComputerScience2002.

[18] MendelRosenblumandJohnK. Ousterhout. The designandimplementatiorof a log-structuredle
system.ACM Transaction®on ComputerSystemsl0(1):26-52,1992.

[19] JeromeSaltzerandMichael SchroederThe protectionof informationin computersystems.Commu-
nicationsofthe ACM, 17(7),1974.

[20] Stefan Saroiu, Steven D. Gribble, andHenry M. Levy. Measuremenand analysisof spywarein a
university ervironment. In Proceedingsof the First Symposiunon Networled System®esignand
Implementatiorn NDSI'04, March2004.

[21] WeigingSun,ZhenkaiLiang,V.N. VenkatakrishnargandR. Sekar One-wayisolation:An e ectve ap-
proachfor realizingsafeexecutionervironments.ln Proceeding®f Networkand Distributed Systems
SymposiunfNDSS) 2005.

[22] Sven B. Shcreiber. UndocumentedMndows 2000 Secets: A Programmers Cookbook volume 1.
Addison-Wesleg/, UpperSaddleRiver, NJ, 1stedition,2001.

[23] NingningZhuandTzi-Cker Chiueh.Design,mplementationandevaluationof repairablele service.
In Proceeding®fthe2003InternationalConfeenceon Dependablé&ystemandNetworkg DSN'03),
2003.

16



