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Abstract— It is a commonly held belief that IPv6 provides
greater security against random-scanning worms by virtue of
a very sparseaddressspace.We show that an intelligent worm
can exploit the dir ectory and naming services necessaryfor the
functioning of any network, and we model the behavior of such
a worm in this paper. We explore via analysisand simulation the
spread of such worms in an IPv6 Inter net. Our results indicate
that such a worm can exhibit propagation speedscomparable to
an IPv4 random-scanningworm. We develop a detailedanalytical
model that reveals the relationship betweennetwork parameters
and the spreading rate of the worm in an IPv6 world. We also
develop a simulator based on our analytical model. Simulation
resultsbasedon parameterschosenfr om real measurementsand
the curr ent Inter net indicate that an intelligent worm can spread
surprising fast in an IPv6 world by using simple strategies.The
performance of the worm dependsheavily on these strategies,
which in tur n depend on how secure the dir ectory and naming
servicesof a network are. As a result, additional work is needed
in developing detection and defensemechanismsagainst futur e
worms, and our work identi�es dir ectory and naming services
as the natural place to do it.

Keywords: StochasticProcesses/QueuingTheory, Simula-
tions, Worm Propagation.

I . INTRODUCTION

In recentyears,the Internethasbeenplaguedby a number
of worms[1], [2], [3], [4]. Many of thesewormsuserandom
addressscanningto identify new hoststo infect.TheSlammer
[5] andWitty [6] wormsamplydemonstratedtheeffectiveness
of this brute force techniquein spreadingat time scalesthat
do not permit humanreactionand make automatedreaction
very dif�cult. Arguably, the effectivenessof randomscanning
owesto thefactthat IPv4 addressesareonly 32 bits long, thus
allowing for anfastexhaustivesearchof all possiblehosts,and
the relative population(host)densityin this space.

Following this reasoning,it is natural to expect that the
eventualadoptionof IPv6 [7] will affect thepropagationspeed
of scanningworms. In particular, the 128-bit IPv6 addresses
should make it considerablymore dif�cult for a worm to
�nd new targetsthroughrandomselection.Assumingthat the
total numberof hostson the Internet does not increaseby
a similar factor, the work factor for �nding a target in an
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IPv6 Internet will increaseby approximately296, rendering
random scanning prohibitively expensive. Note that email
worms, which use the addressbooks and other information
residenton infectedmachinesto identify new targets,will not
be affectedby the adoptionof IPv6.

However, we believe that future worms are likely to use
other, more effective strategies in identifying and targeting
likely targets. In particular, we expect worms to use a two-
level scanninghierarchy, wherebydifferent mechanismsare
usedwhenscanningacrosssubnetsandwhenscanninginside
subnets.This approach,which hasalreadybeenusedby some
worms[2], [8], exploits thefactthatscanningandpropagation
speedsinsidea local network areconsiderablyhigher, due to
lower latency and higher bandwidth.In an IPv6 network, a
secondconsiderationis the easeof locating additional likely
targets once one node on the network has been infected.
For example, routing protocols, Windows service location
announcements,neighbordiscovery caches,andhostcon�gu-
rationandlog �les canbe usedto identify additionalhostson
thelocal network. Thus,themainobstaclefacedby a scanning
worm in IPv6 is how to locatevalid networks, andat leasta
small numberof hostsin thosenetworks.

One strategy we identify is DNS randomscanning, i.e., a
worm that guessesDNS namesinsteadof IP addresses,and
usesthe DNS infrastructureto locatelikely targets.Although
the inherentcost of a DNS query can be signi�cantly larger
than that of a simple probe at a randomaddresses,we �nd
throughsimulationsthat a worm that pipelinesDNS queries
and attemptsinfectionsasynchronously(i.e., as DNS replies
are received) can exhibit propagationspeedsvery close to
thoseof random-scanningwormsin the currentIPv4 Internet.
This is a particularly surprisingand worrisome�nding, as it
greatlydiminishestheprospectof inherentlybettersecurityin
an IPv6 Internet.After our submissionof this paper, onesuch
worm appearedin the IPv4 Internet,namedMyDoom [9].

Our analyticalmodelsindicatethatthespreadof suchDNS-
basedworms is greatly in�uenced by the variance of the
fractions of hostscurrently infected in varioussubnetworks.
Thehigherthevariance,theslower is thegrowth. Thus,a fast-
spreadingworm should spreadout as uniformly as possible
acrossdifferentsubnets,andhenceit needsan effective strat-
egy for identifying vulnerablehostsin different subnets.Our
resultsalso demonstratethat the speedof spreaddependsto
a greatextent on the strategy employed in locatingadditional



targetswithin a network oncea hosthasbeeninfected.Hence,
securityshouldbe tightenedagainststrategiesthat allow easy
or unauthorizedaccessto valid IPv6 addressesin a local
network.

Thus, we believe that further researchis neededin de-
veloping mechanismsfor detectingand respondingto fast-
spreadingworms. One natural initial counter-measureto the
“DNS worm” is to install anomalydetectioncapabilitiesclose
to DNS servers. This will help in identifying likely worm
infestationsby measuringtherateatwhichhostsgenerateDNS
queries,althoughit is unlikely to eliminatetheworm problem
by itself. While the scenariothat we study in this paper
concernsDNS and IP addresses,the generalprinciplesapply
to any situationwhere “targets” are identi�ed by employing
a directory or searchservice.We hope that our work will
incentivize additionalwork in the areaof worm detectionand
countermeasures.

Paper Organization: The remainderof this paperis orga-
nized as follows. SectionII gives a brief backgroundon the
DNS infrastructure,along with a simple analyticalmodel for
the costof queries.SectionIII discussesthe DNS worm, and
modelsits propagationspeed.SectionIV brie�y describesthe
simulatorwe usein SectionV, which containsour resultson
projectedworm propagationusingboth mathematicalmodels
and the DNS worm simulator. SectionVI discussesrelated
work on worm detectionanddefenses.We concludethepaper
with SectionVII.

I I . BACKGROUND ON DNS

DNS providesa mappingfrom alphabeticaldomainnames
to the numerical IP addressesused to identify hosts in the
Internet.The DNS architectureis a hierarchyof distributed
“name-servers” that contain databasesof name-to-IPmap-
pings.In a typical DNS query, a client needsto obtainthe IP
addressfor a distanthost it needsto contact.It �rst contacts
the local “resolver”, a DNS server in the samedomainasthe
client.This resolver thencontactsoneof theroot name-servers
that areat the top of the DNS hierarchy. The resolver is then
recursively referredto a successionof name-serversdown the
hierarchyuntil it queriestheauthoritativename-serverfor the
hostnameto be resolved. The authoritativename-serverthen
repliesto the local resolver with the requiredIP address.The
local resolver thensendsit to theclient andalsocachesa copy
for immediateretrieval in caseof further queriesfor the same
hostnamefrom a client in thedomainfor which it is the local
resolver. The logical path taken by a typical DNS query is
shown in Figure1.

The time taken for a DNS query consistsof round-trip
delaysbetweenthe local resolver and the client and also the
round-trip delaysbetweenthe local resolver and the name-
serversqueried.In mathematicalform,

d = dlocal + dinter net (1)

wheredlocal is the round-tripdelaybetweentheclient andthe
resolver and dinter net is the elapsedtime betweenthe time

Fig. 1. A typical DNS Query path: C is the client. D 1 is the local DNS
resolver, D 2 ; D 3 ; D 4 areDNS serverswith D 4 the authoritative DNS server
for hostH .

theresolver issuestheDNS queryto theroot name-server and
thetime it getstheresponsebackfrom theauthoritativename-
server. The delaydinter net may consistof round-triptimesof
communicationamongstmultiple pairsof hosts.Theseround-
trip delaysin turn dependon a multitudeof factors:

1) Timeouts and Retransmissions: Packet lossesdue to
congestionin the network may trigger retransmissionsthat
increasethe DNS delay. If a DNS query packet is lost,
typically the client waits for a timeout T before sendinga
retransmission.If pr is the loss probability (and hencethe
retransmissionprobability), then the expectedDNS delay for
a query is

dav = dlocal + dinter net +
pr T

1 � pr
(2)

We assumethat the local resolver resides in the same
subnetwork as the client and so the delaydlocal is not much
affectedby the load on the DNS servers.

2) DNS Cache Hit/Miss: The hostnameto be resolved
may alreadybe presentin the cacheof the local resolver, in
which casethe DNS delay is considerablyless. In essence,
from theclient'sperspective,theDNS delaydependson (i) the
CacheHit/Miss probabilityand(ii) Congestionin the Internet
(which may affect the round-tripdelays).

If pD C H is the probability of a DNS cache hit when
resolving a hostname,then the averageDNS delay may be
written as

dcached
av = pD C H � dlocal + (1 � pD C H ) � dav

= dlocal + (1 � pD C H )

: (dinter net +
pr T

1 � pr
) (3)

I I I . WORM PROPAGATION MODEL

A. RandomScanning

In a typical randomscanningworm (such as versionsof
CodeRedandSlammerworm) propagatingin anIPv4 Internet



space,each worm instancegeneratesrandom IP addresses
and tries to infect the host with that IP address.Various
earlier works [10], [11] have modeledthis randomscanning
worm using a simple epidemic model. The assumptionis
that any Internethost is either vulnerableto infection or has
alreadybeeninfected,in which caseit contributesto theworm
propagationby infecting other machines.Also, once a host
has been infected, it remainsinfected. The classicalsimple
epidemicmodel is given by the equation:

dI (t)
dt

= � I (t)[N � I (t)] (4)

where � is the pairwise rate of infection [12]. At t = 0,
I (0) hostsare infectedand start the processof infecting the
remainingN � I (0) hosts.

� is given by � = �

 where� is the scanrateof the worm

and 
 is the scanningspace.For instance,in the caseof the
Slammerworm [5], each infected host sent out 4000 scans
per secondandhence� = 4000=s. Sincethe Slammerworm
generatesrandom IP addressesfrom the whole IPv4 space
consistingof 232 IP addresses,we have 
 = 232.

In an IPv6 Internet, random scanning worms run into
insurmountableproblemssincethe scanningspace
 is huge
for IPv6. This resultsin extremelylow valuesof the pairwise
infection rate � and hencevery slow propagationfor worms
that propagateat reasonablespeedsin IPv4.

Thefractionof infectedhostsat any giventime t is denoted
by a(t) = I ( t )

N . The dynamicsof a follow an equationsimilar
to Equation(4).

B. TheDNSWorm

The DNS Worm overcomesthis obstacleby not relying
on randomscanning.The DNS worm usesDNS queriesto
�nd active IP addressesin the sparseIPv6 addressspace.It
consistsof two parts.At the back-endis an addressgenerator
thatgeneratesstringswhich might beactualhostnameson the
Internet.The front-endthen usesDNS resolutionto �nd the
correspondingIP address,which is thenattackedandinfected,
if deemedvulnerable.

1) String Generation: The DNS Worm back-endconsists
of a string generatorthatgeneratesstringswhich areprobable
namesof actual hosts on the Internet. Internet hostnames
are typically madeup of commonwords separatedby dots
(e.g., www.yahoo.com).Most of thewordsusedaredictionary
words;somepre�xesandsuf�x essuchas“www” and“.com”
respectively, even thoughnot dictionarywords,areextremely
common. Thus, a smart DNS Worm can use a form of
dictionary attack to generateprobable Internet hostnames.
Apart from dictionary-basedstringgeneration,a worm canuse
websearchenginesto gathervalid hostnames,andin particular
server names.Still more hostnamesthat are not necessarily
webserversandhencedo not show up on websearchengines,
can be retrieved from other public accessInternet locations
suchasGooglegroups,mailing lists,etc.Recently, a variantof
anemailworm known asMyDoom, harvestedemailaddresses
by sendingsearchqueriesto popularweb searchenginesas

it spread[9]. This slowed the searchenginesconsiderably,
in some casestotally knocking them out y. Another worm
called Santyusedthe searchengineGoogle to �nd websites
containingonlinebulletin boardsrunninga vulnerableversion
of the widely usedPHPBulletin Board(phpBB)software.By
usingsimilar sophisticatedtechniques,thestringgeneratorcan
produceactualhostaddresseswith high probability.

We denote the set of all possiblestrings which can be
producedby thestringgeneratoras� . Thesubsetof � thatare
actualhostaddressesis denotedby � tar get . An instanceof the
DNS Worm thatusesthestringgeneratorto produceprobable
host addressesand then tries to infect the valid addressesis
only ableto infect hostsfrom the set� tar get . Naturally, there
are still valid Internet host addressesthat lie outside � but
which cannotbe producedby the string generatorand as a
consequencecannotbe infected. Thus, from the view of the
DNS Worm, the vulnerablehostson the Internetareonly the
hostswith addressescontainedin stringset� tar get . Hencefor
all analyticalpurposes,N = � tar get .

The DNS Worm operatesby iteratingover two steps:
� Generatea new probablehostnameusingthe string gen-

erator.
� Resolve theprobablehostnameby initiating aDNSquery.

If a valid IP addressis returned,it implies that there is
an actual Internet host with this name.In this casethe
host is attacked and infected.The DNS query may also
result in no correspondingIP addressbeingfound.

For a stringproducedby thestringgenerator, theprobability
of it beinga valid hostnameis

� =
� tar get

�
(5)

Note that we assumethat all these� tar get hostshave the
vulnerability which the DNS Worm exploits. In caseonly
somefraction of the � tar get hostshave the vulnerability, the
parameter� canbe scaledaccordingly.

2) EffectiveScanRate: For eachscanthat the DNS Worm
performs,it hasto performa DNS queryand, if the query is
successful,infect the resultingIP address(if vulnerable).The
total time taken in the processis the sum of the DNS delay
andthe infection time. On theotherhandif theDNS queryis
unsuccessful,the worm immediatelystartsgeneratinga new
string for the next probableinfection. Hencethe total time is
just the DNS delay. Sincethe DNS query was unsuccessful,
thestringwasnot a valid hostnameandhencecannotbefound
in theDNSDomain-LocalCache.Therefore,theaveragedelay
for suchqueriesis dav (a). The averagedelay for successful
queriesis dcached

av (a) + � f where � f is the averageinfection
time.

Note that thesedelays are a function of a, the fraction
of infectedhosts(as de�ned in SectionIII-A), since,as the
numberof infectedhostsgoesup, sodoestheDNS traf�c due
to the wormsand hencethe load on the DNS servers,which
in turn affects the DNS delays.

y Notethat this occurredafterthesubmissionof this paperto Infocom2005.



As observed in Equation(5), the probability of querying
for valid hostnames(andhenceof successfulDNS queries)is
givenby � . Theeffective averageDNS delayfor a worm then
becomes

def f (a) = � (� f + dcached
av (a)) + (1 � � )(dav (a)) (6)

Hencethe effective scanrateof theDNS worm is givenby

� (a) =
1

� (� f + dcached
av (a)) + (1 � � )(dav (a))

(7)

3) DNS Worm Propagation Rate: We now derive the dy-
namicsof a, thefractionof infectedmachines.Recallthata is
the fractionof “vulnerable”machinesthathave beeninfected.
If I (t) is the numberof machinesinfected at time t, then
(sincefrom the point of view of the DNS Worm the number
of vulnerablemachinesis � tar get ) we have a(t) = I ( t )

� tar g et .
Consideran in�nitesimal time period� . If theaveragescan

rate of infectedmachinesis � , then in time � , I (t) machines
canperform� � I (t) numberof scans.Out of these,since� =
� tar g et

� is the probability of a DNS Worm producinga string
which is a valid Internet host, the numberof scans(and so
the numberof DNS queries)that returna valid IP addressare
� � � I (t). Sincea fraction of the vulnerablehostsare already
infected, the probability of an IP addressretrieved using a
DNS querybelongingto a still uninfectedhost is 1 � a(t).

Hencethe new infectionsin time period � are

I (t + � ) � I (t) = � � � I (t) � (1 � I ( t )
� tar g et )

) dI ( t )
d( t ) = � � I (t) � (1 � I ( t )

� tar g et )

Sincea(t) = I ( t )
� tar g et , we have

_a = � � a(1 � a)

III-B.2 shows how � alsovarieswith a. Thus,we have the
differentialequationgoverningthe dynamicsof a given by:

_a =
� a(1 � a)

� (� f + dcached
av (a)) + (1 � � )(dav (a))

(8)

C. Modeling the DNSarchitecture and the ResultingDelays

The DNS architectureconsists of a hierarchy of DNS
servers that respond to DNS queries. At the top of the
hierarchyaretheRootDNS servers.Most of theDNS queries
that are not locally resolved are at �rst directed to one of
theseRoot DNS servers. During periodsof fast propagation
of the DNS Worm, the number of DNS queries increases
dramatically, possibly overloading the Root DNS servers,
whichthenbecomethebottleneck.TheRootDNSservershave
a boundedprocessingpower. To studytheboundedthroughput
behavior of RootDNS servers,we modelthemasanM/M/1/K
queuingsystem.This is just a �rst orderapproximationandin
no way implies that the actualRoot server behavior follows
the M/M/1/K queuingmodel.

The queuingsystemservesDNS queriesand hasan expo-
nential servicerate given by � . K is the maximum number
of queriesthat canbe present(eitherwaiting or beingserved)
in the queuingsystemat a given time. During times of high

load, not all queriescan be served. Many of the querieswill
be droppeddueto buffer exhaustionin the queuingsystem.

If � is thearrival rateof queries,thentheprobabilityof the
queuehaving i querieswaiting to be served is given by

� (i ) =
(1 � � )� i

1 � � K +1 (9)

where� is the load on the systemand is given by � = �
� .

The expectedprobability of a query being droppeddue to
buffer exhaustionis given by

E[loss] = � (K ) =
(1 � � )� K

1 � � K +1 (10)

Queries are acceptedin the system when the M/M/1/K
queueis not full. The meanexpectedresponsetime of only
the acceptedqueriesis thengiven by

E[X a ] = E [X jaccepted] =
E[X ]

1 � E [loss]

=
1

1 � � (K )
1
�

K � 1X

i =0

(i + 1)� (i )

=
1
�

[
1

1 � �
�

K � K

1 � � K ] (11)

For the specialcaseof � = 1, we have

� (i ) � =1 = Lim� ! 1
(1 � � )� i

1 � � K +1 =
1

K + 1

E[loss]� =1 = � (K ) =
1

K + 1

E[X a ]� =1 =
E[X ]� =1

1 � E [loss]� =1
=

K + 1
2�

(12)

The query arrival rate � dependson how many hostsare
sendingDNS queries.Thehigherthenumberof infectedhosts,
the more DNS querieswill be received by the name-servers.
Hence� will increasewith a, the fraction of infectedhosts,
which in turn implies that E [X a ] and E[loss] are functions
of a. If � is the scanrate of infected hosts,then � (a) will
be the numberof infectedhoststimes the scanrate. That is
� = aN � . Thus,we have

� (a) =
aN �

�
(13)

D. DNSWorm Propagation Revisited

FromEquation(8), weseethattherateof wormpropagation
dependson DNS delayvaluesdav (a) anddcached

av (a) that are
given by Equations(2) and(3).

Thesystemof RootDNS serversis modeledasanM/M/1/K
queuingsystemin sectionIII-C. The expectedresponsetime
of the queuing systemfor acceptedqueriesis thus a good
measureof the averagetime spentby a typical DNS query
in the Internet.Using Equation(11) we have dinter net (a) =
E[X a ].

The expectedprobability of a DNS query being dropped
in the M/M/1/K queuing model is a good measureof the
retransmissionprobabilityof aDNS queryby theworm.Using



Equation(10), we have pr (a) = E[loss]. Note that dinter net

and pr are functionsof a, sinceE[X a ] and E[loss] are also
functionsof a.

Using Equations(2) and(3), we have

dav (a) = dlocal + dinter net +
pr T

1 � pr

= dlocal + E[X a ] +
pr T

1 � pr

= dlocal +
pr T

1 � pr

+
1
�

[
1

1 � �
�

K � K

1 � � K ] (14)

dcached
av (a) = dlocal + (1 � pD C H )(dinter net +

pr T
1 � pr

)

= dlocal + (1 � pD C H )(E [X a ] +
pr T

1 � pr
)

= dlocal + (1 � pD C H )(
pr T

1 � pr

+
1
�

[
1

1 � �
�

K � K

1 � � K ]) (15)

where� = aN �
� .

Finally, we have the rateof propagationof the DNS Worm
given by

_a =
� a(1 � a)

� (� f + dcached
av (a)) + (1 � � )(dav (a))

(16)

wheredav (a) anddcached
av (a) aregivenby Equations(14) and

(15).

E. TheTwo-level Model

Theepidemicmodelof a uniform scanningworm described
in III-A does not capture the behavior of many existing
worms that differentiatethe IP addressesof the sameIPv4
subnetto arbitraryIP addresses(e.g., CodeRed2).This locality
propertybecomesmuchmoreimportantin IPv6 networks.The
local IPv6 addressspaceis alreadytoo large for a worm to
performrandomscansjust by guessingIP addresses.However,
there are many more ef�cient ways to �nd a host in the
local network. Routing protocols,Windows service location
announcements,neighbordiscovery caches,and host con�g-
uration and log �les can be exploited to identify additional
hostson the local network.

In the previous sections,we proposedto usename-servers
to searchfor hosts in an IPv6 Internet,which is much less
ef�cient thanpossiblemethodsthatexplore the local network.
An effective IPv6 worm has to considerthe locality of the
Internetandusedifferentpropagationmethods:a global scan
methodand a local scanmethod.The global scanmethodis
inef�cient but necessary, becauseit cancover a large portion
of the total populationof the vulnerablehostson the Internet.
The local scan method is ef�cient but can only discover
vulnerablehostson the local network. This resultsin a much
higherinfection rateto hostsin the local network thanagainst

arbitraryhoston the Internet.As a result,we usea two-level
model to describethe propagationof an IPv6 worm.

Supposethepopulationof vulnerablehostsin local network
i is N i . For an infectedhost in this local network, let 
 i be
the searchspaceof addressesof local scans.Quantity 
 i is
not necessarilyvery large; it canbe just the populationof all
(vulnerableand non-vulnerable)hostson the local network.
Supposetherearen suchlocal networks on the Internet,and
the total vulnerablehostson the Internet is N =

P n
i =1 N i .

Let 
 be the searchspacefor global scans,that is actually
the cardinality of the set of namesthat we feed to name-
servers.Clearly, we canassumea very large 
 , muchgreater
than

P n
i =1 
 i , althoughit may be much less than 2128, the

cardinalityof the IPv6 addressspace.We denoteby � i and �
thelocal andglobalscanrates.For a worm usingpurerandom
scanning,� i is greaterthan � due to shorterround-trip times
andgreateravailablebandwidthwithin a local network. With
a DNS Worm, � i can be much greaterthan � due to DNS
delays.The ratesat which an individual hostin local network
i is locally and globally scannedare (� i =
 i )I i and (� =
) I
respectively. Therefore,the infection rate of a new host in
local network i is

Ri =
�

� i I i


 i
+

� I



�
(N i � I i ) : (17)

It is not surprisingthat the locality considerablyaffectsworm
propagation– in fact, we can analyzeit with a continuous
modelderived from (17), which is

dI i

dt
=

�
� i I i


 i
+

� I



�
(N i � I i ) : (18)

Let A i = I i =N i be the fraction of infected hosts,and also
assumeall local networks arehomogeneous,i.e, all N i 's, � i 's
and 
 's are respectively identical and N i = N=n. Then,we
obtain

dAi

dt
=

0

@� i N i


 i
A i +

�



nX

j =0

A j N j

1

A (1 � A i ) (19)

=

0

@� i N i


 i
A i +

� N



0

@1
n

nX

j =0

A j

1

A

1

A (1 � A i ) : (20)

Summingon both sidesover i = 1; : : : ; n, andobservingthat
the global fraction of infected host a = 1

n (
P n

i =1 A i ), we
obtain

da
dt

=
1
n

nX

i =0

2

4

0

@� i N i


 i
A i +

� N



0

@1
n

nX

j =0

A j

1

A

1

A (1 � A i )

3

5

=
� i N i


 i

 
1
n

nX

i =0
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!

+
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� N
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n

nX

i =0

(A i � a)2

!

= � a(1 � a) �
� i N i
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1
n

nX

i =0

(A i � a)2

!

; (21)

where � =
�

� i N i

 i

+ � N



�
is the sum of infection rates of

globalandlocal scanning,andit is identicalfor all i 'swith our
assumption.Notethatthelast item in (21) is theproductof the
local infection rate � i N i =
 i and the varianceof A i 's, which
is non-negative.If all subnetshave identicalnumbersof initial
infectedhosts,this item is zeroandthemodelis simpli�ed to
the simple epidemicmodel. With a variation of fractions of
infectedhostsin local networks, the global averageinfection
rate will decreaseby a rate proportional to the varianceof
fractions.

IV. THE DNS WORM SIMULATOR

We use a simulator to analyze the propagationof IPv6
worms with the models in SectionIII. There may be thou-
sandsto millions of vulnerablehosts on the Internet, so it
is impossibleto simulate them individually. Even if we do
not considercomputationalcomplexity, it is hard to identify
representative con�gurations. For this reason,we simulate
eachlocal network asa group.In our simulation,we consider
the scanof each infected host as a stochasticprocess.The
time betweentwo scansis randomand may satisfy certain
distributions. We assumethe scanningprocessesof different
hostsarefairly independent.For wormsusingmulti-threading,
we considereachthreadasan independentstochasticprocess.
The probabilitiesthat global andlocal scansfrom an infected
host reach a certain vulnerable host are 1=
 i and 1=
 ,
respectively, andareboth very small. Then,regardlessof the
natureof the infection mechanism,the stochasticprocessfor
the numberof a local network is closeto a Poissonprocess
with rate Ri , due to many Bernoulli selectionswith small
probabilities and the summationof independentprocesses.
With this assumption,we simulatethe worm propagationby
dividing the whole Internet into n counting processesthat
representn local networks.Eachcountingprocessis a Poisson
processwith a changingrate, which is R i for the i -th local
network. We assumethereis an initial populationof infected
hostsanddenoteit by I 0 =

P n
i =0 I 0

i .

V. SIMULATION EXPERIMENTS

In this section,we study the propagationratesof various
kindsof DNSwormsbasedonourmodelin theearliersections
and the effect of variousparameters.

Althoughtheaddressspaceof IPv6 is 296 timesgreaterthan
that of IPv4, the total numberof hostson an IPv6 Internetis
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Fig. 2. Comparisonof various versionsof DNS-Slammerworms vs the
original Slammerworm propagatingin IPv4

expectedto be only a few ordersof magnitudegreaterthan
what it is now.

Table I shows the various parametersrelated to two dif-
ferent well-studiedworms, Slammerand CodeRed.We use
DNS Worm parameterscomparableto SlammerandCodeRed
parametersin evaluatingthe propagation.

We de�ne two different types of DNS Worms. The �rst,
referredto as DNS-BasicWorm, incurs only constantDNS
delaysfor all its DNS queries.Theotherversion,referredto as
DNS-AdvancedWorm, incursDNS delaysbasedon the DNS
delaymodeldescribedin III-C. The SimulatorusesEquation
(16) to simulatethepropagationof theDNS-AdvancedWorm.

The DNS Worm alsohasparameterssuchasthe maximum
numberof vulnerablemachinesN , which are commonwith
earlier IPv4 wormssuchasSlammerandCodeRed.We refer
to DNS-Slammeras the worm that has all such common
parametersthe sameas the Slammerworm. Similarly, the
DNS-CodeRedworm hasall thecommonparametersthesame
as the CodeRedworm. This is further shown in Table I.

We can have combinationsof DNS Worm characteristics.
For example, DNS-Basic-Slammeris the DNS Worm with
SlammerparametersandconstantDNS delays.

For the simulation of the DNS-AdvancedWorm, we also
needthe valuesof the DNS model parameters� and K . We
choosethemto be � = 5 � 104=secondandK = 1000.

A. Comparisonwith IPv4 Worms

We now examine how the DNS Worm propagatesin the
IPv6 Internet space, compared to earlier worms such as
SlammerandCodeRedin the IPv4 Internetspace.

Figure 2 shows how the DNS Worm propagationin IPv6
compareswith that of the Slammerworm in an IPv4 envi-
ronment.The DNS-Slammer-Basic worm (DNS Worm with
Slammer parametersand constantDNS delays) is able to
propagatealmostasfastastheSlammerworm. The two-level
DNS-Slammer-Basic worm has an additional local-subnet
propagationrate that makesit extremely fast.Thus, it is able
to infect all the vulnerablehostsin asfew as20 seconds.The
DNS-Slammer-Advancedworm doesslow itself down dueto



TABLE I

PARAMETERS TABLE: VARIOUS PARAMETERS USED BY THE WORMS AND CORRESPONDING VALUES FOR SLAMMER AND CODERED WORMS AS

IDENTIFIED IN STUDIES (FOR SUBSECTIONSV-A AND V-B ONLY)

Parameter Description SlammerValue CodeRedValue DNS-SlammerValue DNS-CodeRedValue
� i ScanRate 4000/ second 358 / minute 4000/ second 358 / minute
N Vulnerablehosts 75000 360000 75000 360000
n Subnetworks N/A N/A 7500 36000

N i Hostsin eachsubnetwork N/A N/A 10 10
� Probabilityof successfulscans 75000/232 360000/232 1/50 1/50
I 0 Initially infectedhosts 10 10 10 10
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Fig. 3. Comparisonof various kinds of DNS-CodeRedworms with the
Original CodeRedworm propagatingin IPv4

increasingDNS delaysas the infection increases,but is able
to propagatecomparablywith the Slammerworm during the
initial stagesof infection.

Figure 3 shows results for the same experimentsusing
CodeRedworm parametersfor all the worm models. It is
interestingto note that the DNS-CodeRed-Basicworm now
propagatesmuch faster than the CodeRedworm. This is
becauseCodeRedworm hasa muchsmaller� (probability of
successfulscan)thanDNS-CodeRed-Basicworm. The DNS-
CodeRed-Advancedworm still propagatesmuch faster than
the CodeRedworm. Note that the x-axis in Figure 3 is in
log-scale,sincethe two-level worm is muchfasterthanother
worms.

B. Effect of MaximumThroughput

In our DNS Worm modelexplainedin III, we observe that
the worm propagationrate given by Equation(16) depends
on the DNS architectureparameters� and K , which are
respectively themaximumthroughputof DNS queriesthat the
DNS architecturecan handleand the maximum backlog for
the queriesthat the systemcanhold at a given time.

In this simulation,we explore the effect � andK have on
the propagationrateof the DNS Worm. For this purpose,we
choosevariousvaluesof � andK andsimulatethepropagation
of the DNS-Advancedworm. Figure 4 shows how � and K
affect thepropagationrateof theDNS-Advancedworm.Figure
5 shows thesamesimulationsdonewith CodeRedparameters
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with similar resultsandobservations.
As we can see,K doesnot have much of an impact on

the propagationfor worm models with the same� value.
On the other hand, increasedthroughput� helps the worm
to propagatefaster. For comparisonpurposes,we also show
the propagationof a DNS-Basicworm that hasconstantDNS
delaysand hencedoesnot dependon � and K values.The
interestingthing to note is that the shapeof the propagation
curvesfor DNS-Advancedworm modelsis verydifferentfrom
the DNS-Basicworms. We observe a break-off point where
the worm propagationsuddenlyslows down. This is due to



TABLE II

PARAMETERS TABLE: VARIOUS PARAMETERS USED BY THE ONE-LEVEL

AND TWO-LEVEL WORMS (FOR SUBSECTIONS V-C AND V-D ONLY)

Parameter Description Value
� Global ScanRate 0.5 / second
� i Local ScanRate 1 / second
N Vulnerablehosts 108

n Subnetworks 104

N i Hostsin eachsubnetwork 104

� Probabilityof successfulscans 1/50
I 0 Initially infectedhosts 1000

the saturationof the queuefor the M/M/1/K queuingsystem
describedin III-C; furthermore,the high numberof queries
generatedby thespreadingworm actsasa negative feedback,
self-regulating the spread.This points to a possibledefense
mechanism,limiting the throughputof the DNS servers to
reachthe break-off point as early as possible.On the other
hand,it is also likely to result in poor performanceof DNS
lookups for legitimate users.One possibleansweris better
anomalydetectorsat DNS servers. Deploying them only at
the root DNS servers may be suf�cient, dependingon their
accuracy.

C. Effect of Initial Varianceon Propagation Rate

Section III-E shows that the two-level worm propagation
rate is affectedby the varianceof numberof infectedhosts
in differentlocal subnetworks.Here,we examinetheeffect of
initial variancein thedistribution of infectedhostsin the local
subnetworkson thepropagationrateof theDNS-BasicWorm.

For this experiment,we set the total numberof vulnerable
hoststo 108, with eachlocalsubnetwork having 104 vulnerable
hosts.The local scanrate � i is supposedto be 1 per second
andthe global scanrate � is 0:5 per second.We assumethat
theworm canef�ciently discover all existing vulnerablehosts
on a local subnetwork, which means
 i = N i . For the global
scanning,we set � = N=
 = 1=50. Initially, the worm has
alreadyinfectedI 0 = 1000hosts.Theseparametersarelisted
in Table II. These1000 hostsmay be distributed in various
waysamongstthe 104 local subnetworks, resultingin various
variancelevels. Figure 6 shows the worm propagationas a
function of time for different initial variancevalues. Note
that curve (e) in Figure 6 is an analyticalresult for the ideal
caseof no variancethroughoutthe simulation,althoughit is
impossiblefor the infectedhoststo be uniformly distributed
amongstthe local subnetworks at all times. As we can see
observe from Figure 6, as the varianceincreases,the worm
propagationbecomesslower.

Figure 7 shows the correlationof the initial varianceand
the time for the worm to infect 80% of the vulnerablehosts.
We can seethat the initial varianceof the distribution of the
infectedhostsin thelocalsubnetworkshasapronouncedeffect
on the infection time.
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D. Effect of Local ScanningRate

The variousexperimentsin the previous subsectionsshow
that the Two-level DNS Worm is much fasterthan one-level
worms.This is typically dueto muchfasterpropagationrates
in the local subnetworks thanacrossnetworks.

We now examine the effect of local propagationon the
overall propagationrate of the Two-level DNS-Basicworm.
We use the parametervaluesfrom Table II. Figure 8 shows
how thelocal scanningrateaffectsthetotal worm propagation.
It is importantto notethat thepronouncedeffect of decreased
local scanningrate is to prolong the initial infection period.
Thus, for example, it takes much longer for the worm with
smaller local scanningrate to infect 20% of the vulnerable
hosts.After that,the infectionproceedsprettysmoothly, albeit
still slower than the correspondingworm with a higher local
scanningrate.

VI . RELATED WORK

Computervirusesarenot a new phenomenon,andthey have
beenstudiedextensively over the last several decades.Cohen
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was the �rst to de�ne and describecomputervirusesin their
presentform. In [13], hegave a theoreticalbasisfor thespread
of computerviruses.In [10], theauthorsdescribetherisk to the
Internetdueto the ability of attackersto quickly gain control
of vastnumbersof hosts.They arguethatcontrollinga million
hostscanhave catastrophicresultsbecauseof the potentialto
launchdistributeddenialof serviceattacksandpotentialaccess
to sensitive information that is presenton thosehosts.Their
analysisshows how quickly attackers can compromisehosts
using“dumb” wormsandhow “better” wormscanspreadeven
faster. The strong analogybetweenbiological and computer
viruses led Kephart et al. to investigatethe propagationof
computervirusesbasedon epidemiologicalmodels.In [14],
the authors extend the standardepidemiologicalmodel by
placing it on a directed graph, and use a combination of
analysisand simulationto study its behavior. They conclude
that if the rate at which defensemechanismsdetect and
removevirusesis suf�ciently high, relative to therateat which
virusesspread,they are adequatefor preventing widespread
propagationof viruses.

Since the �rst Internet-wideworm [8], considerableeffort
has gone into preventing worms from exploiting common
software vulnerabilitiesby using the compiler to inject run-
time safetychecksinto applications(e.g., [15]), safelanguages
andAPIs andstatic(e.g., [16]) or dynamic[17], [18] analysis
tools.

The CodeRedworm [3] was analyzedextensively in [11].
The authorsof that work concludethat even thoughepidemic
modelscanbe usedto study the behavior of Internetworms,
they are not accurateenoughbecausethey cannot capture
somespeci�c propertiesof the environmenttheseoperatein:
the effect of humancountermeasuresagainstworm spreading
(i.e., cleaning,patching,�ltering, disconnecting,etc.), andthe
slowing down of the worm infection rate due to the worm's
impact on Internet traf�c and infrastructure.They derive a
new general Internet worm model called two-factor worm
model, which they then validate in simulationsthat match
the observed CodeReddataavailable to them.Their analysis
seemsto besupportedby thedataon CodeRedpropagationin

[19] and[20] (thelatterdistinguishedbetweendifferentworms
that wereactive simultaneouslyactive). A similar analysison
theSQL “Slammer” (Sapphire)worm [4] canbe found in [5].
More recentanalyses[21] show thatit is possibleto predictthe
overall vulnerablepopulationsize using Kalman �lters early
in the propagationcycle of a worm, allowing for detection
of a fast-spreadingworm whenonly 1% or 2% of vulnerable
computerson the network have beeninfected.

CodeRed inspired several countermeasuretechnologies,
suchas La Brea [22], which attemptsto slow the growth of
TCP-basedwormsby acceptingconnectionsandthenblocking
on them inde�nitely, causingthe correspondingworm thread
to block. Unfortunately, wormscanavoid this mechanismsby
probingand infecting asynchronously. Under the connection-
throttling approach[23], [24], eachhost restrictsthe rate at
which connectionsmay be initiated. If adopteduniversally,
suchan approachwould reducethe spreadingrateof a worm
by up to an order of magnitude,without affecting legitimate
communications.

Wong et al. [25] study the behavior of the SoBig and
MyDoom mass-mailingworms using network packet traces
from the CMU network. They identify DNS servers as a
possible location for slowing down mass-mailing worms.
In constrast,monitoring outgoing mail on SMTP servers is
unlikely to work, since most such worms contain their own
SMTPengines.Similarly, TCPconnectionthrottling [23], [24]
is unlikely to signi�cantly affect mail worm propagation.

[26] describesa designspaceof worm containmentsystems
using three parameters:reaction time, containmentstrategy,
and deployment scenario.The authorsusea combinationof
analytic modeling and simulation to describehow each of
thesedesignfactorsimpactsthedynamicsof awormepidemic.
Their analysissuggeststhat therearesigni�cant gapsin con-
tainmentdefensemechanismsthat canbe employed,andthat
considerablemore research(and bettercoordinationbetween
ISPsandotherentities)is needed.

[27] presentssome very encouragingresults for slowing
down the spreadof viruses.The authorssimulatedthe prop-
agationof virus infectionsthroughcertaintypesof networks,
coupledwith partial immunization.Their �ndings show that
even with low levels of immunization, the infection slows
down signi�cantly.

In the realmof “traditional” computerviruses,mostof the
existing anti-virustechniquesusea simplesignaturescanning
approachto locate threats.As new viruses are created,so
do virus signatures.Smartervirus writers use more creative
techniques(e.g., polymorphic viruses)to avoid detection.In
responsedetectionmechanismsbecomeever more elaborate,
e.g., using partial simulationduring programexecution.This
has led to co-evolution [28], an ever-escalatingarms race
betweenvirus writers andanti-virusdevelopers.

Lin, Ricciardi, and Marzullo study how computerworms
affect the availability of services.In [29], they studythe fault
toleranceof multicastprotocolsunderself-propagatingvirus
attacks.



VII . CONCLUSIONS

In this paper we explored via analysis and simulation
the spreadof worms in an IPv6 Internet. We modeledand
analyzedanintelligentworm, thatexploits DNS asa meansof
identifying potentially vulnerableIP(v6) addresses,and uses
a two-level spreadingmechanismto infect other hosts.Our
resultsdemonstratethat by usingsimplestrategiesto identify
hostsacrossthe two levels, a DNS-basedworm in IPv6 can
spreadas fastasa random-scanningworm in an IPv4 world.
This goesagainstthecommonlyheldbelief that IPv6 provides
inherently higher security through its larger addressspace.
Our model also identi�es the directory and naming service
in a network as a potential launchingpad for worm attacks
in a network with a sparselypopulatedaddressspace.We
exploredtwo scenarios,onein whichDNS delaysareconstant,
and another in which DNS delays grow as a function of
the number of infected hosts. Experimentswith the latter
scenarioindicate that the spreadof the worm is in�uenced
by the processingcapacityof the DNS servers. If the spread
of the worm resultsin queryvolumesthat canoverwhelmthe
DNS servers, this can causeDNS serviceunavailability for
legitimate usersand inducea denial of serviceeffect. Thus,
to protectfuturenetworks,DNS (or any directory)serversare
a natural location to install anomaly detectionand defense
capabilities.

Another �nding from our analytical model is that the
varianceof the fractionsof hostsinfected in a subnethasa
big impact on the spreadingrate. The more spread-outthe
worm startsacrossdifferentsubnets,the fasterit caninfect all
vulnerablehosts.We also assumethe worm hasan ef�cient
way to identify valid IP addressesin a local network, by
using techniqueslike accessingrouting protocols,Windows
service location announcements,neighbordiscovery caches,
and host con�guration and log �les. Our results show that
if the second-layeridenti�cation mechanismcanbe hindered,
thatfurtherslowsdown thespreadof thetwo-level DNSworm.
In summary, directoryandnamingservices,which arecritical
to the functioning of any network, can also be exploited by
intelligent worms to infect hosts.Thus, future IPv6 networks
need to shore up the security of the naming and directory
servicesto prevent the spreadof suchworms.
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