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Abstract.  Tedhniques for information hiding have becomeincreasingly

more sophisticated and widespread. With high-resolution digital images
as carriers, detecting hidden messageshas become considerably more

dicult. This paper describesan approach to detecting hidden messages
in images that usesa wavelet-lik e decomposition to build higher-order

statistical models of natural images. Support vector machines are then

usedto discriminate betweenuntouched and adulterated images.

1 Intro duction

Information hiding techniques (e.g., steganograply and watermarking) have re-
certly received quite a bit of attention (see[12,1,10,15] for general reviews).
With digital imagesas carriers, detecting the presenceof hidden messageposes
signi cant challenges.Although the presenceof embeddedmessagess often im-

perceptible to the human eye, it may newerthelessdisturb the statistics of an
image. Previous approades to detecting suc deviations [11,28,17] typically

examine rst-order statistical distributions of intensity or transform coe cien ts

(e.g.,discrete cosinetransform, DCT). The drawbad of this analysisis that sim-
ple counter-measuresthat match rst-order statistics are likely to foil detection.

In contrast, the approad taken here relies on building higher-order statisti-

cal models for natural images[13,19,29,14,21] and looking for deviations from

thesemodels. We show that, acrossa large number of natural images,there exist
strong higher-order statistical regularities within a wavelet-like decomposition,

seealso [9]. The embedding of a messagesigni cantly alters these statistics and

thus becomesdetectable. Support vector machines (linear and non-linear) are
employedto detect thesestatistical deviations.

2 Image Statistics

In: 5th International Workshop on Information Hiding, Noordwijk erhout, The Nether-
lands, 2002.
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Fig. 1. An idealized multi-scale and orientation decomposition of frequency space.
Shown, from top to bottom, are levels O, 1, and 2, and from left to right, are the
lowpass, vertical, horizontal, and diagonal subbands.

The decomposition of imagesusing basisfunctions that arelocalizedin spatial
position, orientation, and scale(e.g., wavelets) has proven extremely usefulin a
range of applications (e.g., image compression,image coding, noiseremoval, and
texture synthesis). One reasonis that sudh decompositions exhibit statistical
regularities that can be exploited (e.g., [20,18,2]). Described below is one suct
decomposition, and a set of statistics collected from this decomposition.

The decompsition employed here is basedon separablequadrature mirror
Iters (QMFs) [23,26,22]. As illustrated in Fig. 1, this decomposition splits the
frequency spaceinto multiple scalesand orientations. This is accomplishedby
applying separablelowpassand highpass lters along the image axes generat-
ing a vertical, horizontal, diagonal and lowpasssubband. Subsequeth scalesare
created by recursively ltering the lowpass subband. The vertical, horizontal,
and diagonal subbandsat scalei = 1;:::; n are denotedasV; (x; y), Hi(x;y), and
Di(x;y), respectively. Shown in Fig. 2 is a three-level decomposition of a \disc"
image.

Given this image decomposition, the statistical model is composed of the
mean, variance, skewnessand kurtosis of the subband coe cien ts at ead ori-
entation and at scalesi = 1;::;;n 1. These statistics characterize the basic
coe cien t distributions. The secondset of statistics is basedon the errorsin an
optimal linear predictor of coe cien t magnitude. As described in [2], the sub-
band coe cien ts are correlated to their spatial, orientation and scaleneighbors.
For purposesof illustration, consider rst a vertical band, V;(x; y), at scalei. A



Fig. 2. Shown are the absolute values of the subband coe cien ts at three scalesand
three orientations for a \disc" image. The residual lowpass subband is shownn in the
upper-left corner.

linear predictor for the magnitude of thesecoe cien ts in a subsetof all possible
neighbors ! is given by:

Vi (X y)

wiVi(x  Ly) + waVi(x + 1Y)
waVi(xy 1)+ waVi(x;y + 1)
WsVi+1 (x=2; y=2) + weDi (X; y)
+ w7Dj41 (X=2;y=2); Q)

+ +

where wy denotesscalar weighting values. This linear relationship is expressed
more compactly in matrix form as:

V = Qw; 2
wherethe column vectorw = (w; ::: wy)', the vector V cortains the coef-
cient magnitudes of Vi (x; y) strung out into a column vector, and the columns
of the matrix Q contain the neighboring coe cien t magnitudes as speci ed in

Equation (1) alsostrung out into column vectors. The coe cien ts are determined
by minimizing the quadratic error function:

Ew)=[V Qw}* 3
This error function is minimized by di erentiating with respectto w:
dE(w)=dw = 2Q"[V  Qw]; 4

! The particular choice of spatial, orientation and scale neighbors was motiv ated by
the obsenations of [2] and modi ed to include non-casual neighbors.



setting the result equal to zero, and solving for w to yield:

w=(Q"Q) 'Q"V: (5)
The log error in the linear predictor is then given by:
E =log,(V) log,(jQwj): (6)

It is from this error that additional statistics are collected, namely the mean,
variance, skewness,and kurtosis. This processis repeated for eat vertical sub-
band at scalesi = 1;::;;n 1, where at ead scale a new linear predictor is
estimated. A similar processis repeated for the horizontal and diagonal sub-
bands. The linear predictor for the horizontal subbandsis of the form:

Hi(xy) = wiHi(x  1;y) + woHi(x + 1;y)
+ waHi(x;y 1)+ wiHi(x;y+ 1)
+ WsHj+1 (X=2;y=2) + weD; (X; y)
+ w7Dj+1 (X=2;y=2); (7

and for the diagonal subbands:

Di(x;y) = wiDi(x  Ly) + wDi(x + 1;y)
+wsDi(xy 1)+ wsDi(x;y+ 1)
+ WsDj41 (X=2;y=2) + wgH;(X; y)
+ w7 Vi (X y): (®)

The sameerror metric, Equation (6), and error statistics computed for the verti-
cal subbands,are computed for the horizontal and diagonal bands, for a total of
12(n 1) error statistics. Combining thesestatistics with the 12(n 1) coe cien t
statistics yields a total of 24(n 1) statistics that form a feature vector which
is usedto discriminate betweenimagesthat cortain hidden messages&nd those
that do not.

3 Classi cation

From the measuredstatistics of atraining setof imageswith and without hidden
messagesthe goal is to determine whether a test image corntains a messageln
earlier work [6], we performed this classi cation using a Fisher linear discrimi-
nant (FLD) analysis[7,5]. Here a more exible support vector machine (SVM)
classi er is employed [24,25,3]. We briey describe, in increasing complexity,
three classesof SVMs. The rst, linear separable caseis mathematically the
most straight-forward. The second,linear non-separablecase,contends with sit-
uations in which a solution cannot be found in the former case,and is most
similar to a FLD. The third, non-linear case,a ords the most exible classi -
cation scheme and, in and our application, the best classi cation accuracy For
simplicity a two-classSVM is described throughout.
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Fig. 3. Linear (a) separableand (b) non-separable support vector machines. Shown is
a toy example of a two-classdiscriminator (white and black dots) for data in R2.

3.1 Linear Separable SVM

Denotethe tuple (xi;y;) ,i = 1;:::; N asexemplarsfrom a training set of images
with and without hidden messagesThe column vector X; contains the measured
image statistics as outlined in the previous section,andy; = 1 for imageswith

a hidden messageand y; = 1 for imageswithout a hidden messageThe linear
separable SVM classi er amounts to a hyperplane that separatesthe positive
and negative exemplars,Fig. 3(a). Points which lie on the hyperplane satisfy the
constraint:

w'x; + b= 0; 9)

where w is normal to the hyperplane, jbj=jjwijj is the perpendicular distance
from the origin to the hyperplane,and jj jj denotesthe Euclidean norm. De ne
now the margin for any given hyperplane to be the sum of the distancesfrom
the hyperplane to the nearest positive and negative exemplar, Fig. 3(a). The
separating hyperplane is chosenso as to maximize the margin. If a hyperplane
exists that separatesall the data then, within a scalefactor:

wixi+b 1 ifyi =1 (10)
wixi+b 1 ifyi= 1L (11)

These pair of constraints can be combined into a single set of inequalities:
w'xi+ by 1 0 i =1, N: (12)

For any given hyperplanethat satis es this constraint, the margin is 2=jjwjj. We
seek,therefore, to minimize jjwijj? subject to the constraints in Equation (12).
For largely computational reasons this optimization problem is reformulated
using Lagrange multipliers, yielding the following Lagrangian:
1 X X
L(w;b; 1o ) = Sliwii? i (Wixi + by + i (13)
i=1 i=1



where ; are the positive Lagrange multipliers. This error function should be
minimized with respect to w and b, while requiring that the derivativesof L ()
with respect to eadr ; is zero and constraining ; O, for all i. Becausethis
is a convex quadratic programming problem, a solution to the dual problem
yields the samesolution for w, b, and 3;:::; n. In the dual problem, the same
error function L() is maximized with respect to ;, while requiring that the
derivatives of L() with respect to w and b are zero and the constraint that

i 0. Dierentiating with respectto w and b, and setting the results equal to
zeroyields:

w = iXiVi (14)

iyi = O (15)
i=1

Substituting these equalities back into Equation (13) yields:

X PR
Lp = 3 XX YiY (16)
i=1 i=1 j=1
Maximization of this error function may be realized using any of a number of
general purpose optimization padkagesthat solve linearly constrained convex
guadratic problems (seee.g., [8]).
A solution to the linear separableclassi er, if it exists, yields valuesof ;,
from which the normal to the hyperplane can be calculated asin Equation (14),
and from the Karush-Kuhn-T ucker [8] (KKT) condition:

1 X

b= = yi W' ; (17)
N

i=1
for all i, such that ; 6 0. From the separating hyperplane, w and b, a novel
exemplar, z, canbe classi ed by simply determining on which side of the hyper-
plane it lies. If the quartity w'z + bis greater than or equal to zero, then the
exemplaris classi ed as not having a hidden messageptherwise the exemplaris

classi ed as containing a hidden message.

3.2 Linear Non-Separable SVM

It is possible, and ewven likely, that the linear separableSVM will not yield a
solution when, for example, the training data do not uniformly lie on either
side of a separating hyperplane, as illustrated in Fig. 3(b). Suc a situation
can be handled by softening the initial constraints of Equation (10) and (11).
Speci cally, these constraints are modi ed with \slack" variables, i, asfollows:

wixi+b 1 ify; =1 (18)
wix; + b 1+ ; ifyi= 1 (19)



Fig. 4. Non-linear support vector machine, as compared with the linear support vector
machine of Fig. 3.

with ; 0; i = 1;::; N. A training exemplarwhich lies on the \wrong" side of
the separating hyperplane will have a value of ; greater than unity. We seeka
hyperplanethat minimizesthe total training error, , ;, while stillz,maximizing
the margin. A simple error function to be minimized is jjwjj?=2+ C , ;, where
C is auserselectedscalarvalue, whosechosenvalue controls the relative penalty
for training errors. Minimization of this error is still a quadratic programming
problem. Following the sameprocedureasthe previous section, the dual problem
is expressedas maximizing the error function:

X LR .
Lp = 3 i PXiXjYiYis (20)
i=1 i=1 j=1
with the constraint that O i C. Note that this is the sameerror function

asbefore, Equation (16) with the slightly di erent constraint that ; is bounded
above by C. Maximization of this error function and computation of the hyper-
plane parameters are accomplishedas described in the previous section.

3.3 Non-Linear SVM

Fundamertal to the SVMs outlined in the previoustwo sectionsis the limitation
that the classi er is constrained to a linear hyperplane. Showvn in Fig. 4 is an
example of where a non-linear separating surface would greatly improve the
classi cation accuracy Non-linear SVMs a ord sud a classi er by rst mapping
the training exemplarsinto a higher (possibly in nite) dimensional Euclidean
spacein which a linear SVM is then employed. Denote this mapping as:

L1 H; (22)

which maps the original training data from L into H. Replacing x; with  (x;)
everywherein the training portion of the linear separableor non-separableSVMs
of the previous sectionsyields an SVM in the higher-dimensionalspaceH.



It can, unfortunately, be quite inconveniert to work in the spaceH as this
spacecan be considerably larger than the original L, or even in nite. Note,
howewer, that the error function of Equation (20) to be maximized dependsonly
on the inner products of the training exemplars,x!x;. Givena \k ernel" function
sud that:

K(xisxj) = (xi)' (x); (22)

an explicit computation of canbe completely avoided. There are se\eral choices
for the form of the kernel function, for example, radial basis functions or poly-
nomials. Replacing the inner products (x;)' (x;) with the kernel function
K (xi;X;j) yields an SVM in the spaceH with minimal computational impact
over working in the original spacelL.

With the training stagecomplete,recall that a novel exemplar, z, is classi ed
by determining on which side of the separatinghyperplane (speci ed by w and b)
it lies. Speci cally, if the quantity w' (z)+ bis greaterthan or equalto zero,then
the exemplaris classi ed asnot having a hidden messageotherwisethe exemplar
is classi ed as containing a hidden messageThe normal to the hyperplane, w,
of coursenow livesin the spaceH, making this testing impractical. As in the
training stage,the classi cation canagainbe performedvia inner products. From
Equation (14):

w' (Z)+b=)(\I P (x)' @y +b
| | yl

= iK(xi;2)yi + b: (23)
i=1

Thusboth the training and classi cation canbe performedin the higher-dimensional
space,a ording a more exible separating hyperplane and hencebetter classi-
cation accuracy We next shav the performance of a linear non-separableand
non-linear SVM in the detection of hidden messagesThe SVMs classify images
basedon the 72-dimensionalfeature vector as descrilbed in Section 2.

4 Results

Shaown in Fig. 5 are seweral examplestaken from a databaseof natural images?.
Theseimagesspan decadesof digital and traditional photography and consist of
a broad range of intdoor and outdoor scenesEach 8-bit per channel RGB image
is croppedto acertral 640 480pixel area. Statistics from 1,800sud imagesare
collected asfollows. Each imageis rst corverted from RGB to gray-scale(gray
= 0:299R+ 0:587G+ 0:114B). A four-level, three-orientation QMF pyramid is
constructed for ead image, from which a 72-length feature vector of coe cien t

2 Images were downloaded from: philip.gr eenspun.comand reproduced here with
permission from Philip Greeenspun.



Fig. 5. Sample images.

and error statistics is collected, Section 2. To reduce sensitivity to noisein the
linear predictor, only coe cient magnitudes greater than 1.0 are considered.
The training set of \no-steg" statistics comesfrom either 1,800 JPEG images
(quality  75), 1,800 GIF images(LZW compression),or 1,800 TIFF images
(no compression).The GIF and TIFF imagesare corverted from their original
JPEG format.

Messagesare embeddedinto JPEG imagesusing either Jsteg® or OutGuess'
(run with (+) and without ( ) statistical correction). Jsteg and OutGuess are
transform-based systemsthat embed messagesdy modulating the DCT coef-
cients. Unique to OutGuessis a technique for embedding into only one-half
of the redundant bits and then using the remaining redundant bits to presene
the rst-order distribution of DCT coe cien ts [16]. Messagesare embeddedinto
GIF images using EzSteg@ which modulates the least signi cant bits of the
sorted color palette index. Messagesare embeddedinto the TIFF imagesusing
a generic LSB embedding that modulates the least-signi cant bit of a random
subsetof the pixel intensities. In eat case,a messageconsistsof an n pixel
(n 2 [32;256]) certral portion of a random image chosenfrom the sameim-
age database. After the messageis embedded into the cover image, the same
transformation, decomposition, and collection of statistics as described above
is performed. In all casesthe embedded messageconsistsof only the raw pixel
intensities (i.e., no image headers).

Shown in Fig. 6 is an example cover and messagemage, and the result of
embedding the messagdnto the cover image. In this example, the mean of the
absolutevalue of the di erence betweenthe cover and stegimageis 3:1 intensity
valueswith a standard deviation of 3:2. For display purposesthe di erence image
is renormalized into the range [0; 255].

In the rst set of results linear non-separableSVMs, implemented using the
freely available padage LIBSVM [4], were separately trained to classify the

3 Jsteg V4, by Derek Upham, is available at ftp.funet fi
4 OutGuess, by Niels Provos, is available at www.outguess.o rg
5 EZStego, by Romana Machado, is available at www.stego.c om



cover message steg=cover+message jcover - steg

Fig. 6. Shown is a cover image and a steg image containing an embedded message.
Also shown is the the 256 256 message(at scale), and the absolute value of the
di erence between the cover and steg image (renormalized into the range [0,255] for
display purposes).

JPEG, GIF and TIFF embeddings.In ead case,the training set consistsof the
1,800\no-steg" images,and a random subsetof 1,800\steg” imagesembedded
either with OutGuess , EzStegoor LSB, and with varying messagesizes.® The
SVM parameters were chosento yield a 1:0% false-positive rate. The trained
SVM is then usedto classify all of the remaining previously unseenstegimages
of the sameformat, Table 1. In this table, the columns correspond to separate
classi cation results for JPEG, GIF and TIFF format images. Note that the
JPEG classi er generalizesto the di erent embedding programs not previously
seenby the classi er. Also shawn in this table are results from classi cation em-
ploying a Fisher linear discriminant analysisusedin our earlier work [6]. Both the
FLD and SVM classi ers employ a linear separatinghyperplanefor classi cation
S0, as expected, performanceis similar acrossthesedi erent classi ers.

Shownn in Table 2 are classi cation results for a non-linear SVM (using a
radial basiskernel function), alsoimplemented using LIBSVM [4]. In this table
results are shown for a 1:0% and 0:0% false positive rate. Note the signi cant
improvemert over the linear classi ers of Table 1. Shown in Fig. 7 is a graphical
comparisonof all of theseresults.

Lastly, we also tested detection accuracy under the F5 embedding algo-
rithm [27]. Detection, asdescribed above, wasjust slightly above chance. Signif-
icantly better detection rates were achieved by collecting statistics from within
and acrossall three color channels (as opposedto analyzing only a grayscale
converted image). In this casebasic coe cien t statistics are collected from all
three RGB color channels, and the linear predictor incorporates color as well

5 QutGuess is run with unlimited iterations to nd the best embedding. OutGuess
imp oseslimits on the messagesize, so not all imageswere able to be used for cover.
This is signi cant only for messagesizesof 256 256, where lessthan 300 stegimages
were generated.



FLD SVM
Embedding Messsage | JPEG GIF TIFF JPEG GIF TIFF
Jsteg 256 256 | 94.0 - - 92.8 - -
Jsteg 128 128 | 95.7 - - 94.3 - -
Jsteg 64 64 95.3 - - 94.3 - -
Jsteg 32 32 51.7 - - 52.2 - -
OutGuess 256 256 | 92.8 - - 92.8 - -
OutGuess 128 128 | 63.4 - - 63.2 - -
OutGuess 64 64 27.7 - - 28.6 - -
OutGuess 32 32 5.9 - - 6.9 - -
OutGuess’ 256 256 | 74.4 - - 78.4 - -
OutGuess’ 128 128 | 41.4 - - 40.7 - -
OutGuess’ 64 64 140 - - 148 - -
OutGuess’ 32 32 4.1 - - 3.7 - -
EzStego 194 194 - 452 - - 445 -
EzStego 128 128 - 13.8 - - 14.3 -
EzStego 64 64 - 29 - - 25 -
EzStego 32 32 - 1.6 - - 15 -
LSB 194 194 - - 423 - - 427
LSB 128 128 - - 16.8 - - 17.2
LSB 64 64 - - 2.8 - - 22
LSB 32 32 - - 1.3 - - 13

Table 1. Classi cation accuracy (percert) with 1:0% false positivesfor varying message
sizes(the maximum messagesize for EzStego and LSB is 194 194). Classi cation is
from an earlier Fisher Linear discriminant (FLD) analysis[6] and a linear non-separable
SVM, Section 3.2. As expected, the classi cation accuracy is comparable. See also
Fig. 7.

as scale, orientation, and spatial neighbors. The resulting feature vector is of
size216 (3 72). With a 0:0% false positive rate, a non-linear SVM is able to
correctly detect messagesizesof 160 160, 128 128 64 64,and 32 32
with an accuracy of 90:2%; 83:1%; 57:0%, and 42:2%, respectively.

5 Discussion

Messagegan be embeddedinto digital imagesin ways that are imperceptible to
the human eye, and yet, thesemanipulations can fundamertally alter the under-
lying statistics of an image. To detect the presenceof hidden messagesve have
employed a model basedon statistics taken from a multi-scale decomposition.
This model includes basic coe cien t statistics aswell aserror statistics from an
optimal linear predictor of coe cien t magnitude. These higher-order statistics
appear to capture certain properties of \natural" images,and more importantly,
these statistics are signi cantly altered when a messagdas embedded within an
image. This makesit possibleto detect, with a reasonabledegreeof accuracy



SVM(1:0%) SVM(0:0%)
Embedding Messsage | JPEG GIF TIFF JPEG GIF TIFF
Jsteg 256 256 | 99.0 - - 98.5 - -
Jsteg 128 128 | 99.3 - - 99.0 - -
Jsteg 64 64 99.1 - - 98.7 - -
Jsteg 32 32 86.0 - - 745 - -
OutGuess 256 256 | 98.9 - - 97.1 - -
OutGuess 128 128 | 93.8 - - 85.8 - -
OutGuess 64 64 72.6 - - 53.1 - -
OutGuess 32 32 33.2 - - 14.4 - -
OutGuess’ 256 256 | 95.6 - - 89.5 - -
OutGuess’ 128 128 | 82.2 - - 63.7 - -
OutGuess’ 64 64 547 - - 321 - -
OutGuess’ 32 32 214 - - 7.2 - -
EzStego 194 194 - 772 - - 76.9 -
EzStego 128 128 - 39.2 - - 36.6 -
EzStego 64 64 - 6.5 - - 46 -
EzStego 32 32 - 2.7 - - 15 -
LSB 194 194 - - 78.0 - - 770
LSB 128 128 - - 447 - - 405
LSB 64 64 - - 6.2 - - 4.2
LSB 32 32 - - 1.9 - - 13

Table 2. Classication accuracy (percert) with 1:0% or 0:0% false positives and for
varying messagesizes(the maximum messagesize for EzStegoand LSB is 194 194).
Classi cation is from a non-linear SVM, Section 3.3. Note the signi cant improvemert
in accuracy as compared to a linear classier, Table 1. Seealso Fig. 7.

the presenceof hidden messagesn digital images. This detection is achieved
with either linear or non-linear pattern classi cation techniques, with the latter
providing signi cantly better performance. To avoid detection, of course, one
needonly embed a small enoughmessageahat doesnot signi cantly disturb the
image statistics.

Although not tested here, it is likely that the presenceof digital watermarks
could also be detected. Since one of the goals of watermarking is robustnessto
attack and not necessarilyconcealmem, watermarks typically alter the image
in a more substartial way. As sud, it is likely that the underlying statistics
will be more signi cantly disrupted. Although only tested on images, there is
no inherent reasonwhy the approacesdescribed here would not work for audio
signalsor video sequences.

The techniques described here would almost certainly benet from seweral
extensions:(1) the higher-order statistical model should incorporate correlations
within and betweenall three color channels;(2) the classi er should be trained
separately on di erent classesof images(e.g., indoor vs. outdoor); and (3) the
classi er should be trained separatelyon imageswith varying compressionrates.



Jsteg Out- Out+ Ez LSB Jsteg Out- Out+ Ez LSB
100¢ 1 100¢ 1

75¢ 75¢
501 501
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Jsteg Out- Out+ Ez LSB Jsteg Out- Out+ Ez LSB

1007 1007

75¢ 75¢
501 501
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Fig. 7. Classi cation accuracy for (a) Fisher linear discriminant with 1:0% false posi-
tives;(b) linear non-separable SVM with 1:0% false positives;(c) non-linear SVM with
1:0% false positives;and (d) non-linear SVM with 0:0% false positive rates. The values
along the horizontal axis denote the size of the embedded message.Seealso Tables 1
and 2.

One benet of the higher-order models employed here is that they are not
as vulnerable to courter-attacks that match rst-order statistical distributions
of pixel intensity or transform coe cien ts. It is possible, howeer, that courter-
measureswill be developed that canfoil the detection schemeoutlined here. The
dewvelopmernt of such techniqueswill in turn leadto better detection schemes,and
soon.
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