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Abstract. We present extremely simple ways of embedding a backdoor
in the key generation scheme of RSA. Three of our schemes generate
two genuinely random primes p and q of a given size, to obtain their
public product n = pq. However they generate priv ate/public exponents
pairs (d; e) in such a way that appears very random while allowing the
author of the schemeto easily factor n given only the public information
(n; e). Our last scheme, similar to the PAP method of Young and Yung,
but more secure,works for any public exponent e such as 3; 17; 65537by
revealing the factorization of n in its own representation. This suggests
that nobody should rely on RSA key generation schemesprovided by a
third part y.

1 In tro duction

As weall know, the RSA public-key Cryptosystem and Digital signature schemes
are now in the public domain, which meansthat anybody may include them as
meansof con�dentialit y and authenticit y in software products, smartcards, etc.
The question that we raise here is how much can a user tell that an implemen-
tation of RSA he usesis safeand actually protects him? Recall the (in)famous
\NSA-KEY" incident of Microsoft's CryptoAPI system. How easyis it for soft-
ware developers and smartcard builders to embed a backdoor in their RSA key
generation scheme that will be unnoticed by the user but allows the author
to defeat the con�dentialit y and authenticit y of the resulting RSA public-key
Cryptosystem and Digital signature scheme?

We present extremely simple ways of embedding a backdoor in the key gen-
eration scheme of RSA. Three of our schemesgenerate two genuinely random
primes p and q of a given size, to obtain their public product n = pq. How-
ever they generateprivate/public exponents pairs (d;e) in such a way that ap-
pears very random while allowing the author of the scheme to easily factor n
given only the public information (n; e). Our fourth scheme,similar to the PAP
method of Young and Yung, but more secure,works for any public exponent
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e such as 3; 17; 65537by embedding a backdoor to the factorization of n in its
own representation. Our methods will modify only slightly the running time of
the standard key generationprocessand thus will be unnoticeablefrom a timing
point of view. Moreover, we conjecture that backdoored keyswill be distributed
in such a way that even with large samplesthey will remain indistinguishable
from genuinely random keys. Our schemesdo not expect the generation algo-
rithm to have memory of its previous executions. We assumeour algorithms
are ran on a memorylessdevice, thus discarding even simpler methods basedon
pseudorandomgeneration that would be deterministically generating keys in a
way reproducible by the software developer. Our methods userandomization in
a way to generatea large set of keys,each of which is breakable by the developer.

For this purpose,one schemerelies on the well known attacks on RSA small
private exponents by Wiener and Boneh and Durfee. The schemecreatesa ran-
dom weak pair of private/public exponents (� ; � ) with small � , and transforms it
into a random looking private/public exponents (d;e) which are related to (� ; � )
in a secretway that the author of the generationschememay invert. From public
knowledgeof (e;n) only, the author may recover � , break the easyinstance(�; n)
and discover � . Factorization of n is easily obtained using standard techniques,
once� ; � are known.

Our next two schemesrely on the more recent attacks on RSA small public
exponents given parts of the private exponent by Boneh, Durfee and Frankel.
The schemescreate a random weak pair of private/public exponents (� ; � ) with
small � , and transforms this � and parts of the corresponding � into a random
looking private/public exponents (d;e) which are related to (� ; � ) in a secretway
that the author of the generation scheme may invert. From public knowledge
of (e;n) only, the author may recover � and parts of � , break the easyinstance
(�; n) given parts of � and discover the whole � . Factorization of n can easily be
obtained using standard techniques, once� ; � are known.

Our last schemerelies on the possibility of hiding at least half the bits of p
in the representation of n. Factoring n is possibleusing Coppersmith's method
oncehalf the bits of p are recovered.

Our �rst schemegenerates(d;e) pairs such that jej � jnj. However, our sec-
ond schemegenerates(d;e) pairs such that jej � jnj=2 while the third generates
(d;e) pairs such that jej � jnj=4. Our last schemegenerates(d;e) pairs for any
e of arbitrary size.

This suggeststhat nobody should rely on RSA key generation schemespro-
vided by a third party. This is most striking in the smartcard model, unless
some guarantees are provided that all such attacks to key generation cannot
have been embedded. Restriction to RSA moduli with predetermined portions
as proposedby Lenstra would not be of any help to prevent our methods. Even
in software implementations, unlessthe actual sourcecode is provided, it is non
trivial to �nd out exactly what the key generationmechanism is. One can easily
imagine that software companieswho want to keeptheir code secret for market
advantage will not make it easy to decompile their programs to make senseof
their implementation know-how.
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2 Reminders and Relation to Other Work

The RSA cryptosystem and digital signature schemes [10] are based on the
generation of two random primes p;q of roughly equal size and generation of
random exponents d;e such that de � 1 (mod � (n)), where n = pq .

Algorithm 2.1 ( RSA key generation )

1: Pick random primes p;q of the right size, let n := pq be a k-bit integer.
2: rep eat
3: Pick a random odd e such that jej � k.
4: un til gcd(e; � (n)) = 1.
5: Compute d := e� 1 mod � (n).
6: return(p; q; d; e).

The pair (n; e) may bemadepublicly available sothat the function me mod n
be used for encryption, whereascd mod n be used for decryption of messages
m; c, 1 � m; c � n � 1. Similarly, the private function md mod n may be usedto
produce a signature c, whereasce mod n may be comparedto m as a signature
veri�cation procedureof messagesm; c, 1 � m; c � n � 1.

Wiener [13] demonstrated that small private exponents may be e�cien tly
recovered if d < n:25=3 and this result was recently improved by Boneh and
Durfee [1] who showed a similar result for d < n :292. Moreover, it is a well
known fact [8] that given a multiple of � (n) such as de � 1 satisfying de � 1
(mod � (n)), it is easyto factor n.

Boneh, Durfee and Frankel [2] recently demonstrated two interesting results
allowing to recover the whole of d given a small e, n and parts of d. Let n = pq
such that p=q< 4 be an RSA moduli. We use the following two theoremsfrom
their work to construct our schemes:

Theorem 1 ([2], Theorem 1.2, part 1). Let t be an integer in the range
[jnj=4; :::; jnj=2] and e be a prime in the range[2t ; :::; 2t +1 ]. Supposewe are given
(n; e), and the t most signi�c ant bits of d. Then we can compute the whole of d
and factor n in time poly(jnj).

Theorem 2 ([2], Theorem 4.6). Let t be an integer in the range[1; :::; jnj=2]
and e be an integer in the range [2t ; :::; 2t +1 ]. Supposewe are given (n; e), the t
most signi�c ant bits of d, and the jnj=4 least signi�c ant bits of d. Then we can
factor n in time poly(jnj).

Somequite interesting results by Joye, Paillier and Vaudenay [6] may be usedto
speed up prime generation at Step 1 of the key generation protocols of section
3 since the primes are not chosenaccording to particular rules such as those in
Section 5. Another useful sequenceof result is the proof by Rivest and Shamir
[9] that the jnj=3 most signi�can t bits of p are su�cien t to factor n e�cien tly ,
and an improvement due to Coppersmith [3] reducing the number of required
bits to jnj=4.
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De Weger [5] and Slakmon [11] have consideredthe algorithm of Wiener in
a context where the primes p;q are partially known. In particular, we use the
following result of Slakmon :

Theorem 3 ([11], Prop osition 3.2.1). Let t be an integer in the range[1; :::;
jn � � (n)j] and d be an integer in the range[1; :::; 2j n � � (n ) j� t= 2]. Supposewe are
given (n; e), and the jn � � (n)j � t most signi�c ant bits of n � � (n). Then we
can factor n in time poly(jnj).

Our schemesare in the line of work by Young and Yung [14{16] on kleptog-
raphy. Our schemesare di�eren t from theirs and involve a minimal amount of
extra calculations to maintain the key generation time roughly the sameas an
honest RSA key generation scheme. Note however that our schemesof Section
5 are very similar to the PAP method of [14]. Although the PAP schemewould
be foiled by the methods of Lenstra [7] to force certain bits of n to be chosenby
the user, our schemeswill resist to thesecountermeasures.

2.1 The Scenario

We assumethat a legitimate user (called the distinguisher) is given accessto the
RSA key generation processas a black-box, where he is not allowed to seethe
code of the generator. However he can sampleoutput tuples (e;d;p;q) from the
generator to his will.

The sourcecode of a valid RSA key generator is provided to the distinguisher
aswell asthe code of our cheating generators,except for a secretkey, unspeci�ed
in the code. The task of the distinguisher is to �gure out which is which only
from sampleoutputs of thesegeneratorsand from running time analysis.

Our goal is to make this distinguishing task as di�cult as possiblewith the
simplest and most e�cien t modi�cation to the standard key generation mecha-
nism. To make this task more signi�can t, we allow the distinguisher extra powers
not usually provided to usersof such key generation schemes.Our distinguisher
may

1. keepone prime out of p;q and request the other one afresh
2. keepthe primes p;q and request several valid pairs of exponents d;e.

We believe that despite these extra powers, our cheating mechanisms remain
indistinguishable in output distribution and in (approximate) running time.

Notations We use the column \:" for concatenation. Let mc̀ be the ` least
signi�can t bits of integer m, and similarly mè be the ` most signi�can t bits of
integer m.

3 Hidden Exp onent Key Generation Algorithms

3.1 Hidden Small Priv ate Exp onent �

The basis of our \c heating" RSA-HSD� key generation scheme is to imbed a
backdoor � in the scheme and use it to hide instances of small values of the
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private exponent � . This is done as described in the following protocol, using
an unspeci�ed permutation � � of odd integers smaller than n to themselves.
Remember that jnj is a k-bit integer. We discussseveral classesof simple choices
for � � in Section 4.

Algorithm 3.1 ( RSA-HSD � key generation )

1: Pick random primes p;q of the appropriate size, set n := pq.
2: rep eat
3: Pick a random odd � such that gcd(� ; � (n)) = 1 and j� j � k=4.
4: Compute � := � � 1 mod � (n); e := � � (� ).
5: un til gcd(e; � (n)) = 1.
6: Compute d := e� 1 mod � (n).
7: return(p; q; d; e).

The instancesproducedby the above key generationschemesatisfy all prop-
erties required except for the fact that d;e are not entirely random, but are
only random within a smaller set of possibilities speci�ed by the imagesthrough
� � of inversesmodulo � (n) of small exponents � . Notice that Step 3 may be
madenon-repetitiv e at the price of biasing the distribution of the � 's toward the
smaller onesby setting � := � =gcd(� ; � (n)).

In terms of running time, this algorithm comparesvery well with the stan-
dard RSA key generation Algorithm 2.1: the running time of Steps1 and 6 are
identical to the original whereasthe loop from Steps 2 to 5 will run a number
of times roughly equal to the original loop; the number of gcd calculations in-
side the loop is about three time as much as the original (that is if we use the
non-repetitiv e tric k suggestedabove). As long as the computation of � � (� ) is
negligible with respect to calculations such as gcds, the di�erence in running
time may be made quite negligible.

Once n; e are made public n may be factored as follows, given the secret
backdoor � .

Algorithm 3.2 ( RSA-HSD � attac k (n; e) )

1: Given (n; e), compute � := � � 1
� (e).

2: Compute � from (n; � ) using Wiener's low exponent attack.
3: Given (�; � ) factor n as p,q.
4: return(p; q).

At extra cost in the attack, larger valuesof � may be used,up to n0:292 using
the Boneh-Durfeecryptanalytic attack instead of Wiener's.

The main drawback of this method is that the generatede's will have roughly
full size jej � jnj. This meansthat any restriction on the sizeof e (jej < cjnj for
c < 1) would foil the attack.
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3.2 Hidden Small Prime Public Exp onent �

The basis of our \c heating" RSA-HSPE� key generation scheme is to imbed
a backdoor � in the scheme and use it to hide instances of small values of
the public prime exponent � together with somepartial information about the
corresponding private exponent � . This is done as described in the following
protocol, using an unspeci�ed permutation � � of odd integers smaller than n.
Remember that jnj is a k-bit integer. We discussseveral classesof simple choices
for � � in Section 4.

Algorithm 3.3 ( RSA-HSPE � key generation )

1: Pick random primes p;q of the appropriate size, set n := pq.
2: rep eat
3: Pick a prime � such that gcd(�; � (n)) = 1 and j� j = k=4.
4: Compute � := � � 1 mod � (n); � H := � e

k
4 ; e := � � (� H : � ).

5: un til gcd(e; � (n)) = 1.
6: Compute d := e� 1 mod � (n).
7: return(p; q; d; e).

The instancesproducedby the above key generationschemesatisfy all prop-
erties required except for the fact that d;e are not entirely random, but are only
random within a smaller set of possibilities speci�ed by the imagesthrough � �

of concatenationsof � H ; � of small prime public exponents � .
The size of the concatenations (� H : � ) produced are k=2. Therefore, using

extra random padding, we have freedom to generateexponents e in the rangep
n < e < � (n).

In terms of running time, this algorithm comparespoorly with the standard
RSA key generationAlgorithm 2.1:on onehand, the running time of Steps1 and
6 are identical to the original while the loop from Steps2 to 5 will run a number
of times roughly equal to the original loop; the number of gcd calculations inside
the loop is about three time as much as the original (since � is prime). On the
other hand, unfortunately, generating prime � is going to be time consuming
despite the fact that jej = jnj=4.

The main advantage of this method is its simplicit y and the fact that the
keys produced may be as small as jnj=2.

Once n; e are made public n may be factored as follows, given the secret
backdoor � .

Algorithm 3.4 ( RSA-HSPE � attac k (n; e) )

1: Given (n; e), compute (� H : � ) := � � 1
� (e).

2: Compute � from (n; � H ; � ) using BDF low public prime exponent attack (The-
orem 1) with partial knowledge of private exponent.

3: Given (�; � ) factor n as p,q.
4: return(p; q).
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3.3 Hidden Small Public Exp onent �

The basis of our \c heating" RSA-HSE� key generation scheme is to imbed a
backdoor � in the schemeand useit to hide instancesof small valuesof the pub-
lic exponent � together with somepartial information about the corresponding
private exponent � . This is done as described in the following protocol, using
an unspeci�ed permutation � � of odd integers smaller than n to themselves.
Remember that jnj is a k-bit integer. We discussseveral classesof simple choices
for � � in Section 4. Let t be an integer in the range [1; :::; jnj=2].

Algorithm 3.5 ( RSA-HSE � key generation )

1: Pick random primes p;q of the appropriate size, set n := pq.
2: rep eat
3: Pick a random � such that gcd(�; � (n)) = 1 and j� j = t .
4: � := � � 1 mod � (n); � H := � et ; � L := � ck

4
; e := � � (� H : � L : � ).

5: un til gcd(e; � (n)) = 1.
6: Compute d := e� 1 mod � (n).
7: return(p; q; d; e).

The instancesproducedby the above key generationschemesatisfy all prop-
erties required except for the fact that d;e are not entirely random, but are only
random within a smaller set of possibilities speci�ed by the imagesthrough � � of
concatenationsof � H ; � L ; � of small public exponents � . Notice that Step 3 may
be made non-repetitiv e at the price of biasing the distribution of the � 's toward
the smaller onesby setting � := �= gcd(�; � (n)).

However, to avoid detection, it is necessaryto randomize (or discard) the
` � 2 least signi�can t bits of � L where 2` j� (n) and 2` +16j� (n). This is because
�� � 1 mod 2` and therefore � c̀ is always the inversemodulo 2` of � c̀ . All such
obvious redundancy must be removed in order to allow the permutation � � to
remain simple and fast to compute. Another such example is that the most
signi�can t bits of � H are not uniformly distributed becausethey comefrom an
integer modulo n, where n is publicly known. It is certainly better to specify
� H as a binary sequencedescribing the position of � with respect to n (as in a
binary search between1 and n).

In general, if we request at Step 3 that j� j = t for t 2 [1; :::; k=2], the total
size of the concatenatedinput (� H ; � L ; � ) is 2t + k=4. Asymptotically if we set
t := 
 k for somesmall 
 > 0 the sizeis (1=4+ 2
 )k � k=4. Therefore,using extra
random padding or by using a larger t, we have freedom to generateexponents
e in the range 4

p
n < e < � (n). Notice however that despite the fact that 


vanishesasymptotically, one should make sure that 
 k be at least, say 80, to
prevent brute force attacks.

In terms of running time, this algorithm comparesvery well with the stan-
dard RSA key generation Algorithm 2.1: the running time of Steps1 and 6 are
identical to the original whereasthe loop from Steps 2 to 5 will run a number
of times roughly equal to the original loop; the number of gcd calculations in-
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side the loop is about three time as much as the original (that is if we use the
non-repetitiv e tric k suggestedabove). As long as the computation of � � (� ) is
negligible with respect to calculations such as gcds, the di�erence in running
time may be made quite negligible.

Once n; e are made public, n may be factored as follows, given the secret
backdoor � .

Algorithm 3.6 ( RSA-HSE � attac k (n; e) )

1: Given (n; e), compute (� H : � L : � ) := � � 1
� (e).

2: Compute � from (n; � H ; � L ; � ) using BDF low public exponent attack (Theo-
rem 2) with partial knowledge of private exponent.

3: Given (�; � ) factor n as p,q.
4: return(p; q).

4 Choices of � �

Our main simple and very easyto compute permutation is

� � (x) = x � (2� )cj x j :

It appearssu�cien t for schemesof Section3 in the sensethat the instancespaces
are su�cien tly large that even if a distinguisher tries to discover the fact that our
schemeshave beenused they will likely fail. In schemeRSA-HSD for instance,
the distinguisher is able to compute the XOR of � 's corresponding to small � 's by
computing the XOR of the corresponding e's, but those will look very random.

Similarly in scheme RSA-HSE, XORing e's together is likely to look very
random as long as they have been processedas described above, to remove
obvious redundancy. In schemeRSA-HSPE, the XOR of e's will yield the XOR
of primes � 's but this too is random enoughto be indistinguishable.

4.1 More Examples

Of course one can always rely on di�eren t cryptosystems to generate e�cien t
� 's, for instance

� � (x) = DES� (x) or � � (x) = AES� (x)

may beused.However it seemsmoredesirableto usepermutations � that usethe
samekind of arithmetic as RSA itself sincetheseoperation are readily available
for normal key generation. It may be a problem in a smartcard scenarioto use
program spaceto implement DES or AES.

When working with �xed sizesk bit information to permute, a very simple
way to create randomization is to choose� as a prime in the range 2k � 1 � 2k=2

and then de�ne
� � (x) = x � 1 mod �

which is computed with a single extendedgcd calculation.
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4.2 Perm utations Using Op erations Mo dulo n + 1

Another example usesan even translation of the odd exponents x modulo an
even number such as n + 1. Let N be an upper bound on all the n's produced
by the key generationscheme,and let � be a �xed parameter, picked at random
such that N � � � 2N . The permutation

� � (x) = (x + 2� ) mod (n + 1)

mapsthe odd integersmodulo n+ 1 to themselves.Notice that the probabilit y
that this permutation mapsan element to a value greater than � (n) is negligible,
since (n + 1) � � (n) = p + q which is exponentially small with respect to � (n).
This permutation is di�eren t for each n and somakesit evenharder to notice the
cheat. However, this speci�c permutation is not a good choice in the context of
Section3.1 sinceVaudenay [12] found a way to identify our RSA-HSD generated
keys within 24 hours of posting of our proposal on the web [4] !

This can be generalizedin several directions using several extra hidden pa-
rameters. First notice that n + 1 � 2

p
n is always an upper bound on � (n) and

thus

� � ;� (x) = (x + 2� ) mod (n + 1 � 2m)

may also be used,where m := � mod
j p

(n)
k

for any �xed � , such that
p

N �

� � 2
p

N . In other words, � is an arbitrary constant at least half the sizeof the
largest n's we want to generate.

Notice, however, that generalizingexpressione+ 2� to a�ne functions using
yet another secretparameter � , 1 � � � N :

� n;�;� ;� (e) = ((2� + 1)e+ 2� ) mod (n + 1 � 2m)

will causea problem if gcd(2� + 1; � (n); n + 1� 2m) > 2: In this case,given two
di�eren t setsof exponents, but with the samemodulus (p;q; e;d) and (p;q; e0; d0),
a usercould compute e0� e which is the sameas(2� + 1)(� 0� � ) up to a multiple
of (n + 1 � 2m). The user could notice that gcd(e0 � e;� (n)) > 2 all the time
which is unusual, despite the fact that � and � are unknown.

4.3 Discussion: Av oiding and Securing Hidden Exp onent A ttac ks

Of course, a very simple strategy will foil these attacks : make sure d (or e)
is picked from an exponentially large subset S of possiblevalues which is only
an exponentially small fraction of all the d's, such that gcd(d; � (n)) = 1. For
example,considerthe set of valid private exponents to be S = f dj gcd(d; � (n)) =
1 and d <

p
ng. It seemsquite unlikely that one can �nd a simple permutation

� � (e) that frequently maps inversesmodulo � (n) of d's, d < n1=4, to inverses
inversesmodulo � (n) of d's in S, in a random looking fashion. But, who knows
really if such a thing is impossible?
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Bad choices of S can be no help to foil the attack. For example, S =
f dj gcd(d; � (n)) = 1 and (d� 1 mod � (n)) <

p
ng is easily foiled by methods of

Sections3.2 and 3.3.
Alternativ ely, forcing someredundancyonto d's may help foil the attack. For

instance,S = f dj gcd(d; � (n)) = 1 and d = (x : x)g where x is a half size odd
number, seemsa good countermeasureto our hidden exponent schemes.

The indistinguishabilit y of resulting schemesdepend extensively on the per-
mutation chosenbut in many casesthe simpler onesseemto su�ce. Notice also
that the security of our three schemesdecreaseas they produce e's of smaller
and smaller size. Indeed, even more relevant is the fact that the set of possible
e's gets smaller from the �rst to the third scheme.The size of the valid e's set
is an important factor of security.

Finally, notice that the last of the three schemes,which producesthe smallest
e's may involve extra weaknessessimilar to thosealready exposedbecauseof the
redundancy of the lsb's of � and the corresponding lsb's of � . Further analysis
of this redundancy should be performed. It could otherwise lead to countermea-
sures.

5 Hidden Prime Factor

Our last proposal is very similar to the PAP (Prett y-Awful-Priv acy) of [14] but
we addressand solve a number of de�ciencies left unnoticed or unresolved by
their scheme.We investigatethe idea of imbedding somebits of the prime factor
p in the product n = pq, thus choosing q to be a special prime satisfying a
number of constraints. However, as long as the key � remains secret it should
be hard to tell from the distribution of p;q; n's produced that cheating is going
on. Our proposal di�ers from PAP in two major ways:

{ After [3] we only hide the half most signi�can t bits of p
{ We make surethe distribution of numbersn; p;q is similar to the honestone.

The PAP method generatesnumbers n where the most signi�can t bits are
uniformly distributed which is not the proper distribution for products of two
randomly selected(prime) integersof a �xed size.For instance, if one picks two
random (prime) integers of 512 bits each, their product will be 1023 bits long
with probabilit y 38%whereaswith probabilit y 48%it will be 1024bits long with
leading bits \10" and with probabilit y 14%it will be 1024bits long with leading
bits \11". This issuewasignoredby [14] . Of coursethis problem doesnot happen
if p and q are picked over the more appropriate interval [

p
2 � 2511; :::; 2512 � 1],

but we seethat the distribution of p;q in
uences the distinguishabilit y of the
result.

Let e be some�xed public exponent such as 3; 17; 65537,etc, for which an
appropriate n must be found. Our schemeRSA-HP� proceedsas follows:
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Algorithm 5.1 ( RSA-HP � (e) key generation )

1: Pick a random prime p of the right size, s.t. gcd(e;p � 1) = 1.
2: Pick a random odd q0 of the appropriate size, set n0 := pq0.
3: Compute � := n0e

k
8 , � := � � (pe

k
4 ) and � := n0c5k

8
.

4: Set n := (� : � : � ) and q := bn=pc + (1 � 1)=2 so that it is odd.
5: while gcd(e;q � 1) > 1 or q is composite do

{ Pick a random even m such that jmj = k
8 ,

{ Set q := q � m and n := pq.
6: Compute d := e� 1 mod � (n).
7: return(p; q; d; e).

The instancesproduced by the above key generation schemeis the product
of a truly random p and a somewhatrandom q such that

{ the top k=8 bits of n have the correct distribution of such a product
{ the next k=4 bits of n are an \encryption" of the k=4 most signi�can t bits

of p
{ the least k=8 bits of q are randomly chosenso that q is prime.

The running time of the above algorithm is more or less the same as the
standard algorithm where p and q are individually picked at random until they
areprime. Prime p is producedexactly in the sameway, whereasprime q is picked
according to the method of Step 5, which on averagetakesthe samenumber of
steps as Step 1. All other extra computations are negligible with respect to a
single primalit y test.

Algorithm 5.2 ( RSA-HP � attac k (n; e) )

1: Given n, compute pe
k
4 := � � 1

� (ne
3k
8 ck

4
).

2: Factor n as p,q using Coppersmith's partial information attack.
3: return(p; q).

Unlike the methods of Section3, the simple permutation � � (x) = x � (2� )cj x j

is de�nitely not secure;upon receiving two pairs (p;q) and (p0; q0) generatedas
above, one can easily check that

(n0 � n)e
3k
8 ck

4
= (p0 � p)e

k
4

which shouldnot happennormally. For this method werecommendpermutations
from Sections4.1 and 4.2. Again the last permutation of Section 4.1 � � (x) =
x � 1 mod � is de�nitely not secureby itself; upon receivinga pair (p;q) generated
as above, one can easily compute

ne
3k
8 ck

4
pe

k
4 � 1
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which shouldbea multiple of the secretprime � . Running this experiment several
times will lead to several multiples of � and a simple gcd calculation will yield
� . Notice however that if pe

k
4 is padded with a large enough number of extra

random bits, the above attack is foiled.
Our favorite permutation is computing of a modular inverse mod a �xed

predeterminedprime near 2
k
4 asproposedat the end of Section4.1 and XORing

with a �xed string:

� � ;� (x) =
�

x � (2� )cj x j

� � 1
mod � or � � ;� (x) =

�
x � 1 mod �

�
� (2� )cj � j

which seemto foil both attacks presented above.
The unfortunate drawback of this method is that, while the �rst prime p

can be picked according to any rule, the secondprime q is picked according in
a way that will not modify too much of its bits, once a �rst approximation is
found. This opens the door to someattacks that may use this de�ciency. Also
it requires that a more elaborate encryption be used to hide the half of p in
n. If by accident a \bad" pre�x is selected,the amount of attempts to reach a
prime may be very high. However on averagethe number of such attempts is the
sameasstandard generation.Moreover we must �nd a valid portion of n that is
uniformly distributed as long as p and q are picked according to any particular
distribution. In the above example, we make the assumption that despite the
fact that the �rst few and last bits of n are not uniformly distributed, the k=4
positions past the �rst k=8 are.

5.1 Com bining with Exp onent Metho d

Using the result of Slakmon (Theorem 3) we combine the above method with
the hidden small exponent method with larger exponents ! For instance, if n is
usedto subliminally transmit the jnj=6 � jn � � (n)j � jnj=3 most signi�can t bits
of n � � (n) (instead of jnj=4 msb's of p required by Coppersmith's method), then
a variation of Wiener's method is able to recover hidden exponents d up to size
jn � � (n)j � jnj=3=2 � jnj=3 which is better than both Wiener and Boneh-Durfee
methods. Thus exponents d up to n0:333 may be usedand broken.

Increasingthe sizeof acceptabled's increasesthe security of the hidden small
exponent method and reducing the amount of information transmitted sublim-
inally through n increasesthe security of the hidden prime method. However,
the resulting method su�ers the de�ciencies of both methods.

5.2 Discussion: Av oiding and Securing Hidden Prime A ttac ks

Providing constraints in the way of Lenstra's work [7] do not seemto be an
e�ectiv e way of stopping the attack. Our method o�ers su�cien t freedomin the
choice of p and q that �xing the msb's or lsb's of n is not strong enoughto foil
our attack.

However, if we try to reducethe running time to be comparableto the primes
generation algorithm of Joye, Paillier and Vaudenay [6] our method falls short
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becausewecould not �nd a way to generatep and q e�cien tly using their method
while subliminally sending through n someportions of the bits of p.

An important issueto securethe hidden prime methods is to identify parts of
n that are su�cien tly uniformly distributed when p and q are picked from their
respective distributions. Making very strict restrictions on the distributions of p
and q can make that task very di�cult.

6 Conclusions

We have intro duced in Sections3 and 5 a variety of simple backdoors that can
be used to generateapparently normal RSA keys (p;q; d;e) in such a way that
the owner of a secret key imbedded in the generation scheme may recover the
private primes p and q from the public information e;n. Each of theseschemes
use(n; e) asa subliminal channel to carry special information useful to factor n.
The security of the subliminal channel is parametrized by the choice of a secret
mapping � � . Several possibilities of � � were proposedin Section 4.

Wearewell aware that no proof of security of our schemeshavebeenprovided
or even hinted. Indeed, intro ducing a backdoor is somewhat like intro ducing a
new computational assumption. Only time will tell whether these backdoors
resist to cryptanalysis. The schemeof Section 3.1 is the only one that has been
madepublic sofar (on a web page)and hassurvived cryptanalysis for more than
a year.

We challenge the cryptology communit y to break the several schemes/per-
mutations possibilities proposedin this paper.
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